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Why Terraform?
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S AWS ) (»éliss Cloud Provider e Infrastructure x5 <l o) Support <
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14 5 Variables J\s Loops
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How Terraform Works?

Terraform 4« ¢ 3> 5 Terraform Core 4aul ¢ a (1 3> J 4wsdicTerraform J) e
Plugins
Terraform Core -1

Jls Go 4xli 4 5% statically-compiled binary (e o ke Terraform Core J! e
Terraform by J!Install Jexi <l 5 Ll 30 M component J) s2 s Terraform Core
default

Terraform Core J! dawi ) dul gisal) @
errors J! Check <iis Interpolation J) 4lexi s 4iiSia <l W Code J) 18 il -
state management Jaxd L) 4l siall & -

Graph leesl aala () 5S5 Ll 4l sl a

Plan J 4dee Jazty A a4

deliy code JI abiae I Plugins J) download <5 Plugins JI alSi Led) 4l sivdl

J o plile e cada A el ¥ Lealid Ll Wlee communicate & s Ll

el Cloud Provider JV e Infrastructure

Terraform Plugins -2

get < Uie 52 component J) (Sl Go 4xk 43 5iSe component ge s_kePlugins J) - -

Terraform J! Terraform Core J! Gk o= get invoked < - invoked directly
Remote Procedure Calls (RPC) J) (b oo ledady Hain M asdl s Core

3 el (e oS dalie (iaalie lile L dlaliial s J5 4l Tools oe ooke -
s il 8 AWS ae D Jalalia S Infrastructure s She &l o Geay 8yl
Plugins J) e <l o)) dedicate ¢ s <o 2SI Run Jeda &l ) 3 s < code J)
12%a 5 elila 5l AWS J) el Plugins ! Download ez 43 sama <@ AWS J) e Uiy

JIA (e U=z 2 communicate o Terraform Plugins J\s Terraform Core J) -
Operating J) ¢ sl e % 525 remote procedure calls (RPC) el aals
System

Terraform Plugins J! daewi ) 4l gisall @

Cloud Providers APls JI imbe s leinls Calling J) 4ilee Handle < ) 4 siuall & -

Providers J! &« Authentication J) 4skee Jaxi Leil Al giall 8y -

resources J « 4=l Creations J) < by -
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Terraform Concepts

J create Jexi ol sa s 5 (b Folder (plele A 4bluy Terraform J) Project Ly e
&) Uil g2 files J) s .tf 58 L= Extensions J) osS 4ala 281 (53 Files JIs Files
s Providers J &5 4ala J) ae Jalatia lile Sl g pme i 55 (g) Uileda g Abma 4pand
provider.tf 4eul file Jaria

folder J) & 5= ¢ 2 Folder J) s s> il y command Terraform ) JRun Jeaxild s @
s g eliila i 5y e g WALy g tf el Extensions J) oS U Files J) JS s
La ey

Providers

Terraform Code S san glile Lelaaiy Layly o gl J4) 12 Providers J) o

J & s> I 4 resource JN Template s Section e s)be 13 Provider J) e
provider Ju (=lall file J) (& Crre S LS 5 Lgeadiniy Terraform

Jalaia s I folder J) & 43iSa Ul Il Terraform J) code 4x 33> Ul Providers Jis o
Kubernetes s' OpenStack s' GCP s Azure s' AWS O\ 13 Providers (¢ ae 43
OSae I Providers J) JS adle https://registry.terraform.io/browse/providers &3 Jail i g

3

G gl ) s i s sections J) S g1 )) s jLS 48308 Documentations J) J3A (s @
13Sa 5 Providers JS &« Authentication

file Jaxia Ua) s AWS J) a2t Ul s Cloud Providers ) aaaiud cal o) jass <l o <
section J) o) ;2 <iia 5 provider.tf 4eul (< (Sds provider Ju p=ald Us jia 5
Ua) b 4sadiudia <l provider ¢3! 2asty <l ol | ea JSAIL S section Jls (SY)
28 plile default J) s 5 leale Jatiua A region J) Bass (pasy g AWS J) padiuia
Resource J & create ¢ s2u cleliy

# Configure the AWS Provider
provider "aws" {
region ="us-east-1"

}
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o )fS Ol S) aaxie AWS Provider ¥ (8 AWS (8 (ool G sSY) 48 )] Ul a3 oS aey <
=l S e build dexg gldle Sl SV b oo ool G SV Saan (g1)) 98 G llas
o) zBsx Providers J) (= Provider JS el < oS3 aba 5 ) credentials J) ¢ o
e aaldll resources J) nia Al Service J) @« Authentications 4l U

il Credentials J) 4luail Ul 5l Authentications Jae! Jlile 48 )b (e SiS) g2ic 44 <
Static Credentials J) (2 4dk Jg).1

# Configure the AWS Provider
provider "aws" {
region = "us-east-1"
access_key = "my-access-key"
secret_key = "my-secret-key"

}
J Lay Two Parameters <eliy oSl 4 Laaty &l ol e ojlie (g2 4 hlly -
J iy Ual o) Nas el cue Ll g0 48 )kl w secret_key Js access_key
Uame 83 3 Git repository J) e &8 5w o3 code Js code J & credentials
Attack Y U=z s 2 credentials J) <am (adid ) (Sae Ol s o S JSLI]
J Create Jezis Ual o)) 1k e s AWS J 8 secret_key J)s access_key Jls -
Access Key J! create Jexis IAM J) D& (5 user

2] fat @ fr1] Global ¥ Mohamedelbitawy ¥

= 1AM > Users > terraform » Create access key @ ®
® Access key created
This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.
Step 1 R
@ Access key best practices & REtrleve access keys Info

alternatives

Step 2 - optional Access key

@ set description tag If you lose or forget your secret accgss key, you cannot retrieve it. Instead, create a new access key and make the old

key Inactive.
Step 3

© Retrieve access keys Access key ecret access key

E AKIAANIROONHFZLEBRED JfbSNVoAUCODhr4Dhb+uO1ttsCcdesmESapTIZOT Hide

o3 JSAL file J) (2 ~ebnifs secret access key JVs Access key J) 2l Ll o -

# Configure the AWS Provide
"aws"

region ="us-east-1"
access_key = "AKIA4NIROONHF2LEBQED"

secret_key = "jffbSNVoAUcODhr4Dhb+uOQ1ttsCc4esmES5apTIZ0T"

}
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Environment Variables (2 9 4k AU 2

% export AWS_ACCESS_KEY_ID="anaccesskey"
% export AWS_SECRET_ACCESS_KEY="asecretkey"
export environment Jexis 2SIl & credentials J) basd Ll oy o)) L3 S8 (525 -
Jis AWS_ACCESS_KEY_ID JI alaiy il o)) CLI OV Geub ce variables
Y CLI U1 b i€y il o) 325k e AWS_SECRET_ACCESS_KEY
CLI J) J3& (e 02 AL secret_key J (x5 access_key J) abaiy -

$ export export AWS_ACCESS_KEY_ID=AKIA4NIRONHF2LEBQED

$ export AWS_SECRET_ACCESS_KEY=jfbSNVoAUcO0Dhr4hb+uO1ttsCc4

Shared Configuration and Credentials Files J! (&5 (G b <l 3

el Credentials files J) Jaiussy Ual o Gy b (e Lgeaddndy (il e (g2 4gy plally -
AWS CLI J

olS il daals Jg) paihs credentials J) (e s glile Terraform o adabaw o ySdll - -
saiia file (8 meilS Ui ol ageddinda file B a8 80 Y Y file B o credentials J)
environment Jl 2 U@l J cliclly environment variables J) (&2 s
J o credentials 4 file e ~/.aws/ <3 A Path J) & 3 caiia variables
Aeddinda cpee JSG credentials J) 48 @ 5i<a s 25 5« file

) 4d i credentials 4o A file s -

[default]
aws_access_key_id= AKIA4NIROONHF2LEQED
aws_secret_access_key= jfbSNVoAUcODhr4Dhb+uOlttsc4esmES5apTIZ0T
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Create Jexi (ple Ual e S84l 5 Resource “anal Usl o) Terraform J) & gleS s
vpc aewia (S file J Create Jezia alasia Ua) M VPC J (S5 (wxs resource d
leialiaa Ual Al resources J) JS o) s> sSa 5 vpe.tf Wl 5 ) Extensions J) (sSea
J) Ao by JBa 525 Documentations J) aadiu) Lala g »3 JUAL ST resource J) <

an Jaidia A resource J Standard JI JS&l o2 5 resource

resource "aws_vpc" "main"
cidr_block = "10.0.0.0/16"

}

Format J (edb 58S o) Providers J) JSy gala o 5Sa resource b galall & 5all Lala

oe ooke OsS» Format Js

resource Jsiu ¢ a Jsl o) -

JN (e 4maiy s3y aws_vpe ) weadiuia Al resource JI sl 2aad eaiy 00K amyg -
Documentations

Glile Coding J 4 Variable J o2 main J s UL (e sl (g) iS00S dayy -
4dlile (SLal 8 4l 038 dmy e

Argument J\s Arguments leen) 4als o s iS5 e g curl bracts{ } i o3 a3y -
J Create & (lile lenals (Sas A Parameters JI JS Lé o 5Sw 52 Reference
J ) saaad il o ¥ Mandatory eodizn 4 & 3> 4 52 Resources J's Resource
Optionals Optional OsSw SU ¢ 35 Required 4vis «siSe 483 5 cidr_block
aals iegli yide &l d Default Values aelbbla o sSu 8 (lile

Multi-language provider docs

Argument Reference Terraform

vpC The Registry now supports multi-language docs

ching results powered by COK for Terraform. Learn more 2
146 matching results This resource supports the following arguments:

[E) on THIS PAGE

~ Transit Cateway
~ Resources

aws_ec2_transit_gateway_wpc_
attachment

aws_ec2_transit_gateway_wvpc_
attachment_accepter
~ Data Sources

aws_ec2_kransit_gateway_vpc_
attachment

aws_ec2_transit_gateway_vpc_
attachments

~WPC (Virtual Private Cloud)

~ Resources

aws_default_network_acl
aws_default_route_table
aws_default_security_group
aws_default_subnet
aws_default_vpc
aws_default_vpc_dhcp_options

aws_ec2_managed_prefix_list

sleal) lla (o U gaudi ¥

+  cidr block - (Optional) The IPv4 CIDR block For the VPC. CIDR can be explicitly set or it

can be derived from IPAM using  ipvs_netmask_length .

instance_tenancy - (Optional) A tenancy option for instances launched into the VPC.
Defaultis defaulr ,which ensures that EC2 instances launched in this VPC use the EC2
instance tenancy attribute specified when the EC2 instance is launched. The only other
optionis dedicated , which ensures that EC2 instances launched in this VPC are run on
dedicated tenancy instances regardless of the tenancy attribute specified at launch.
This has a dedicated per region fee of $2 per hour, plus an hourly per instance usage
fee.

«  ipva_ipam_pool_id - (Optional) The ID of an IPv4 IPAM pool you want to use for

allocating this VPC's CIDR. IPAM is a VPC feature that you can use to automate your IP
address management workflows including assigning, tracking, troubleshooting, and
auditing IP addresses across AWS Regions and accounts. Using IPAM you can monitor IP
address usage throughout your AWS Organization.

+  ipva_netmask_length - (Optional) The netmask length of the IPv4 CIDR you want ko

allocate to this VPC. Requires specifying @8 ipv4 ipam pool id .

*  ipve cidr block - (Optional) IPv6 CIDR block to request from an IPAM Pool. Can be set

explicitly or derived from IPAM using ipve_netmask_length .

ol_id - (Opticnal) IPAM Pool ID for a IPv6 pool. Conflicts with

assign_generated_ipvé_cidr_block .

(in) Mohmed Atef Elbitawy 7 |Page
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init

alxiiuly Project sl law W Run  4lesiy Command o= ool Terraform Init J e

working directory J! (Initialize) Jeaxn 52 &) 2 Command J! (= s 2l . Terraform
Terraform configuration files e s sis

J & Terminal JI 4 <3l 5 855 zliss Terraform Ju u=id Code J) Run o s (lile
paiuia Lelania 59 Jol s Terraform Ju =Wl Files J) 4@ I Root Directory
Ll e 55 init s Code J! Runy lile terraform init aasduwia < init J' command
Provider J! Download Jez s 625 25 Backend J Initializing 4als Js) Jery
Slely 2 Sl Lealisa I Plugins

: $ terraform init
Initializing the backend... backend J Initializing a>b> Jgl Josw al dgin id 45

Initializing provider plugins... Download lloew (29 Plugins Jl wJc Search Joey lia 48X
- Finding latest version of hashicorp/aws...

- Installing hashicorp/aws v5.76.0...

- Installed hashicorp/aws v5.76.0 (signed by HashiCorp)

Terraform has created a lock file .terraform.lock.hcl to record the provider
selections it made above. Include this file in your version control repository
so that Terraform can guarantee to make the same selections by default when
you run “terraform init" in the future.

Terraform has been successfully initialized!

sleal) plla (e Ugudi ¥ (in)
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23Sl Go Ju 45y alatia (&4 Component oe obke Plugins JV o) Weks 53 5 @
J & Download lelexn (e oo UL b Leadlad L&) Terraform J) eais oo
J) < Project JN related 483 =i 53 Component J) ¥ Operating System
9 delyy jleall g sine e ia deliy Project ) s siws e Download Llexin Plugins
download Je=x terrform Ll A Folder J) 2 2 Plugins J Download Jaxs s
el Project J) s e ¥ Versions Wi & 52 Plugins J olile terraform s
Plugins JI JS s clash Jilghasia (lile 40l Versions <« 4wlidl Plugins J) pasiudy
terraform 4wl A Folder J) &3 Project J (s s e J i

A il o) nlé oo file J) terraform.lock.hcl 4«s! File J Download Jae (LS 48ia 5 o
Jaxy Tama injt cilee 5 (56 Jlga e o0 23S0 Cndl g Sleliy 2 5SI 3 2 sa g 02 file J) Cas
S xéi s Versions J) (sdi 5 Plugins J) 43 install

File Edit Selection Yiew Go Run Terminal Help

EXPLORER p dag.tf pc.tf = .terraform.lockhel X
~ TERRAFQRM

Form terraform.io 6.0/ linux_amdé4

» OUTLINE

» TIMELINE

> DOCKER CONTAINERS

> DOCKER IMAGES

» AZURE CONTAINER REGISTRY
» DOCKER HUB

LS s AWS Account ! connected <5 2811 Celly Configuration J) Lilee 23S Ual o
lawi bs) o)) e ala aala JS oS Initializations oS Glee 3 VPC J) s 9a Resource J) kS
Code J' Run ¢ ¢ile Terraform J) aadi
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Plan

linl & o) 25 48Ul Tools JI plaze (8 03 s 90 (e o alies 0 e L350 Terraform oS1s o
e dely 3 U Ryn Glee i) daslally Juass M4y s ja5 08 a5 <ol o) Options
Plan Command J' 4wl 02 (pdn g1 5 1led 2 <1 Run <& fasi s> Wl Jad ¢ <Y
Resource J) Sxé Ja s sy laws state Jb @ siSall a8l o )l& faw Plan Command Jls e
o e 4l llgia 29a 00 o9 Y Y 5 AWS Account e Create 4 J gara g Slad 252 g0 03
la yaiy lasa st ) 48 51y Create 4 Jams 1aua 39a 50 (e )5 Create 43 dany
Terraform Plan 4«x) Command sa%uia Plan J Run Jexd (lile o
J ) el adadll o) &l g o3 AL Qutput J) dlallas Plan J Run desiy il () 3 s @
22 03 23K 5 zero resource < 5 zero resource s s 2l s Resource —anais Plan
Resource J! Create Jac! Ll azy iy lava Apply Jass Ll

Terraform used the selected providers to generate the following execution plan.

$ terraform plan

Resource actions are indicated with the following symbols:
+ create
Terraform will perform the following actions:
# aws_vpc.main will be created
resource "aws_vpc" "main” {

}

arn
cidr_block

default_network_acl_id
default_route_table_id
default_security_group_id
dhcp_options_id

enable_dns_hostnames
enable_dns_support
enable_network_address_usage_metrics
id

instance_tenancy

ipv6_association_id

ipvé6_cidr_block
ipvé_cidr_block_network_border_group
main_route_table_id

owner_id

tags_all

Plan: 1to add, 0 to change, 0 to destroy.

= (known after apply)
="10.0.0.0/16"
(known after apply)

= (known after apply)
= (known after apply)
= (known after apply)
= (known after apply)

= true
= (known after apply)

= (known after apply)
= "default"
= (known after apply)

= (known after apply)
= (known after apply)

= (known after apply)

= (known after apply)

= (known after apply)

Note: You didn't use the -out option to save this plan, so Terraform can't
guarantee to take exactly these actions if you run "terraform apply" now.
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Command J! »2 Apply J! Terraform apply 4! Command Gk = Apply Jezia o
Ialed 4aladl iy fay A o3 Plan J) asy o285 A 2

&ﬁquyjade)&ﬂﬂﬁb u\&ﬂujgb Plan J ¢llia yza applyd\ﬁéﬁlwd °
) Uluia s il Resource 45 Apply complete Jac 43l &l i 5 o3 oMK clldiig yes
destroyed ¢! Uidas s

$ terraform apply

Terraform used the selected providers to generate the following execution plan.
Resource actions are indicated with the following symbols:
+ create
Terraform will perform the following actions:
# aws_vpc.main will be created
resource "aws_vpc" "main"
arn = (known after apply)
cidr_block = "10.0.0.0/16"
default_network_acl_id = (known after apply)
default_route_table_id = (known after apply)
default_security_group_id = (known after apply)
dhcp_options_id = (known after apply)
enable_dns_hostnames = (known after apply)
enable_dns_support = true
enable_network_address_usage_metrics = (known after apply)
id = (known after apply)
instance_tenancy = "default"
ipvé_association_id = (known after apply)
ipvé_cidr_block = (known after apply)
ipvé_cidr_block_network_border_group = (known after apply)
main_route_table_id = (known after apply)
owner_id = (known after apply)
tags_all = (known after apply)
}
Plan: 1to add, 0 to change, 0 to destroy.
Do you want to perform these actions?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.

Enter a value: yes

aws_vpc.main: Creating...
aws_vpc.main: Creation complete after 2s [id=vpc-00d2a08e4da74ad11]

sleal) lla (o U gaudi ¥
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VPCdashboard x| YourVPCs (2) me cevenons e [[C ][ actions v ] [icreatanme

Q search i @
few [
EC2 Global View [3 O N v | bb\ v | state v | Block Public: IPv4 CIDR v |

(] - vpc-00d2a08esda74adil @ Available @ off 10.0.0.0/16

O - vpc-042ecc93b36af3016 @ Available @ off 172.31.0.0/16
¥ Virtual private cloud

Your VPCs
Subnets

Route tables

o VPC JI & resource J) el Configuration J) (& Use Ual o) La 8 Lua Ual 51 @
dns Ju g=l&ll ¢ jall Cauaia 5 Configuration J) 8 Ja=ia Ual o dns J! false Jaxia Ual
L“,,JU plan Llee s o

resource "aws_vpc" "main"
cidr_block = "10.0.0.0/16"
enable_dns_support = false

}
ﬁéh\jﬁﬁdﬂd\%}ﬁg@)&djﬂgumanu&c%}d °

: $ terraform plan
aws_vpc.main: Refreshing state... [id=vpc-00d2a08e4da74ad11]

Terraform used the selected providers to generate the following execution plan.
Resource actions are indicated with the following symbols:
~ update in-place

Terraform will perform the following actions:

# aws_vpc.main will be updated in-place

" "main"

~ enable_dns_support = true -> false
id = "vpc-00d2a08e4da74adll”
tags ={}

~ resource "aws_vpc

Plan: 0 to add, 1 to change, 0 to destroy.

o 319 Change Juos ol LB Ua 48

Note: You didn't use the -out option to save this plan, so Terraform can't
guarantee to take exactly these actions if you run "terraform apply" now.

state Lawl 4als 48 o)) (i Ladla 15 43S o2 ¢ sua sl Handle < i Terraform Jl @)l e
file
[ ]
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State File

s terraform.tfstate 4eu! file Cu Sin Apply Jsl Jaxis Run & las Wl Terraform J1 e

e Create W Jee 8 I Resources J) 4 Jadsy 43l e o jlie 225 State File J) 4aul

Generations lasy I Attributes J) JSus Values J s Lelualds AWS Account )
Create «lxin Resource J Wl 2

File Edit Selection View Go Run Terminal Help

EXPLORER provider.tf {} terraform.tfstate X

+~ TERRAFORM 5B {} te

vider[\"registry.terraform.io/hashicorp/aws\"

» OUTLINE

» TIMELINE

> D ER CONTAINERS

» DOCKER IMAGES

» AZURE CONTAINER REGISTRY
» DOCKER HUB

"taél:- all": {)

Ll=d Create 4lexdy Lol a2y 2aathy 48 S Cilaglas 438 (S0 22811 8 Resource ) sic o
Lelenty Lol 22y 22a) dals (g3 Loaaty M il e dals (g2 @ VPC I g ID JV s el e
Create

Onba s 358N L Leaalie <l U Parameters J) <oy s ¢l law Run Jexdy il o e JS5 @
¥ change Jex Wl (o )l all 2l ajle el ¥y & terraform.tfstate J) (2 e2sa sall
b

& &l e 2SI e Aicheck J) @éaty I Jeagll dals 54 yiixy s State File Vo o
JV il o <aa s State File J) oo ) 2 deasl) Adla il il e AWS Account J!
s il State File J) o 4lS8a (oS8 oo e J gl J 281 Run Jexda &l o) Terraform
llas S GG 02 a5y
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State Management

G olile geadiudy Terraform J) o) W e 5 State File J) s 4 L je S84y ol Ua) o

4l 5 Create ! Jsenddl 2 <) 3 W Resources J 4 ~¢& 5 State J) ¢ 52 s« Manage
AWS Account J! e check i lag (pass s Create Ll J sere i

ad o b clely Jleall e Save 4 J gera (5 5Sw State File J) o) oedole bale 5 ¢Sy
S 58 Ui o GitHub (e 4nd o5 35S 48 Jaay sl g 0S5 Jatdiy aiill 3 as (e S
s el Terraform J) 4d ) Folder J) o 48lia¥U alSiis bk (52 <8 State File 2
BackEnd J) oS8 cila Lia (a5 (el (1S 58 1o sine (5580 2 5 02 State File J) o) |51 Lgie L
J Initialization Jexy 43) @l sin a3l &ll jelaty o g J o) (IS jnit Jeay il 5 @l caadl dl
< Local s3> s« S0 Terraform J) el Backend J' By Default s backend
J (iSu5 Backend J) Section i Wil Jdea pai sy oSl Terraform J) Folder
JS (Sls Gwxe Provider @ 483e Uilgls aladia 035 Providers J) 44 4als Backend
4w =l i Wl Support = Provider

o S £ 53l 48 8 Documentation J) e Backend du =il ¢ jall e cdis el
13%a 5 Azure ) 4dliss Service 1X e ol Kubernetes e Lelaad ja&i laa
Configuration J) JS& 3 s AWS J) (2 S3 bucket Jb paladl Sl aadiuis Ual s

terraform
backend "s3" {
bucket
key =

region

}

sprints- aub ailee Ul <@ AWS JI e S3 Bucket J Create Jexia aleia Ual Il s

JN (B adaaa 4 a9 oS A sl & key J) 45 bootcamp-state-bucketl

& el Je gxie Local o€ W Ja state file J) o) dassa M o terraform.tfstate
AWS J e 39 5e

terraform
backend "s3" {
bucket =
key =
region =

}

sleal) plla (e Ugudi ¥ (in)
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J & mad ) glile Error Llall 4ad o3 JSEIG Error Wallaa Plan 3 Run ke Wia 51 o
Lelaxy S aala Jol o) (d e Uala (55 OY Initializations J) sad <l o) zUsw Backend
Backend J! Initialize Jexn O\S

$ terraform plan

: Backend initialization required, please run "terraform init"
Reason: Initial configuration of the requested backend "s3"

The "backend" is the interface that Terraform uses to store state,
perform operations, etc. If this message is showing up, it means that the
Terraform configuration you're using is using a custom configuration for
the Terraform backend.

Changes to backend configurations require reinitialization. This allows
Terraform to set up the new configuration, copy existing state, etc. Please run
“terraform init" with either the "-reconfigure" or "-migrate-state" flags to

use the current configuration.

If the change reason above is incorrect, please verify your configuration
hasn't changed and try again. At this point, no changes to your existing
configuration or state have been made.

8 A& jle 4038 Backend 4 O\S State File 4 o)) Wiy 4830 jnijt U Ulee a5l @
S3 Jl e AWS JI & cllia aliy g oalia yes alil 8 51 VY 5 sa0all Backend

$ terraform init
Initializing the backend...
Do you want to copy existing state to the new backend?
Pre-existing state was found while migrating the previous “local" backend to the
newly configured "s3" backend. No existing state was found in the newly
configured "s3" backend. Do you want to copy this state to the new "s3"
backend? Enter "yes" to copy and "no" to start with an empty state.

Enter a value: yes
Initializing provider plugins...
- Reusing previous version of hashicorp/aws from the dependency lock file

- Using previously-installed hashicorp/aws v5.76.0

Terraform has been successfully initialized!
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L

State File JI <ilaa 483ia S3 J Je AWS JI e Llia s 4

e Amazon 53 Buckets sprints-bootcamp-state-bucket1

Amazon S3 sprints-bootcamp-state-bucket1 i«

Buckets

Access Grants Objects Properties Permissions Metrics Management Access Points

Access Points
Object Lambda Access Points
Multi-Region Access Points Ob]ed:-s (1} Info

Batch Operations @

IAM Access Analyzer for 53

( Actions ¥ )( Create folder )

T Upload

g e

Objects are the fungamental entities stored in Amazen S3. You can use Amazon 53 inventory [3 to get a list of all objects in your bucket. For others to access

Block Public Access settings for your objects, you'll need to explicitly grant them permissions. Learn more [4

this account Q Find objects By prefix 1

¥ Storage Lens

Name A Type v Last modified v Size v Storage class

Dashboards
December 2, 2024,
[ terraform.tfstate tfstate 1.6 KB Standard

Storage Lens groups 12:30:11 (UTC+02:00)

sy JS b Al (g) 92 Local daic 3sa gall state file J) g il ) a8 8 il
S3 J) 2 AWS JI e 252 sl state file J) e Update s 3 <1 Run Jasdia

e Jland 058 willl A dlan adid 58 (San o) 45 State YU able Led adapy 4lS5a 48
o A Run sleats (i) ) 53l State file J) (udd (o (alladig gl uts 8 2SI i e
Canaty (5 sSh (Sae il o State File d) o 4 Update |sbeaty (¥ ) gl (Saa o 8 )
Run Jexy Lid aal g ol () 4l yla (i Uiad (o) Jal) o alSie Juand (i s¢dlia 54 5 Resource
i gll éi A Run ¢ AU (hadis

O State Lock J) a5 g2 4lSdall Jai Uia) o)) a8 48y jha ) 4l 5 Ll Terraform J) <
& Terraform J) 12w State File J' Run dexy 3 () 3saar i State J) Lock <& (o
oaliy Al (addll L aal State File J) o ge Jalafy 431 A6 2a ()

Ju s=&ll Section J) & bain 225 dynamodb_table (sds) abiy <l o &y (e
Primary ol s> 05 a3 02 (s ¥l State Lock J) glile 4wsasiua Ul ) s25 Backend
String 4=l Type J\s LocklID 4eau) () 5Su s Key

oA Ow Bl g1 63 e g 88 AWS ) (4 s3 92 50 Service o= eobke 3 dynamodb Jls
Value s Key 8

» dynamodb table - (Optional) Name of DynamoDB Table to use for state locking and

consistency. The table must have a partition key named LockID with type of String .
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[

JI a3 . 3¥ 5 sprints ab AWS e DynamoDB Table J Create Jeaxit Ual o o
JSA iy (65 8 3Y 5 LockID J) pasiuia Bal <@ Partition key
= DynamoDB Tables Create table ® e

Create table

Table details i

DynamoDB is a schemaless database that requires only a table name and a primary key when you create the table.

Table name

This will be used to identify your table.
sprints
Between 3 and 255 characters, containing only letters, numbers, underscores (_), hyphens (-}, and periods (.).

Partition key

The partition key is part of the table's primary key. It is a hash value that is used to retrieve items from your table and allocate data across hosts for scalability and availability
LocklD String v
1 to 255 characters and case sensitive.

<s Partition key J léea s dynamodb_table Jb o= Table J! Create Llee Wil 22y @
Backend J ¢ Section J! & dynamodb_table —auiaia Ual o) 8 gy aleaia A
04d d&ﬂb
terraform
backend "s3" {

bucket = "sprints-bootcamp-state-bucket!"

key  ="terraform.tfstate"

region = "us-east-1"

dynamodb_table = "sprints"

}

I A s ) o) Wdla 5 oY Error blallas Terraform J dsb e Run lke L o o
Terraform apply Jexi Wl J& SU terraform init Jass » 3¥ Backend

Lock Jext Run <8 gll (i (8 Jamy 2a 4385 3 S Run Jemy add (gl 4 ol Ba o o
Run Jazy 13S (addll (Y Run Jesd adia (e i) &l g g o0 JSAIL Gl jelan 5 4

$ terraform apply
Acquiring state lock. This may take a few moments...

Error acquiring the state lock

Error message: operation error DynamoDB: Putltem, https response error StatusCode: 400, RequestID:
VECM3QNBGON8BRBKB7VV4KQANSO5MVJF66Q9ASUAAJG, ConditionalCheckFailedException: The conditional request failed
Lock Info:

ID: f132b51-ec2557-f20-854a41-061564547952a

Path:  sprints-bootcamp-state-bucketl/terraform.tfstate

Operation: OperationTypeApply

Who: mohamed@MohamedAtef

Version: 1.9.8

Created: 2024-12-0212:59:27.248983342 +0000 UTC

Info:

Terraform acquires a state lock to protect the state from being written

by multiple users at the same time. Please resolve the issue above and try
again. For most commands, you can disable locking with the "-lock=false"
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L

Watdids Al Commands J) (s (0 @
A< I8 Jay 48 adabia 4308 S 22 Command J!s fmt command 4« Command -1
Lines J) (mle Spaces 4 s adaii () (s 03 JKAIL 2 0 i€ (Kae il Jimay alaie el
JoIL Lieldy 2 K1) alaia fmt command J) <8 1388 5 g sl ula o) e Lgany

cidr block
enable dns support "

backend.tf
vpc.tf

C loc ; =
enable dns support = "true -

} dynamodb_table

J el Gple Ual ol 4eadiuy Uasl s3 Destroy 4wl (WS Command e 44 -2
o2 Y 2 Wl Jl terraform destroy axdiwiy Ual ol Gk e S Infrastructure
c.uAI\A Gﬂ\ C'_ﬂ.;u\ ‘L\\ RPN PN Aﬂg.l:u qém

$ terraform destroy
# aws_vpc.main will be destroyed
Plan: 0 to add, 0 to change, 1to destroy.

Do you really want to destroy all resources?
Terraform will destroy all your managed infrastructure, as shown above.

There is no undo. Only ‘'yes' will be accepted to confirm.

Enter a value: yes

aws_vpc.main: Destroying... [id=vpc-0b349ad41fa8639de]
aws_vpc.main: Destruction complete after 1s

Destroy complete! Resources: 1 destroyed.

sleal) mlla (e U guadd ¥ (in) Mohmed Atef Elbitawy 18 |Page

i



https://www.linkedin.com/in/mohamedelbitawy/
https://www.linkedin.com/in/mohamedelbitawy/

Variables & Workspaces

DIV add Ly Jglaw ole S Infrastructure as a code J) & 5 Terraform J) & o
Variables J) ¢ JS8 Coding J! (58 o2 9> sall

J<& Parameters J) g e2dl Hasy adl e jS) lile Variables J) aadiui sl o o
Variables J) alaaiuly aleaty o2 alS 2 S 8 )50 Janle prie Jem

s s> iS4 g variables.tf 26 ~aubs Variables J! file Jezia Variable J) pasius (lile o o
JSEIL ¢ sSw s cidr Jvariable Jexia Se oS) 5 Variables Jb p=lall Section J) o2 —alall

5

“cidr"
= string

file J Je zsw Ual o) @k e reference Jexia o2 Variable J) padiwi jasi lile s o
var.cidr «iSia 10.0.0.1 J! cidr_block J! (& oS US Ua) W Ju s VPC Jb p=lA)

resource "aws_vpc" "main" {
cidr_block = var.cidr
enable_dns_support = false

}
cidr J 4 4l glille 48y )l e ) Lxie s variable J 48 (iLae sl @
4ad abai Lial o)) Uile callaa Variable J) 4ed (iselizas 35S0 Run Llee Ul o) 43y 5l Jl -1
Input & e = ga s cidr 4enl A Variable J!

$ terraform apply
var.cidr

Enter a value: ssdal) 4ad 8 Ua i<

&2 4 hall Geadinl ) o Variable oo S 48 05 2SN (Sae Y 48yl Jualdl e (525 @
a5 aasall s Input & Variable J) el asll < Jaia

JEL environmental variable J export dasd Ual o) 8 5 lgeddind (Sae 45l 44 yla 408 -2
Variable J) asl 4liai (pasy g 0 1 ile 5 ) Capital 153585 TF_ VAR 4l sé Ual () o2
o0 JSAlL S G Whnle Lal I aedll oAby ey gsben Gpam
TF_VAR_cidr=10.0.0.0/16

$ export TF_VAR_cidr=10.0.0.0/16
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g 1
Variables definition files J) Ll 4ala aadiuiy Ual) o) Gayh e 03 (e Jasl 48y yla 448 -3
say el Standard J) aVL 45 (Sae file e sobe OsSw ey tfvars J)
Ma ) <biely Variables J) <S5 ex file J) ssa (3 terraform.tfvars
cidr="10.0.0.0/16"

EXPLORER = terraft i ) backend.tf vpc.tF variables.tf terraform.tfvars X [IJ -

~ TERRAFORM

055 file daud 068 ) Bpd ey alSie g) Osn e Jiidw Run Gl Sl 0o
Al cal o) #Uada dev.tfvars e (Sily (AU sl ) aen o1 (S1 terraform.tfvars
23 XA file J aul (amag --var-file 2 ¢ 32l

: $ terraform apply --var-file dev.tfvars

A S e apply deel e s environment (e S gaie Ul gl Jasta AlSha gaic 48 @
e s sisw prod.tfvars oS gie 5 cidr = “10.0.0.0/16” e ¢ sisw dev.tfvars e
Al 5 Apply llee Lia Ua) o) o aiely adll 43 sl JS5 cidr="192.0.0.0/16”
State Jlsave Je= 5 10.0.0.0 s» A cidr Ju VPC w7 s --var-file dev.tfvars
Jl Create Jaxd jiles 495 (S Cun il 51 @ Backend J) gl Path JI 4 File
il o) e gl s Lielu ——var-file prod.tfvars 4biia < Production Environment
dev environment J! Destroy Jess i) ) GllS Liiaua 035 Ca State File dI ol Ao Jlad
Jaxly o) o) aald S s 4 <@ Production environment J build & glile
State File J) us&s e Jad <ol ¥ Production

e SV J Create Jesd (138 855 g2 Environment J & s s Manage ¢ Qlile s o
Workspaces Leul 4als aaiuia Ca Environment
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Workspaces & Environments

i alaRl aa) g £ g phial Badate Sl 3 oY 44yl & Workspaces J) Terraform J) & o
"Development" <) environment JS alite 28 iS5 Lo Ju o dma 23S
& environment JN state JI Jdil Workspaces st (Sas "Production”s
Dev J! celi Workspace J (_,’J:_ a8l g Ul 4l (2 O o) g Ul con 2SI uany Jalaialy)
<elly Workspace J) e @8l 5 Ul 5l Dev J) el State File J) Manage <« Ul 2y
)3 5 Prod JI <elis State File J) Manage < & Prod J!

PREGIV LWl Leale a8l 4 L) ‘EAS\ Workspace J el pell d o

$ terraform workspace show

default

aadiuda dev J Jania (Silgeaas Workspace J Create Jexd ule &l 51 o

$ terraform workspace new dev
Created and switched to workspace "dev"!
You're now on a new, empty workspace. Workspaces isolate their state,

so if you run "terraform plan" Terraform will not see any existing state

for this configuration.

a23iuia prod ! Workspace (s Jazia s o

$ terraform workspace new prod
Created and switched to workspace "prod"!
You're now on a new, empty workspace. Workspaces isolate their state,

so if you run "terraform plan® Terraform will not see any existing state

for this configuration.
s 5 terraform workspace list pa3iuia Lsie A Workspaces J) o=z (niple Ual 51 o
star * Jl 4e3le Prod J) s A28 Workspace ¢ Ao sl g il ell gaaa g List (Lanaa
Production J! LA:; oS Cuil 43 Laliza
$ terraform workspace list

default

dev

* prod
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2 Prod J) Jlids o) <l 5 Ul (Y alS8a ) e (e Jezd Production JVapply Ll sica o
Workspace J!

$ terraform apply --var-file prod.tfvars
Terraform used the selected providers to generate the following execution plan. Resource actions are indicated
with the following symbols:
+ create
Terraform will perform the following actions:
# aws_vpc.main will be created

+ resource "aws_vpc" "main"

+arn = (known after apply)
+ cidr_block = "192.0.0.0/16"

+ default_network_acl_id = (known after apply)
+ default_route_table_id = (known after apply)
+ default_security_group_id = (known after apply)
+ dhcp_options_id = (known after apply)
+ enable_dns_hostnames = (known after apply)
+ enable_dns_support = true

+ enable_network_address_usage_metrics = (known after apply)
+ instance_tenancy = "default"

+ ipvé_cidr_block_network_border_group = (known after apply)

+ main_route_table_id = (known after apply)

Plan: 1to add, 0 to change, 0 to destroy.
Do you want to perform these actions in workspace "prod"?
Terraform will perform the actions described above.
Only 'yes' will be accepted to approve.
Enter a value: yes
aws_vpc.main: Creating...
aws_vpc.main: Creation complete after 3s [id=vpc-095094ff4905b9f3b]
Apply complete! Resources: 1 added, 0 changed, 0 destroyed.
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Ll s 5 error Llallua il Workspace J) Ui Uale ne e dev JVapply lle Ual 5l o
43 yle Ual L";S\ Ui 835 Destroy ders 5 canaw 4l

$ terraform apply --var-file dev.tfvars

aws_vpc.main: Refreshing state... [id=vpc-095094ff4905b9f3b]

Terraform used the selected providers to generate the following execution plan. Resource actions are indicated
with the following symbols:

-/+ destroy and then create replacement

Terraform will perform the following actions:

# aws_vpc.main must be

-/+ resource "aws_vpc" "main"

~arn = "arn:aws:ec2:us-east-1:853124477774:vpc/vpc-095094ff4905b9f3b" -> (known after apply)
- assign_generated_ipvé_cidr_block = false -> null

~ cidr_block ="192.0.0.0/16" -> "10.0.0.0/16"

~ default_network_acl_id = "acl-05a3da1323c57d08b" -> (known after apply)

~ default_route_table_id = "rtb-0d7646e6b96db0717" -> (known after apply)

~ default_security_group_id = "sg-09b0103eda77112e1" -> (known after apply)

~ dhcp_options_id = "dopt-0a87c9eb02d8f8b93" -> (known after apply)

~ enable_dns_hostnames = false -> (known after apply)

~ enable_network_address_usage_metrics = false -> (known after apply)

~id = "vpc-095094ff4905b9f3b" -> (known after apply)
paAtuis Ll le sl A Workspace J! Jawi (lile <o o

$ terraform workspace select dev

Switched to workspace "dev".
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output

2% L 223 configuration J) (e dme sl (i e lie 205w output JITerraform & o
Jaalii & ol dalall () s 8aie e slaal J e gll Slile Jguwy 43) 4303 83N apply ) sl 3!
.state file JI

2 4kl i output J) el o

output "<name>" {
value = <expression>

}

drand Sl g anl (gl Aldi amy g output Mg Ual caype J gl id J) ceople e 0Si5 @
algiia G oayyle Usl U resource J) < value J! A s vpe_id
aws_vpc.main.id
output " vpc_id *{

value = aws_vpc.main.id

}
vpc_id J! sastle s Output J) blaa jle AV 4 483a apply Llee Lus a0

$ terraform apply --var-file prod.tfvars
aws_vpc.main: Refreshing state... [id=vpc-0fOffacae9c83c2d3]

No changes. Your infrastructure matches the configuration.

Terraform has compared your real infrastructure against your configuration and found no differences, so no

changes are needed.

Apply complete! Resources: 0 added, 0 changed, 0 destroyed.

Outputs:
vpc_id = "vpc-0fOffacae9c83c2d3"

<l o) 4xSlel chaw 03 s State file J) o s> Section & Save Ll Jsexe 25 output J) e
B
paAbs Ml aeg output J) g ad e il Jles o

$ terraform output

vpc_id = "vpc-0f0ffacae9c83c2d3"

terraform output <output_name> ~33%uds (pee output (e e <l dg o
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Provisioners

L) 2 resources e iy Sl el o) 2wl aa3i Provisioners ) Terraform & o
. Remotely s Local laaia &liy jSW) o) o el s¥1 ¢ gu

zs Create 4l sty resource ) Wl amy o) paliy el 3 <l L) any Sale U D Jiny @
File 3 LSy s 4ie laslaa |

‘Provisioners I &1 51 o
Terraform 4 3isi W Local JI Jead) e el sl Jady ilocal-exec -
WiInRM sl SSH alasinly 4uéi resource J) e ol sl Jain :remote-exec -
.Resource J! & jlga (o Slile Jay :file -

V) Jiddiiue o0 Section J)s resource J) s s> St Provisioning Jb g=&ll Section J) e
s J ) i resource J Wl

J Create dey Wl 2y o) abeayy M IS ) |ocal-exec Provisioner JI (e e Jls
alluy aakas instance

resource "aws_instance" "example" {
ami = "ami-12345678"
instance_type = "t2.micro"

provisioner "local-exec" {
command = "echo Instance created with ID ${self.id}"

}
}

remote-exec Provisioner e Jis e

resource "aws_instance" "example" {
ami = "ami-12345678"
instance_type = "t2.micro"
connection {
type ="ssh"
user = "ubuntu"
private_key = file("~/.ssh/id_rsa")
host = self.public_ip
}
provisioner "remote-exec" {
inline = [
"sudo apt update",
"sudo apt install -y nginx"
]
}
}
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L

D8l & Slea (e ile Jiin 03 file Provisioner J) e JGs o

resource "aws_instance
ami = "ami-12345678"
instance_type = "t2.micro"

connection {
type ="ssh"
user = "ubuntu"
private_key = file("~/.ssh/id_rsa")
host = self.public_ip
}

provisioner "file" {
source = "my-script.sh"
destination = "/tmp/my-script.sh"
}
}

sleal) plla (e Ugudi ¥ (in)
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sl e (o U guadi ¥

HashiCorp

¥’ Terraform

N
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