Simple Devops Projects

Requiremts : CI/CD pipeline System

e Git - local version control system.

e GitHub - As Distributed version control system.

e Jenkins - Continous Integration tool.

e Maven - As a Build Tool.

e Anisible - Configuration Management & Deployment tool.

e docker -Containerization

e Kubernetes - As Container Management Tool.
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What Do we Cover?

Build and Deploy on Tomcat Server.

Setup CI/CD with GitHub, Jenkins, Maven & Tomcat.

e Setup Jenkins

e Setup & Configure Maven, Git.

e Setup Tomcat Server.

e Integrating GitHub,Maven ,Tomcat Server with Jenkins
e Create aCland CD Job.

e Test the Deployment.

1. Deploy Artifacts on a Tomcat Server
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Fig. Deploy Artifacts on a Tomcat Server



Build and Deploy on Container.

Setup CI/CD with GitHub, Jenkins, Maven & Docker.

e Setting up the docker Environment.

e Write DockerFile.

e Create an Image and Container on Docker Host.

e |Integrate Docker Host with Jenkins.

e Create CI/CD Job on Jenkins to build and deploy on container.

2. Deploy Artifacts on a Container

<S> 5 =7
Commit Code O Pull\gode c%l Jenkins Deploy Code @

— GitHub dOC er

A
0o

Build Code

m .:,‘».'2‘»’ Ve n

Fig. Deploy Artifacts on a Docker Container

Build and Deploy on Container.

Cl/CD with GitHub, Jenkins, Maven, Ansible & Docker.

e Setting up the Ansible Server



e Integrate Docker Host with Ansible.

e Ansible playbook to create Image.

e Ansible playbook to create Container.

e |Integrate Ansible with Jenkins.

e Cl/CD Job to build code on Ansible & Deploy it on docker container.

3. Deploy Artifacts on a Container
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Fig. Deploy Artifacts on a Ansible Container.

Build and Deploy on Container.

Cl/CD with GitHub, Jenkins, Maven, Ansible & Kubernetes.

e Setting up the Kubernetes (EKS).



e Write pod service and deployment manifest file.
e Integrate Kubernetes with Ansible.
e Ansible playbook to create deployment & service.

e CI/CD Job to build code on Ansible & Deploy it on Kubernetes.

4. Deploy Artifacts on a Kubernetes.
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Fig. Deploy Artifacts on Kubernetes.

What is Cl and CD

e Continuous Integration.
e Continuous Delivery.
e Continuous Deployment.



How Does Cl and CD Works on AWS?

CONTINUOUS INTEGRATION

CONTINUOUS DELIVERY
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Fig. Cl and CD Works on AWS.

How Does Cl and CD Working on Devops?
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Fig. Cl and CD Works on Devops.

Note: For Continuous Deployment we need multiple environments (With
Manual Interventions).



Resources to Setup Cl and CD pipeline.

e Free Tier AWS account.

e GitHub account (for source code and documentation).

e MobaXterm — enhanced terminal for windows with X11 Server tabbed
SSH clients, network tool and much more.

e Git—local version control system.

Cl and CD pipeline using Git, Jenkins & Maven.
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Fig. Build Code Jenkins on Maven

Setup Jenkins Server

e Setup a Linux EC2 instance
e |nstall Java
e |Install Jenkins



e Start Jenkins
e Access Web Ul on port 8080

Setup a Linux EC2 instance

D MNew EC2 Experience Instances (1/1) info G ][ connect |[ nstancestate v |[ actions v | [JEEETEIEN
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Fig.EC2 Instance for Jenkins Server

Installation of Jenkins

First Step:

Connecting MobaXterm
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Fig. MobaXterm

Second Step:

Official website: - https://pkg.jenkins.io/redhat-stable/

sudo wget -0 /etc/yum.repos.d/jenkins.repo https://pkg.jenkins.io/redhat-
stable/jenkins.repo

sudo rpm --import https://pkg.jenkins.io/redhat-stable/jenkins.io.key

yum install epel-release //fails

sudo amazon-linux-extras install epel

sudo amazon-linux-extras install java-openjdkil1l
yum install jenkins

Installation of Java

[root@ip-172-31-31-201 ~]# java --version



openjdk 11.0.13 2021-10-19 LTS
OpenJDK Runtime Environment 18.9 (build 11.0.13+8-LTS)
OpenlJDK 64-Bit Server VM 18.9 (build 11.0.13+8-LTS, mixed mode, sharing)

Jenkins Start

[root@ip-172-31-31-201 ~]# service jenkins status
® jenkins.service - Jenkins Continuous Integration Server

Loaded: loaded (/usr/lib/systemd/system/jenkins.service; disabled; vendor
preset: disabled)

Active: inactive (dead)
[root@ip-172-31-31-201 ~]# service Jenkins start
Starting jenkins (via systemctl): [ OK ]
[root@ip-172-31-31-201 ~]# service jenkins status
e jenkins.service - Jenkins Continuous Integration Server

Loaded: loaded (/usr/lib/systemd/system/jenkins.service; disabled; vendor
preset: disabled)

Active: active (running) since Sun 2022-05-01 19:02:31 UTC; 2min 3s ago
Main PID: 6549 (java)
CGroup: /system.slice/jenkins.service

L-6549 /usr/bin/java -Djava.awt.headless=true -jar
/usr/share/java/jenkins.war --webroot=%C/jenkins/war --httpPort=8080

May 01 19:02:02 ip-172-31-31-201.ec2.internal jenkins[6549]: This may also
be found at: /var/lib/jenkins/secrets/initialAdminPassword

May 01 19:02:02 ip-172-31-31-201.ec2.internal jenkins[6549]:

3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k sk ok 3k sk %k sk 3k 3k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k sk 3k 3k sk sk %k 3k 3k ok ok ok ok ok ok ok %k sk sk sk sk sk sk sk kkkkokokokok



May 01 19:02:02 ip-172-31-31-201.ec2.internal jenkins[6549]:

3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k 3k ok 3k 3k 3k 3k 3k ok ok ok 3k 3k 3k ok ok 3k 3k 3k ok 3k 3k 3k 3k 3k ok 3k 5k 3k %k 3k ok 5k 3k %k 3k ok 3k ok %k %k %k %k ok ok

May 01 19:02:02 ip-172-31-31-201.ec2.internal jenkins[6549]:

3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k ok ok 3k 3k 3k 3k 3k ok ok ok 3k 3k 3k ok ok 3k 3k 3k ok 3k 3k 3k 3k 3k ok ok ok 3k %k 3k ok 5k 3k %k 3k ok 3k ok %k %k %k %k ok ok

May 01 19:02:31 ip-172-31-31-201.ec2.internal jenkins[6549]: 2022-05-01
19:02:31.729+0000 [id=30] INFO
jenkins.InitReactorRunner$1#onAttained...lization

May 01 19:02:31 ip-172-31-31-201.ec2.internal jenkins[6549]: 2022-05-01
19:02:31.755+0000 [id=23] INFO hudson.lifecycle.Lifecycle#onReady:
Je... running

May 01 19:02:31 ip-172-31-31-201.ec2.internal systemd[1]: Started Jenkins
Continuous Integration Server.

May 01 19:02:31 ip-172-31-31-201.ec2.internal jenkins[6549]: 2022-05-01
19:02:31.868+0000 [id=45] INFO
h.m.DownloadServiceSDownloadable#load:...nstaller

May 01 19:02:31 ip-172-31-31-201.ec2.internal jenkins[6549]: 2022-05-01
19:02:31.869+0000 [id=45] INFO hudson.util.Retrier#start: Performed
t...tempt #1

May 01 19:02:31 ip-172-31-31-201.ec2.internal jenkins[6549]: 2022-05-01
19:02:31.878+0000 [id=45] INFO
hudson.model.AsyncPeriodicWork#lambda$...0,935 ms

Hint: Some lines were ellipsized, use -I to show in full.



Access Web Ul on port 8080:

f, Jenkins Q. Search ® Q@ 2admin  Sllogout

Dashboard *

New Item ;
# Add description

& reople

= Build History

Welcome to Jenkins!

will be displayed. To get started, you can set up distributed

ur Jenkins jo

e .
Manage Jenkins g a software project

My Views P .
& Start building your software project
o New View
Create a job >
Build Queue ~

Set up a distributed build

Ma builds in the queue.

Set up an agent >
Build Executor Status ~
Configure a cloud >
idle
2 idle
o Learn more about distributed builds (]

Fig. Access Web Ul on port 8080

Run First Jenkins Job:

2 admin 5] log out

.

Dashboard *+ Hello World Job ~ » #1

Status

% Back to Project
@ Console Output

by user admin

= Changes
fHello World Job

3 orld Job] $ /binfsh -xe
B console Output [Hello World Job] $ /bin/sh
+ echo “Hello World

tiello World
View as plain text + uptime
7:39 up 45 min, 3 users, load average: .19, .09, 0.08

= Edit Build Information SUCCESS

& Delete build “#1

Fig. Run First Jenkins Job



Integrate Git with Jenkins

e Install Git on Jenkins Instances

e Install GitHub plug in on Jenkins GUI

e Configure Git on Jenkins GUI

Install Git on Jenkins Instances:

yum install git

[root@Jenkins_Server ~]# git --version

git version 2.32.0

Install GitHub plug in on Jenkins GUI

Dashboard * Plugin Manager

& Back to Dashboard

Plugin Manager Q Gt
M Manage Jenkins
Updates Available Installed Advanced
Install Name | Released
Git 4
git  Source Code Management 7 days 0 hr ago

This plugin integrates Git with Jenkins.

Git client
Library plugins (for use by other plugins) 4 mo 0 days ago

Utility plugin for Git support in Jenkins

it Library plugins (for use by ather plugins) 9 mo 28 days ago
Allows Jenkins to act as a Git server.
GitHub API
github  Library plugins (for use by other plugins) 12 days ago

This plugin provides GitHub API for other plugins.

Fig. Plugin Integrates git with Jenkins.



Dashboard * Update Center

SSH Credentials

Pipeline: Step API

SSH server

Plain Credentials

Credentials Binding

Pipeline: SCM Step

JAXB

Oracle Java SE Development Kit Installer
Caffeine API

Script Security

Command Agent Launcher

Apache HttpComponents Client 4.x API
JSch dependency

Git client

SCM API

Display URL API

Mailer

Git

Loading plugin extensions

@ Success
® Success
@ Success
@ Success
@ Success
@ Success
@ Success
@ Success
® Success
@ Success
@ Success
@ Success
@ Success
@ Success
® Success
@ Success
@ Success
@ Success
@ Success

Fig. Success Plugin Integrates git with Jenkins.

Configure Git on Jenkins GUI

Dashboard * Global Tool Configuration

ist of JDK installations on this system
Git
Git installations

Git
Name

Git

Path to Git executable ?

git

[ Install automatically #

‘ Add Git ~

Maven
Maven installations

‘ Add Maven

List of Maven installations on this system

- =

Fig. Configure Git on Jenkins GUI



Run Jenkins Job to pull code from GitHub

?. Jenkins Qs 6 A@ O 2 admin Sllogout

Dashboard * PullGitHubCode - * #1

& Back to Project
@ Console Output

Started by user admin

Status

= Changes
Console Output
View as plain text
= Edit Build Information

© Delete build '#1

4 Git Build Data

Fig Run Jenkins Job to pull code from GitHub

[root@Jenkins_Server ~]# cd /var/lib/jenkins/workspace/PullGitHubCode
[root@Jenkins_Server PullGitHubCode]# Il

total 24

-rw-r--r-- 1 jenkins jenkins 130 May 1 20:20 Dockerfile

-rw-r--r-- 1 jenkins jenkins 5970 May 1 20:20 pom.xml

-rw-r--r-- 1 jenkins jenkins 271 May 1 20:20 README.md

-rw-r--r-- 1 jenkins jenkins 479 May 1 20:20 regapp-deploy.yml

-rw-r--r-- 1 jenkins jenkins 195 May 1 20:20 regapp-service.yml
drwxr-xr-x 3 jenkins jenkins 32 May 1 20:20 server

drwxr-xr-x 3 jenkins jenkins 32 May 1 20:20 webapp

[root@Jenkins_Server PullGitHubCode]#



Integrate Maven with Jenkins

Setup Maven on Jenkins Server

Setup Environment Variables

= JAVA_HOME, M2, M2_HOME

Install Maven Plugin

Configure Maven and Java

Setup Maven on Jenkins Server

[root@Jenkins_Server opt]# wget https://dlcdn.apache.org/maven/maven-
3/3.8.5/binaries/apache-maven-3.8.5-bin.tar.gz

[root@Jenkins_Server opt]# Il

[root@Jenkins_Server opt]# mv apache-maven-3.8.5 maven
[root@Jenkins_Server opt]# cd maven

[root@Jenkins_Server ~]# cd /opt

[root@Jenkins_Server opt]# I

[root@Jenkins_Server maven]# cd bin

[root@Jenkins_Server bin]# I

[root@Jenkins_Server bin]# ./mvn -v

Apache Maven 3.8.5 (3599d3414f046de2324203b78ddcf9b5e4388aa0)
Maven home: /opt/maven

Java version: 11.0.13, vendor: Red Hat, Inc., runtime: /usr/lib/jvm/java-11-
openjdk-11.0.13.0.8-1.amzn2.0.3.x86_64



Default locale: en_US, platform encoding: UTF-8

OS name: "linux", version: "4.14.275-207.503.amzn2.x86_64", arch:
"amd64", family: "unix"

[root@Jenkins_Server bin]# cd ..
[root@Jenkins_Server maven]# cd bin
[root@Jenkins_Server bin]# mvn -v
[root@Jenkins_Server bin]# cd ~
[root@Jenkins_Server ~]#l -a

Setup Environment Variables

JAVA HOME, M2, M2 HOME

[root@Jenkins_Server ~]# vi .bash_profile

# .bash_profile

# Get the aliases and functions
if [ -f ~/.bashrc ]; then
. ~/.bashrc
fi
M2_HOME=/opt/maven
M2=/opt/maven/bin
JAVA_HOME=/usr/lib/jvm/java-11-openjdk-11.0.13.0.8-1.amzn2.0.3.x86_64

# User specific environment and startup programs

PATH=$PATH:SHOME/bin:SJAVA_HOME:$M2_HOME:$M2

export PATH



[root@Jenkins_Server ~]# echo SPath

[root@Jenkins_Server ~]# source .bash_profile

[root@Jenkins_Server ~]# echo SPath

[root@Jenkins_Server ~]# vi .bash_profile

[root@Jenkins_Server ~]# echo SPath

[root@Jenkins_Server ~]# logout
[root@Jenkins_Server /1# cd ~

[root@Jenkins_Server ~]# echo $path

[root@Jenkins_Server ~]# echo SPATH
/sbin:/bin:/usr/sbin:/usr/bin
[root@Jenkins_Server ~]# vi .bash_profile
[root@Jenkins_Server ~]# echo SPATH
/sbin:/bin:/usr/sbin:/usr/bin
[root@Jenkins_Server ~]# source .bash_profile
[root@Jenkins_Server ~]# echo SPATH

/sbin:/bin:/usr/sbin:/usr/bin:/root/bin:/usr/lib/jvm/java-11-openjdk-
11.0.13.0.8-1.amzn2.0.3.x86_64:/opt/maven:/opt/maven/bin

[root@Jenkins_Server ~]# mvn -v
Apache Maven 3.8.5 (3599d3414f046de2324203b78ddcf9b5e4388aa0)
Maven home: /opt/maven

Java version: 11.0.13, vendor: Red Hat, Inc., runtime: /usr/lib/jvm/java-11-
openjdk-11.0.13.0.8-1.amzn2.0.3.x86_64

Default locale: en_US, platform encoding: UTF-8



OS name: "linux", version: "4.14.275-207.503.amzn2.x86_64",
"amd64", family: "unix"

Install Maven Plugin

Dashboard * Plugin Manager

& Back to Dashboard

Plugin Manager

Manage Jenkins

Updates Available Installed Advanced

Install Name !

Maven Integration
Build Tools

This plug-in provides, for better and for worse, a deep integration of Jenkins and Maven: Automatic triggers between projects
depending on SNAPSHOTs, autemated configuration of various Jenkins publishers (Junit, ...).

Config File Provider

Groovy-related  Extenal Site/Tool Integrations  Maven

Ability to provide configuration files (e.g. settings.xml for maven, XML, groavy, custom files,...) loaded through the Ul which will
be copied to the job workspace.

Jira

External Site/Tool Integrations ~ Maven  jira

This plugin integrates Jenkins ta Atlassian Jira.

Pipeline Maven Integration
pipeline  Maven

This plugin provides integration with Pipeline, configures maven environment to use within a pipeline job by calling sh mvn or

bat mun. The selected maven will be configured and prep to the path

Fig Maven Plugin

arch:

Released

2 mo 2 days age

2 mo 27 days ago

21days ago

1yr2 mo ago

SJlog out



Configure Maven and Java

Dashboard * Global Tool Configuration

. 4. Global Tool Configuration

2 Manage Jenkins

Maven Configuration
Default settings provider

Use default maven settings

Default global settings provider

Use default maven global settings

JDK
JDK installations

Add JDK

JDK

Name

java-11

JAVA_HOME

Just/lib/jvm/java-11-openjdk-11.0.13.0.8-1.amzn2.0.3.x86_64
@ /ust/lib/jvm/java-11-openjdic-11.0.13.0.8-1.amzn2.0.3.x86_64 doesn't look like a JDK directory

L) Install automatically ?

Delete JDK

Fig. Java Global Tool Configuration.

Dashboard * Global Tool Configuration
git

L) Install automatically 7

Add Git ~

Maven
Maven installations

Add Maven

Maven
Name

maven-3.8.5

MAVEN_HOME

fopt/maven

[ Install automatically 7

Add Maven

List of Maven installations on this system

Fig. Maven Global Tool Configuration



Build a Java project using Jenkins and generate artifacts.

S i y #
O, Status
> Changes

| B console Output
View as plain text
= Edit Build Information

@ Git Build Data

Dashboard * FirstMavenProject ~ *

#1

@ Console Output

Started by user admin
Running as SYSTEM
Building in workspace /var/lib/jenkins/workspace/FirstMavenProject
The recommended git tool is: NONE
No credentials specified
Cloning the remote Git repository
Cloning repository https://github. ifPan; lo-world. git
> git init /var/lib/jenkins, o ject # ti
Fetching upstream changes from https://github.com/SaifPanjesha/hello-world.git

> git --version # timeout=10
> git --version # git version 2.32.0'
> git fetch --tags --force --progress -- https://github.com/SaifPanjesha/hello-world.git +refs/heads/*:refs/renotes/origin/* # timeout=18
> git config remote.origin.url https://github.com/SaifPanjesha/hello-world.git # timeout=10

> git config --add remote.origin.fetch +refs/heads/*:refs/remotes/origin/* # timeout=18

Avoid second fetch
> git rev-parse refs/remotes/origin/mastert{commit) # timeout=10

Checking out Revision 75b7f 5d (refs/remotes/orig: )
> git config core.sparsecheckout # timeout=18
> git checkout -f 75b7fc3d86d 7¢60535d #
Comait message: "updated index.jsp file*
First time build. Skipping changelog.
Parsing POMs
Discovered a new module com.example.maven-project:maven-project Maven Project
Discovered a new module com.exasple.maven-project:server Server
a new module 1 -project :webapp Webapp
Modules changod, recalculating dependency graph
Establishod TCP socket on 33317
[FirstMavenProject] $ /usr/1ib/jvm/java-11-openjdk-11.0.13.0.8-1.anzn2.9.3.x86_64/bin/java -cp /var/lib/jenkins/plugi B INF/ 14 agont-
ki 3 t. i /var/1ib/enkins/XC/ jenkins /war/WEB-

1.13.jar: fopt/maven/boot/plexus-classworlds-2.6.9. jar: fopt/maven/conf/logging j
INF/1ib/remoting-4.13.jar /var/1ib/jenkins/plugins plugi /14 i p
interceptor-comsons-1.13,jar 33317

<am=[JENKINS REMOTING CAPACITY]===>channel started

Executing Maven: -B -f /var/lib/jenkins/workspace/FirstMavenProject/pom.xml clean install

-1.13.jar /var/lib/jenkins/plugins/maven-plugin/WEB-INF/1ib/maven3-

[INFO] Scanning for projects...

[WARNING]
[WARNING) Soma problems were encountered while building the effective model for com,oxample.maven-project:server:jar:l.8-SNAPSHOT

te-plugin cconfiguration> as reportPlugins parameter.

[WARNING) Reporting configuration should be done in <reporting> section, not in maven

WARNING: Please consider reporting this to the maintainers of com.thoughtworks.xstream.core,util.Fields
WARNING: Use --illegal-access=warn to enable warnings of further illegal reflective access operations
WARNING: All illegal access operations will be denied in a future release

[INFO) Packaging webapp

[INFO] Assembling webapp [webapp]
[IHFO] Processing war project
[INFO) Copying webapp resources [/var/lib/jenkin. p
[INFO] Webapp assembled in [57 msecs]

[INFO] Building war: /var/lib/jenki pace/Fi ;] pp/targ: pp.war
[INFO] WEB-IHF/web.xnl already added, skipping

[InFO)

[IMFO] --- maven-install-plugin:2.4:install (default-install) @ webapp ---

[INFO] Tnstalling /var/lib/jenkins/workspace/FirstMavenProject /webapp/target/webapp.war to /var/lib/jenkins/.m2/repository/com/example/maven-project /webapp/1.8-

in [/var/Lib/jenkins workspace/FirstMavenPraject /webapp/ target webapp ]

i n/webapp]

SNAPSHOT fwebapp-1.8-SNAPSHOT .war
[INFO] Installing fvar/lib/jenkins/uorkspace/FirstMavenProject /webapp/pom.xnl to fvar/1ib/jenkins/.m2/repository/com/exanple/maven-project /webapp/1.8-SNAPSHOT /uebapp-
1.8-SNAPSHOT . pon

[INFO] ---
[INFO] Reactor Summary for Maven Project 1.8-SNAPSHOT:
[nFo]

[INFO) Mawen Project .
[IHFO) Server ......
[INFO] Webapp ......
[INFO) ---
[INFO) BUILD SUCCESS
[nFo] ---
[INFO) Total time: 16.157 s

[INFO) Finished at: 2022-85-82760:12:402

[INFO] ---
[IENKTNS] Archiving /var/1ibjjenkins/workspace/FirstMavenPraject /webapp/pos. xml to com.example.maven-project /webapp/1.8-SNAPSHOT /webapp-1.8-SNAPSHOT . pom

... SUCCESS [ 3.646 5]
ee... SUCCESS [ 7.864 s)
eea.... SUCCESS [ 2.020 5]

[JEMKINS] Archiving /var/lib/jenkins/workspace/FirstMavenPraject /webapp/target /webapp.war to com.example.saven-praject/webapp/1.8-SNAPSHOT /webapp-1.8-SHAPSHOT .war
[JENKINS] Archiving /var/1ib/jenkins/workspace/FirstMavenProject/server/pom.xml to com.example.maven-project/server/1.@-SNAPSHOT/servar-1.2-SHAPSHOT . pom

[JENKINS] Archiving /var/lib/jenkins/workspace/FirstMavenPraject/server/target/server jar to com, example.maven-praject/server/1,8-SNAPSHOT/ server-1,8-SHAPSHOT , jar
[JENKINS] Archiving /var/1ib/jenkins/workspace/FirstMavenPraject /pom.xnl to com.example.maven-project/maven-project/1.8-SNAPSHOT/maven-project-1.8-SNAPSHOT . pon
channel stopped

Finished: SUCCESS

Fig. Build a Java project using Jenkins



Generate Artifacts

enkins_Server ~]J# servic jenkins status
servic: command not found
aJenkins_Server ~J# sudo su -
ogin: Mon May 2 ©09:16:07 UTC 2022 on pts/2
root@lenkins_Server ~]# service jenkins status
jenkins.service - Jenkins Continuous Integration Serv
Loaded: loaded (/usr/lib/systemd/system/jenkins.service sabled; vendor preset: disabled)
Active: activ running) since Mon 2022-05-02 09:05:22 UTC; 12min ago
Main PID: 14131 (java)
CGroup: /system.slice/jenkins.service
L-14131 /usr/bin/java -Djava.awt.headless=true air /usr/share/java/jenkins.war jenkins/war --httpPort=8080
02 09:12: Jenkins_Server
02 122 nkins_
02 Jenkins_Server jenkins HEak
02 :12: Jenkins_Server jenkins : at
02 51 Jenkins_Server jenkins : at
02 2 Jenkins_Server jenkins : at
02 09: Jenkins_S jenkins : at
02 Jenkins_ jenkins : at

jenkins : at
jenkins : at

java.base/java.security.SecureClassLoader.defineClass(SecureClasslLoader.java:174)
java.base/jdk. internal. loader.BuiltinClassLoader.defineClass(BuiltinClassLoader.java:800)
java.base/jdk. internal.loader.BuiltinClassLoader.findClassOnClassPathOrNull(BuiltinClassLoader.java:698)
java.base/jdk. internal.loader.BuiltinClassLoader.loadClassOrNull(BuiltinClassLoader.java:621)
java.base/jdk. internal.loader.BuiltinClassLoader.loadClass(BuiltinClassLoader.java:579)
java.base/jdk. internal.loader.ClassLoaders$AppC sLo. loadClass(ClassLoaders.java:178)
java.base/java.lang.ClassLoader.loadClass(ClassLoader.java:522)
java.instrument/sun. instrument.InstrumentationImpl.loadClassAndStartAgent(InstrumentationImpl.java:431)
Jenkins_Server jenkins : at java.instrument/sun.instrument.InstrumentationImpl.loadClassAndCallAgentmain(InstrumentationImpl.java
09:12:51 Jenkins_Server jenkins : Agent to start!
@Jenkins_Server ~J# cd /var/lib/jenkins/workspace
enkins_Server workspacel# 11

jenkins 147 May 2 09:

jenkins 6 May 1 19

jenkins 147 May 1 20
workspacel# cd FirstMavenProject
FirstMavenProject]#

-x 5 jenkins
root@lenkins_Server
enkins_Server

130
5970
271

Dockerfile

pom. xml

README . md
regapp-deploy.yml
regapp-service.yml

jenkins
jenkins
jenkins
jenkins 479 May

jenkins 2
2
2
2
jenkins 195 May 2
2
2
#

jenkins
jenkins
jenkins
jenkins
jenkins
jenkins

May
May
May

jenkins 46 May
jenkins 46 May

root@lenkins_Server
root@lenkins_Server
otal 4

r-- 1 jenkins

r-xr-x 5 jenkins
enkins_Server

FirstMavenProject]
webapp]# 11

jenkins 1141 May 2
jenkins
jenkins 76 May 2
webapp]# cd target/

18 May 2 ©

d webapp/

:12 pom.xml

target]# 11

jenkins
jenkins
jenkins

28 May
6 May
54 May

1 jenkins

jenkins 2899 May

root@lenkins_Server

target]# i

Fig. Artifacts Generated

Integrate Tomcat in CI/CD pipeline:

e Setup Tomcat Server

e Setup a Linux EC2 Instance
e Install Java

e Configure Tomcat

e Start Tomcat Server

e Access Web Ul on port 8080



Setup a Linux EC2 Instance

N.Virginia ®  shah-aws @ saifshah-aws v

B & @

@ New EC2 Experience % Instances (1/3) info
Tell s what you thnk

KA

Q

EC2 Dashboard
£C2 Global View -] Name Instance ID Instance state Instance type
Events Jenkins_Server @ Running @& t2.micro
Tags Tomcat_Server @ Terminated @& t2.micro

mits Tomcat_Server i-010d47b3e089d7869 @ Running @Q t2.micro

¥ Instances

Instance

Instance Types

aunch Templates

Spot Requests -
Savings Plans Instance: i-010d47b3e089d7869 (Tomcat_Server)

Instan
Details Security Networking Storage Status checks Manitoring Tags

Hosts

¥ Instance summary Info

Scheduled Instances

Capacity Reservations Instance ID
i-010d47b3e089d7869 (Tomcat_Server)
¥ Images
AMIs IPv6 address

AM| Catalog

¥ Elastic Block Stare

Hostname type
Volumes ¥R

= IP name: ip-172-31-17-87.ec2.internal

Public IPv4 address

107.21.75.69 | open address [4

nstance state

@ Running

Private IP DNS name (IPv4 only)

Connect

Status check
© 2/2 checks passed

1 @

Alarm status. Availability Zone v Public IPv4 DNS

Noalarms 4 us-east-1c ec2-54-196-236-41.co..
No alarms 4 us-east-1¢ -
Noalarms +  us-east-Tc £c2-107-21-75-69.com

Private IPv4 addresses
172.31.17.87
Public IPv4 DNS

ec2-107-21-75-69.compute-1.amazonaws.com | apen
address [A

Answer private resource DNS name

rivate Ltd, or its affiliates.  Privacy  Terms  Cookie preferences

Fig. EC2 Instance for Tomcat Server

Install Java

61 dnsmasq2.85

available

[root@ip-172-31-17-87 ~]# java --version

openjdk 11.0.13 2021-10-19 LTS

f =stable ]

OpendDK Runtime Environment 18.9 (build 11.0.13+8-LTS)
Open]DK 64-Bit Server VM 18.9 (butild 11.0.13+8-LTS, mixed mode, sharing)
ip-17

31-17-87 ~1#

Fig. Installation of Java



Configure Tomcat

aws . amazon. com/amazon-Linux-2/
12 package(s) needed for security, out of 28 available
yum update” to apply all updates.
mca $ sudo su -
5

[root@tomc
openjdk 11.

Open]DK Runt;_me
0 JDK B

13+8-LTS)
8-LTS, mixed mo
org/tomcat/tomcat-9/v9

(s] .
Connecting to dlcdn.apache.org (dlcdn.apache.org .1 g ... connect
sent, awaiting respons 200 0K
n/x-gzip]
tar.gz'

1 11,560,971 --.-K/s

(226 MB/s) - 'apache-tomcat-9.0.62.tar.gz"' saved [11560971/11560971]

- apache-tomcat
=-tomcat-9.0.62.tar.gz

/catalina.policy
/conf/catalina.properties
nf/context.xml

Fig .Tomcat Configuration

Start Tomcat Server

4

4

2

root 4

root 4

root root r :34 M

root root 3 £
4 RELEASE-NOTES

root 6 r 14:34 RUNNING.txt

root 2 2

root 4

root 6 Mar 2

mcat]# cd bin

N 1

root 9 Mar
root Mar 3
Mar 3
Mar
3 Mar 3
Mar
Mar
Mar
Mar
Mar 3
8 Mar
root Mar 3
root Mar
root Mar
root Mar 3
9 Mar
Mar
20 Mar
Mar
Mar 4: startup.bat
Mar E start sh
Mar
Mar
Mar
Mar
Mar 3
Mar 31 B
serv tartup.sh
Us TALINA_BASE to T
Using CATALINA_HOME:
CATALINA_TMPDIR:
]

tstrap.jar:/root/tomcat/bin/tomcat-juli.ja

Fig Tomcat Server Started



Access Web Ul on port 8080

<« (¢} A Not secure | 54.166.36.67.8080 & T »

Apps @ Slider! B M Gmail By Translete 8 YouTube WM (1694)YouTube EF Maps @) Engine

1] ismtech 150 AuteCAD Com.. i Free AutaCAD Tuta, sutoead 2012 autecad 2012w

Col

Home Documental uration Examples Wiki Mailing Lists

Apache Tomcat/9.0.62 # APacHE

d Help

Recommended Reading Server Status
Security Considerations How-To

Manager App
Manager Application How-To

/ Clustering/Session Replication How-To Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application DBC DataSources Tomeat Version:
Managing Tomcat Documentation Getting Help

For

ur Tomcat 9.0 Documentation
restricted. User

Tomcat 9.0 Configuration
Tomecat Wiki tomeat-announce

important announcements, releases, security
vulnerability netifications. {Low volume).

SCATALTNA_WOME/ conf /toncat-users. ml

in Tomeat 9.0 access to the man;

Find additional important configur
infarmation in:

aF nis
Read more

SCATALTNA_HOVE/RUNNING. £xt

Release Notes 1aglibe-user

User supporl

Developers may be intere

ind discussion for Apache Taglibs

Tomcat 8.0 Bug Database
Tomea v
Security Notices Tomeat 9.0 Git Reposiiory at GitHu

it mading lst, inciu

pmmit

Fig. Access Web Ul on port 8080

Edit Manage App Error

oe

 baokmarks

403 Access Deped

You are not authorized to view this page.

By default the Manager is only accessible from a browser running on the same machine as Tomeat, TF you wish to medify this restriction, yeu'll nesd to edit the Manager's lcontext . xa] file

1f you have already configured the Manager application to allow access and you have used your browsers back button, used a saved book-mark or similar then you may have triggered the crose-site request forgery (CSRF) protection that has been enabled for the HTML interface of the Manager
application. You will need to reset this protaction by retuming to the main Manager page. Gnee you return to this page, you vill be able to continue using the Manager application's HTML interface normall. If you continue to ses this access denied message, check that you have the necessary

permissions to access this application
1f you have not changed any configuration fikes, please examine the file conf/tomcat -users .xal in your installation. That file must contain the credentials to let you use this webapp.

For example, to add the manager-guil fole to a user named Eoncat with a password of 53cret, add the following to the config file listed above.

<role
cuser

gui”/>

" password="slcret” roles="manager-gui"/x

Note that for Tomeat 7 onwards, the roles required to use the manager application were changed from the single manager: role to the following four roles. You will need to assign the role{s) required for the functionality you wish to access.
manager-gui - allows access to the HTML GUI and the status pages

managar-script - allows access to the text interface and the status pages

+ managar- frx - allows access to the JMX proxy and the status pages
+ manager- status - allaws access to the status pages anly
The HTML interface is protected against CSRF but the text and JMX interfaces are not. To maintain the CSRF protaction:

+ Users viith the nanagen_gui’ role should not be granted either the manager-script or manager —jm roles
+ If the text or jmx interfaces are accessed through a browser (e.g. for testing Since these interfaces are intended for tools not humans) then the brawser must be dlosed afterwards to terminate the session.

For mare information - please ses the Manager App How-To.

oot@tomcat:server tomcat]# find -name context.xml

conf/context.xml
webapps/examples/META-INF/context.xml
'webapps/host-manager/META-INF/context.xml
'webapps/manager/META-INF/context.xml
oot@tomcat server tomcat]#

Fig. Manage App Error



# vi ./webapps/host-manager/META-INF/context.xml

Fig. allow access host manager in context file

# vi ./webapps/manager/META-INF/context.xml

Fig. allow access manager in context file



Create Tomcat Users

Configure tomcat user’s xml file

[root@tomcat_server tomca
[root@tomcat_server conf]# 11
total 232
drwxr-x--- root root May 2 Catalina
- root root 953 Mar 4: catalina.policy
root root : Mar 4: catalina.properties
root root Mar 4:34 context.xml

root root Mar 4:34 jaspic-providers.xml
root root 3 Mar :34 jaspic-providers.xsd
root root 4144 Mar :34 logging.properties
root root Mar 4:34 server.xml

root root Mar 4:34 tomcat-users.xml
root root Mar 4: tomcat-users.xsd
root root 172359 Mar 3 :34 web.xml

Fig. Configure tomcat user’s xml file

#.vi tomcat-users.xml

Fig. Adding Tomcat roles




Tomcat Start and Shutdown

In -s /opt/apache-tomcat/bin/startup.sh /usr/local/bin/tomcatup

In -s /opt/apache-tomcat-<version>/bin/shutdown.sh
Jusr/local/bin/tomcatdown

Tomcat Web Application Manager

# rencHe

[Message Jox ]
List HTML Manager Help Manager Halp Server Status
Path Version Display Name Running | Sessions. Commands
[oncepir |
i None specified Welcome to Tomeat true 0 = i »
pire sessions minutes
s ==
[docs None specifted Tomeat Documentation true o
[ Expire sessions |with idle =30 minutes
Start | Stop | [ Reload | [ Undepioy
Jexamples None specified Serviet and JSP Examples true 0 5 l = I ]
xpire sessions | with idle = minutes
Start | Stop | | Reload | | Undepioy |
host-manager Nene specified Tomeat Host Manager Application true 0 = B o
Start_Stop Reload Undeploy
jmanager None specified Tomcat Manager Application true 1 TEoe sseons | wi e 2 [0 Jrmnes
Deploy directory or WAR file located on server
Context Path: |
Version (for parallel deployment):

Fig. Tomcat Web Application Manager

Install Tomcat with Jenkins

Install plug- in “deploy -to -container”

Configure Tomcat Server with Credentials.

Install plug- in “deploy to container”




Plugin Manager Q. deploy to conta

Updates Available Installed Advanced

Install Name | Released

Deploy to container 1.16
. Artifact Uploaders

1yr 6 mo ago
This plugin allows you to deploy a war to a container after a successful build.

Glassfish 3.x remote deployment

w LIS PP JE PYTIT TR Update information obtained: 16 hr ago m

Installing Plugins/Upgrades

Preparation
¢ Checking internet connectivity
¢ Checking update center connectivity
® Success

Deploy to container @ Success

Loading plugin extensions @ Success

Go back to the top page

(you can start using the installed plugins right away)

B> (JRestart Jenkins when installation is complete and no jobs are running

Fig. Plug In deploy to container

Build Maven and Deploy to Tomcat Server



# Back to Project
O, status
> Changes
B console Output
View as plain text
= Edit Build Information
© Delete build ‘#2'
4D Git Build Data
¥ Redeploy Artifacts

[2] Test Result

See Fingerprints

@ Previous Build

@ Console Output

Started by user admin
Running as SYSTEM

Building in workspace /var/lib/jenkins space/BuildandDep je

The recommended git tool is: NONE

No credentials specified

> git rev-parse --resolve-git-dir /var/1ib/jenkins/workspace/BuildandDeployMavenProject/.git # timeout=10

Fetching changes from the remote Git repository

> git config remote.origin.url https://github.com/SaifPanjesha/hello-world.git # timeout=10

Fetching upstream changes from https://github.com/SaifPanjesha/hello-world.git

> git --version # timeout=10

> git --version # ‘git version 2.32.0'

> git fetch --tags --force --progress -- https://github.com/SaifPanjesha/hello-world.git +refs/heads/*:refs/remotes/origin/* # timeout=18

> git rev-parse refs/remotes/origin/master~{connit} # timeout=10

Checking out Revision 75b7fc3d86d356e2274beb@8c6d76f@87c60535d (refs/remotes/origin/master)

> git config core.sparsecheckout # timeout=18

> git checkout -f 75b7fc3d86d35 608760535 #

Conmit message: "updated index.jsp file"

> git rev-list --no-walk 75b7fc3d86d35662274beboBc6d76f087¢60535d # timeout=10

Parsing POMs

Established TCP socket on 41823

[BuildandDeployMavenproject] $ /usr/1ib/jvm/java-11-openjdk-11..13.9.8-1.au2n2.9.3.x86_64/bin/Java ~cp /var/1ib/jenkins/plugins/maven-plugin/WEB-
/opt/maven/conf/logging jenkins.maven3.agent.Maven3SMain /opt/maven

INF/1ib/maven3s-agent-1.13. jar: /opt /maven/boot /plexus-classworlds-2.6.0. ja
/var/1ib/jenkins/%C/jenkins/war/WEB-INF/1ib/remoting-4.13. jar /var/lib/jenkins/pl plugin/WEB~INF/14 35-interceptor-1.13.jar
/var/1ib/jenkins/plugins/maven-plugin/WEB-INF/1ib/maven3-interceptor-commons-1.13. jar 41823

JENKINS REMOTING CAPACITY channel started

Executing Maven: -B -f /var/lib/jenkins/workspace/BuildandDeployMavenProject/pom.xml clean install

<

[INFO] Scanning for projects...

i the effective model for com.e;

ortings sect: Rty

Fig. Build Maven

New user Register for DevOps Learning

Please fill in this form to create an account.

Enter Full Name |Enter Full Name
Enter mobile | Enter moible number
Enter Email Address | Enter Emal

Password |Enfer Password

Repeat Password | Repeat Password

By creating an account you agree to our Terms and Priva

Register

Already have an account? Sign in

Thankyou, Happy Learning

Build Amazing Carrer With Devops

Fig. Deploy to tomcat server

Deploy Artifacts on Tomcat Server -Using Git Bash



saiff@LAPTOP-H8UBOVRR MINGW64

$ cd D:/Devop

S

saiff@LAPTOP-H8UBOVRR MINGW64

$ pwd
/d/Devops

saiff@LAPTOP-H8UBOVRR MINGW64
$ git clone https://github.com/saifPanjesha/hello-world.git
Cloning into 'hello-world'...
remote: Enumerating objects: 403, done.
remote: Total 403 (delta 0), reused 0 (delta 0), pack-reused 403

Receiving objects: 100% (403/403), 45.79 KiB | 558.00 KiB/s, done.
Resolving deltas: 100% (90/90), done.

saiff@LAPTOP-H8UBOVRR MINGW64

total 4

drwxr-xr-x 1 saiff 197609 0 May

saiff@LAPTOP-H8UBOVRR MINGW64

$ cd hello-wo

rid

saiff@LAPTOP-H8UBOVRR MINGW64

$ 11

total 12
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
drwxr-xr-x 1
drwxr-xr-x 1

saiff
saiff
saiff
saiff
saiff
saiff
saiff

197609
197609
197609
197609
197609
197609
197609

134
274
6190
507
209
0

0

saiff@LAPTOP-H8UBOVRR MINGW64

$ cd webapps/

bash: cd: webapps/: No such file or

saiff@LAPTOP-H8UBOVRR MINGW64

saiff@LAPTOP-H8UBOVRR MINGW64

$ cd webapp
$ 1
total 4

2 17:35
drwxr-xr-x 1 saiff 197609 0 Mmay 2 00:39

May
May
May
May
May
May
May

-rw-r--r-- 1 saiff 197609 1185 May
drwxr-xr-x 1 saiff 197609

0

saiff@LAPTOP-H8UBOVRR MINGW64

$ cd src/main

saiff@LAPTOP-H8UBOVRR MINGW64

total 0O

May

hello-world/
'saiffaizalpanjesha -aws'/

drwxr-xr-x 1 saiff 197609 0 May 2 17:35 webapp/

saiff@LAPTOP-H8UBOVRR MINGW64

$ cd webapp

saiff@LAPTOP-H8UBOVRR MINGW64

total 4

drwxr-xr-x 1 saiff 197609
-rw-r--r-- 1 saiff 197609 1354 mMay 2 17:35 <index.jsp

saiff@LAPTOP-H8UBOVRR MINGW64

$ vi index.js

p

(master)
2 17:35 Dockerfile
2 17:35 README.md
2 17:35 pom.xml
2 17:35 regapp-deploy.yml
2 17:35 regapp-service.yml
2 17:35 server/
2 17:35 webapp/
(master)
directory
(master)
(master)
2 17:35 pom.xml
2 17:35 src/
(master)
(master)
(master)
(master)
0 May 2 17:35 WEB-INF/
(master)
(master)

saiff@LAPTOP-H8UBOVRR MINGW64

$ git status
on branch mas

ter

Your branch is up to date with 'origin/master’.

Changes not staged for commit:



(use "git add <file>...
(use "git restore <file>...
modified: index.jsp

to update what will be committed)
" to discard changes in working directory)

no changes added to commit (use "git add" and/or "git commit -a")

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
gazﬂ? add: command not found

saiff@.APTOP-H8UBOVRR MINGW64 (master)
$ git add .

saiff@LAPTOP-H8UBOVRR MINGW64 (master)

$ git status
on branch master ) o
Your branch is up to date with 'origin/master’'.

Changes to be committed:
(use "git restore --staged <file>...
modified: index.jsp

to unstage)

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
$ commit -m "updated index.jsp"
bash: commit: command not found

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
$ commit -m "updated index.jsp file"
bash: commit: command not found

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
$ git commit -m "updated index.jsp file"

[master 9d96f0d] updated index.jsp file

1 file changed, 1 insertion(+), 1 deletion(-)

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
$ git push origin master
Enumerating objects: 13, done.
Counting objects: 100% (13/13), done.
Delta compression using up to 8 threads
Compressing objects: 100% (5/5), done.
writing objects: 100% (7/7), 560 bytes | 560.00 KiB/s, done.
Total 7 (delta 2), reused 0 (delta 0), pack-reused 0
remote: Resolving deltas: 100% (2/2), completed with 2 local objects.
To https://github.com/saifPanjesha/hello-world.git
75b7fc3..9d96f0d master -> master

saiff@LAPTOP-H8UBOVRR MINGW64 (master)
$

Automate Build and Deploy using poll SCM



Dashboard * BuildandDep roject =
Genera ent | Build Triggers |  Build Environment P s BuildSettings  Post-build Actions

Repository browser 2
(Auto) v

Additional Behaviours

Add ~

Build Triggers

?

Build whenever a SNAPSHOT dependency is built 2
Schedule build when some upstream has no successful builds

Trigger builds remotely (e.g., from scripts)
2

?

] ?

Build after other projects are built
Build periodically 7

Poll SCM 2
Schedule ?

t Monday, May 2, 2022 at 12:25:41 PM Coordinated

2022 at 12:25:41 PM Coordinated Universal Time; would next run 2

Would last have run at Mond

Universal Time

with minor differences). Specifically, each line consists of 5 fields separated by TAB or whitespace

This field follows the syntax of cron (
MINUTE HOUR DOM MONTH DOW

AW OF 2admin Sllogout

® Jenkins

roject » #4

# Back to Project
@ Console Output

Status
by an SCM change
= Changes as SYSTEM
Building in workspace /var/lib/jenkins/workspace/BuildandDeployMavenProject
B Console Output The recosmended git tool is: NON
No credentials specified
jenkins/workspace/BuildandDeployMavenProject/ . git # timeout=10

-git-dir /var/lib,

> git rev-parse --resol
View as plain text Fetching changes from the remote Git repository
> git config remote.origin.url https://github.com/SaifPanjesha/hello-world.git # timeout=10
Fetching upstream changes from https://github.com/SaifPanjesha/hello-world.git

"= Edit Build Information

> git --version # timeout=10
Q© Delete build ‘#4 > git --version # 'git version 2.32.0'
> git fetch --tag -progi - https://github.com/SaifPanjesha/hello-world.git +refs/heads/*:refs/remotes/origin/* # timeou

rev-parse refs/remotes/origin/master*{commit} # timeout=19
dF2c08f95F39 (refs/remotes/o

>8
igin/master)

7] Polling Lo
& reting Log Checking out Revision 2
> git config core.sparsecheckout # timeout=10
0 Git Build Data > git checkout -f 2cba260201a601576547a9b53b9dF2¢98F9b5F39 # timeow
file

Commit message
# timeout=10

Redeploy Artifacts > git rev-list --no-walk 9d96fed1902a0aealceb3sesedso16f15df1862
Parsing POMs
r/1ib/jenkins/plugins/maven-plugin/WEB-

Established TCP socket on 44805
0.3.x86_64/bin/java -cp

[T] Test Resuit
[BuildandDeployMavenProject] $ /usr/lib/jvm/java-11-openjdk-11.8.13.8.8-1.amzn2.0.3.
1 1.13.jar: /opt/maven/boot/plexus-classworlds-2.6.0.jar: /opt/maven/conf/logging jenkins.maven3.agent.Maven3SMain /opt/maven

var/1ib/jenkins/plugins/maven-plugin/WEB-INF/1ib/maven3s-interceptor-1.13. jar

INF/1ib/maven3s-age

Jar

var/1ib/jenkins/%C/Jenkins/war/WEB-INF/1ib/remoting-4.1
ib/jenkins/plugins/maven-plugin/WEB- INF/1ib/maven3-interceptor-commons-1.13. jar 44865

42 See Fingerprints

>channel started
enkins /workspace/BuildandDeployMavenProject/pom.xml clean install

[JENKINS REMOTING CAPACITY]
var/ 1l

@ Previous Build
Executing Maven: -B -f
[INFO] Scanning for pr

Thankyou, Happy Learning
Build Amazing Carrer With Devops

I appreciate

Fig. Automate Build and Deploy using poll SCM



Integrating Docker in CI/CD pipeline

Setup a Docker Environment

Setup Docker Host

e Setup a Linux EC2 Instance
e Install Docker
e Start docker services

e Basic docker commands

Setup a Linux EC2 Instance

: Apps Q@ Sider] @B M Grmal B Tonsiste EB YouTube B (1684)YouTube BF Maps @ Engineering Calleg Page 1| ismtech 150 AutoCAD Com. Free AutoCAD Tuto, autocad 2012 sutocad 2012 Other bokmarks

Tell us what yo

D New EC2 Experience o Instances (1/3) info C | Connect H Instance state ¥ Actions ¥ | Launch instances n
1 @

Q
EC2 Dashboard
EC2 Glabal View -] Name v Instance ID Instance state v Instance type ¥ Status check Alarm status Availability Zone v Public IPv4 DNS

Events Jenkins_Server 095626b27840f540 t2.micro Noalarms 4 us-east-1c

Tags Tomcat_Server 010d47b3e089d7869 t2.micro - Noalarms 4 us-east-Tc -

Limits Docker_Server -0875a802a59fdd059 @ Running @& t2.micro Oluihlﬁai\u Noalarms = us-gast-1c ec2-54-175-26-67.com..
v

¥ Instances

Insta

Instance Types

Launch Templates

Spot Requests

Savings Plans =

Instance: i-0875a802a59fdd059 (Docker_Server) & X
Reserved Instances
Dedicated Hosts Details Security Networking Storage Status checks Monitoring Tags

Scheduled

¥ Instance summary info Public IPv4 address

Capacity Rese

copied
Instance 1D 5 Private IPv4 addresses
¥ Images
v i-0875a802a59fdd059 (Docker_Server) 54.175.26.67 | open address [2 172.31.31.176
AMI Catalog 1PvE address ce state Public IPv4 DNS
- © Running ec2-54-175-26-67.compute-1.amazonaws.com | open
¥ Elastic Block Store
address [
Volumes
Hostname type Private |P DNS name (IPv4 only) Answer private resource DNS name
Snapshots
IP name: ip-172-31-31-176.ec2 internal ip-172-31-31-176.ec2.internal 1Pva (A)
Lifecyele Manager . e

Fig. Docker Server EC2 Instance

Install Docker



[root@ip-172-31-31-176 ~]# yum install docker -y

Start docker services

[root@ip-172-31-31-176 ~]# service docker start

Basic docker commands

[root@ip-172-31-31-176 ~]# docker images
[root@ip-172-31-31-176 ~]# docker ps //running container
[root@ip-172-31-31-176 ~]# docker ps -a // all container
[root@ip-172-31-31-176 ~]# docker - -version
[root@ip-172-31-31-176 ~]# docker - - help

Create a Tomcat Container

doc?er Hub

docker pull

o
docker run -

Docker Container

Fig. Creating Docker Container(https://hub.docker.com/)

e Creating Images



[root@dockerhost ~]# docker pull tomcat

[root@dockerhost ~]# docker images

REPOSITORY TAG IMAGE ID CREATED SIZE
tomcat latest 0183eb12bb0Oc 6 days ago 680MB

e Creating Container

[root@dockerhost ~]# docker ps

CONTAINERID IMAGE COMMAND CREATED STATUS PORTS NAMES

[root@dockerhost ~]# docker run -d --name tomcat-container -p 8081:8080
tomcat

78e9303c67b9f67cal61776a1321da5cb8bad4b85e64c9753a84bf91359ace21

[root@dockerhost ~]# docker ps

CONTAINERID IMAGE COMMAND CREATED STATUS
PORTS NAMES

78e9303c67b9 tomcat ‘"catalina.sh run" 14 seconds ago Up 13 seconds
0.0.0.0:8081->8080/tcp, :::8081->8080/tcp tomcat-container

[root@dockerhost ~]#
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HTTP Status 404 — Not Found

BT Status Report

[T The origin server did not find a current representation for the target resource or is not willing to disclose that one exists.

JApache Tomcat/10.0.20

Fig. Tomcat Container

Fixing Tomcat Container Issue

~]# docker exec -it tomcat-container /bin/bash
:/usr/local/tomcat# 1s
xt CONTRIBUTING.md LICENSE NOTICE README.md RELEASE-NOTES RUNNING.txt bin conf 1ib logs native-jni-lib temp webapps webapps.dist work
03¢67b9: fusr/local/tomcat# cd webapps
00t@78e9303¢67b9: /usr/local/tomcat/webapps# 1s

8e9303c67b9: /usr/local/tomcat/webapps# cd ..
8e9303c67b9: /usr/local/tomcat# cd webapp.dist
: webapp.dist: No such file or directory
9303¢67b9: /usr/local/tomcat# cd webapps.dist
@789303c67b9: /usr/local/tomcat/webapps.dist# 1s
host-manager manager
:/usr/local/tomcat/webapps.dist# cp -R *
8e9303¢67b9: /usr/local/tomcat/webapps.dist# cd ..
8e9303c67b9: /usr/local/tomcat# cd webapps
00t@78e9303¢67b9: /usr/local/tomcat/webapps# 1s

< c A Not secure | 54,175.26.67:8

# Apps @ Slider1 @ M Gmail By T te @B YouTube @B (1694) YouTube BY¥ Maps € Engineerin Page 1 | ismtech 150 AutoCAD Com. Free au
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/10.0.20 # APACHE
Recommended Reading: Server Status
Security Considerations How-To
Manager App
Manager Application How-To
Clustering/Session R How-To Host Manager
Developer Quick Start
Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions

Fig. Fixing Tomcat Container Issue



[root@dockerhost ~]# docker ps -a

CONTAINERID IMAGE COMMAND CREATED STATUS
PORTS NAMES

78e9303c67b9 tomcat '“catalina.sh run" 21 minutes ago Up 21 minutes
0.0.0.0:8081->8080/tcp, :::8081->8080/tcp tomcat-container

[root@dockerhost ~]# docker stop tomcat-container
tomcat-container
[root@dockerhost ~]# docker ps -a

CONTAINERID IMAGE COMMAND CREATED STATUS
PORTS NAMES

78e9303c67b9 tomcat "catalina.sh run" 22 minutes ago Exited (143)7
seconds ago tomcat-container

[root@dockerhost ~]# docker ps
CONTAINERID IMAGE COMMAND CREATED STATUS PORTS NAMES

[root@dockerhost ~]# docker run -d --name tomca2 -p 8082:8080
tomcat:latest

d4c7db9d910fdceeef014d3e3fc685e9ef04305627373c5e2df1db43c¢75c03fb
[root@dockerhost ~]# docker exec -it tomca2 /bin/bash

root@d4c7db9d910f:/usr/local/tomcat#

HTTP Status 404 — Not Found

T Status Report
(EETTENY The origin server did not find a current representation for the target resource or is not willing to disclose that one exist:

lApache Tomcat/10.0.20

Fig. refuse to connect



Create a Docker File

docker Hub

docker pull

()
docker run -

Docker Container
Dockerfile »

Fig. Create Docker File
Docker File

vi DockerFile

FROM centos

RUN mkdir /opt/tomcat/

WORKDIR /opt/tomcat

RUN curl -O https://dlcdn.apache.org/tomcat/tomcat-9/v9.0.62/bin/apache-tomcat-
9.0.62.tar.gz

RUN tar -xvzf apache-tomcat-9.0.62.tar.gz

RUN mv apache-tomcat-9.0.62/* /opt/tomcat

RUN cd /etc/yum.repos.d/

RUN sed -i 's/mirrorlist/#mirrorlist/g’ /etc/yum.repos.d/CentOS-*

RUN sed -i 's|#baseurl=http://mirror.centos.org|baseurl=http://vault.centos.org|g’
/etc/yum.repos.d/CentOS-*

RUN yum -y install java

CMD /bin/bash

EXPOSE 8080

CMD ["/opt/tomcat/bin/catalina.sh”, “run”]
Run:

docker build -t mytomcat .



Resolving Error for port 8082 Tomcat Container

HTTP Status 404 — Not Found

T Status Report
[IPTIITI The origin server did not find a current reprasentation for ar is not willing to di one xists.

Apache Tomcat/10.0.20

Fig. refuse to connect

[root@dockerhost ~]# vi DockerFile
FROM tomcat:latest

RUN cp -R /usr/local/tomcat webpp.dist/* /usr/local/tomcatwebapps

< > C A Notsecure | 52.55.188.246:8085 2
#oApps @ Sider1 @B M Gmall By Transiate @B YouTube @B (1694) YouTube B¥ Maps @ Engineering Colleg Page 1] ismtech 150 AutoCAD Com, A Free AutoCAD Tuto. autocad 2012 autocad 2012
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/9.0.62 # APAcHE

Recommended Reading: Server Status
Security Consid: i How-To
Manager App
Manager Application How-To
Clustering/Session Replication How-To Host Manager
Developer Quick Start
TJomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webape is Tomcat 9.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in:

Tomcat 9.0 Configuration The following mailing lists are available:

Tomcat Wiki tomeat-announce
In Tomcat 9.0 access to the manager E E Important announcements, releases, security
application is split between different users. ind additional important cor {Low volume).
information in:

SCATALINA_HOME/conf/tomcat -users.xml

tomeat-users
SCATALINA_HOME /RUNNING . txt User support and discussion
elease Notes N taglibs-user

Developers may be interested in User support and discussion for Apache Taglibs
Changelog Tomcat 9 0 Bug Database lomeat-dev
Migration Guide Tomcat 9.0 JavaDocs Development mailing list, including commit
Mig 9.0 Javal messages
Security Notices Tomcat 9.0 Git Repository at GitHub

Fig. resolving error for port 8085 Apache Tomcat container



Integrate Docker with Jenkins

Create a docker admin user

Install “Publish Over SSH “plugin

Add Docker Host to Jenkins “configure systems”

[root@dockerhost ~]# cat /etc/passwd //User

[root@dockerhost ~]# cat /etc/group //Groups

[root@dockerhost ~]# useradd dockeradmin // Creating Users
[root@dockerhost ~]# passwd dockeradmin // Creating Password
Changing password for user dockeradmin.

New password:

BAD PASSWORD: The password contains the user name in some form
Retype new password:

passwd: all authentication tokens updated successfully.

[root@dockerhost ~]#

[root@dockerhost ~]# usermod -aG docker dockeradmin
// Modifying Docker Group
[root@dockerhost ~]# id dockeradmin

uid=1001(dockeradmin) gid=1001(dockeradmin)
groups=1001(dockeradmin),992(docker)

[root@dockerhost ~]#



[root@dockerhost ~]# vi /etc/ssh/sshd_config // Configure path password
yes

[root@dockerhost ~1# vi /etc/ssh/sshd_config
[root@dockerhost ~]# service sshd reload
Redirecting to /bin/systemctl reload sshd.service

[root@dockerhost ~]#

https://aws.amazon.com/amazon-linux-2/

[dockeradmin@dockerhost ~]$

Install “Publish Over SSH “plugin

» YouTube » (1694)YouTube 4 Maps @ Engineering Colleg.. [H Page1|ismtech 150 AutoCAD Com. » [ Other bookmarks

Q@@ 2admin  Sllogout

Dashboard * Plugin Manager

% Back to Dashboard .
Plugin Manager Q put !
% Manage Jenkins
Updates Available Installed Advanced
Install Name | Released
Publish Over SSH 1.2
Artifact Uploaders  Build Tools 2 mo 9 days ago

Send build artifacts over SSH

Donlond now and sl st rstrt  |NUTTRCENUREURRYELIRE o vov |

Fig. Publish Over SSH plugin



Dashboard * Update Center

& Back to Dashboard

Installing Plugins/Upgrades

Preparation

A .
Manage Jenkins

® Checking internet connectivity
lugin: H
Manage Plugins e Checking update center connectivity

® Success
bouncycastle API @ Success
Infrastructure plugin for Publish Over X (2) ¢, ccese
Publish Over SSH @ Success
Loading plugin extensions @ Success

& Go back to the top page
s (you can start using the installed plugins right away)

& (JRestart Jenkins when installation is complete and no jobs are running

Fig. Publish Over SSH plugin Success

Add Docker Host to Jenkins “configure systems”

[LJ Test configuration by sending test e-mail

Publish over SSH

Jenkins SSH Key 7

Passphrase 7

a Concealed Change Password

Path to key 7

Key ?

(J Disable exec ?

SSH Servers

SSH Server

Name ?

dockerhost

Fig. Configure System Success



Steps to configure systems:

Login as: dockeradmin
Server refused our key

dockeradmin@54.227.61.230's password:

[
- 1

| e MobaXterm Personal Edition v22.0 ¢ |

| (SSH client, X server and network tools) |

| |
| » SSH session to dockeradmin@54.227.61.230

| e DirectSSH : v |
| ® SSH compression: v |
| e SSH-browser : Vv |

| e X1l-forwarding : X (disabled or not supported by server) |

| » For more info, ctrl+click on help or visit our website.

Last login: Wed May 11 11:24:01 2022 from 152.57.203.204

1)
_| ( / Amazon Linux 2 AMI

A N




https://aws.amazon.com/amazon-linux-2/

4 package(s) needed for security, out of 4 available

Run "sudo yum update" to apply all updates.
[dockeradmin@dockerhost ~]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/dockeradmin/.ssh/id_rsa):
/home/dockeradmin/.ssh/id_rsa already exists.

Overwrite (y/n)?y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/dockeradmin/.ssh/id_rsa.
Your public key has been saved in /home/dockeradmin/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256:3NHEC/uXpcApxGxmukl0Ca3VWRMTOnyww48ZF+eyQZs
dockeradmin@dockerhost

The key's randomart image is:
+---[RSA 2048]----+

| .0.+B*... |

| o*=+BOo. |

| +0.EBo+.0 |

| ..@.=0.= .|

| .0S..0.+|

| .. .+ |



+----[SHA256]-----+
[dockeradmin@dockerhost ~]$ cd /home/dockeradmin
[dockeradmin@dockerhost ~]$ I

total 0

[dockeradmin@dockerhost ~]$ cd /.ssh

-bash: cd: /.ssh: No such file or directory

[dockeradmin@dockerhost ~]$ cd /home/dockeradmin/.ssh
[dockeradmin@dockerhost .ssh]$ Il

total 8

-rw------- 1 dockeradmin dockeradmin 1679 May 11 11:35 id_rsa

-rw-r--r-- 1 dockeradmin dockeradmin 404 May 11 11:35 id_rsa.pub

[dockeradmin@dockerhost .ssh]$



Jenkins Job to build and copy the artifacts on to docker host

Creating a new Job item:

Enter an item name

| BuildandDeployonContainerui

» Required field

ey Freestyle project

This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even

—

used for something other than software build.

Maven project
()

Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration.

If you want to create a new item from other existing, you can use this option:

J Copy from

BuildandDeployMavenProject

Fig. BuildandDeployonContainer item Created



General Source Code Management Build Triggers Build Environment Pre Steps Build Post Steps Build Settings Post-build Actions

Build Settings

[J E-mail Notification

Post-build Actions

Deploy war/ear to a container
WAR/EAR files ?

**/* war

Context path ?

Containers

Tomcat 8.x Remote
Credentials

deployer/****** (tomcat deployer) @=Add v

Tomcat URL ?

http://107.20.115.17:8080

Advanced...

Fig. deleting Deploy war/ear on Container item.

Build Artifacts over SSH:

Post Steps

3 Run only if build succeeds () Run only if build succeeds or is unstable @ Run regardless of build result
Should the post-build steps run only for successful builds, etc

Aggregate downstream test results
Archive the artifacts

Build other projects

Deploy artifacts to Maven repository
Record fingerprints of files to track usage
Git Publisher

Deploy war/ear to a container

Send build artifacts over S5H

Add post-build action =

Fig. send build artifacts over SSH



General Source Code Management

SSH Server
Name ?

dockerhost

Transfers

Transfer Set
Source files ?

webapp/target/*.war

Files to upload to a server.

Build Triggers Build Environment Pre Steps Build Post Steps Build Settings Post-build Actions

The string is a comma separated list of includes for an Ant fileset eg. "**/* jar' (see Patterns in the Ant manual).

The base directory for this fileset is the workspace.

Remove prefix 7

webapp/target

Remote directory ?

home/dockeradmin

Test Case Success:

ontainer

(from Publish Over SSH)

Fig. Configuring SSH Server

v

ontai bapp, in/webiapp]

[INFO] Copying webapp resources [/var/lib/jenki pace/Bui

[INFO] Webapp assembled in [35 msecs]
[INFO] Building war: fvar/lib/jenkins/workspace/BuildandOeployonContainer /webapp/ target /webapp .war
[INFO] WEB-INF/web.xml already added, skipping

[InFO]

[INFQ] --- maven-install-plugin:2.4:install (default-install) @ webapp ---

1dandDeplayont .war to /var/lib/jenkins/.n2/repository/com/exanple/maven-

[INFO] Installing /var/1ib/jenkins/worksp:

project/webapp/1.8-SNAPSHOT /webapp-1.8-SNAPSHOT war
[INFO] Installing /var/lib/jenkins/workspace/BuildandDeployonContainer fwebapp/pon.xml to fvar/1ib/jenkins/.m2/repository/con/exanple/maven-project /webapp/1.8-

SNAPSHOT /webapp-1.0-SHAPSHOT . pom

[INFQ] ==mmmmmmmm s mem e

[INFO] Reactor Summary for Maven Project 1.@-SNAPSHO

[INFO]

[INFO] Maven Project SUCCESS [ 1.294 5]

[INFO] Server SUCCESS [ 5.758 5]
SUCCESS [ 1.418 5]

[INFO] HWebapp
[INFQ]
[INFO] BUILD SUCCESS

B L, i LHsip
[INFO] Total time: 11.878 s

[INFO] Finished at: 2022-85-11T12:05:382

[1nFO]
[JENKINS] Archiving /var/lib/jenkins/workspace/BuildandDeployonContainer /webapp/pom.xml to com.example.maven-project/webapp/1.9-SNAPSHOT /webapp-1.8-SHAPSHOT . pom

[JENKINS] Archiving /var/1ib/Jenkins/workspace/BulldandDeployonContainer/webapp/target /webapp.war to com.example.maven-project fwebapp/1.0-SNAPSHOT /webapp-1.0-

SNAPSHOT .war
[JENKINS] Archiving fvar/1ib/jenkins/workspace/BuildandDeployonContainer/server/pom.xml to com.example.maven-praject/server/1.8-SNAPSHOT/server-1.8-SHAPSHOT . pom

[IENKINS] Archiving /var/1ib/Jenkins/workspace/BulldandDeployonContainer/server/target /server. Jar to con.example.maven-project /server/1.0-SNAPSHOT/server-1.0-
SNAPSHOT . jar

[JENKINS] Archiving /var/1ib/Jenkins/workspace/BulldandDeployonContainer/pom.xml ta com.example.maven-project/maven-project/1.a-SKAPSHOT/maven-project-1,8-
SNAPSHOT . pom

channel stopped
Connecting from host [Jenkins_Server]

SsH:
S§H: Connecting with configuration [dockerhost] ...
S5H: Di ing configuration [ 1.
S5H: Transferred 1 file(s)

Finished: SUCCESS

Fig. Success



[dockeradmin@dockerhost ~]$ I

total 0

[dockeradmin@dockerhost ~]$ I

total 0

drwxrwxr-x 3 dockeradmin dockeradmin 25 May 11 12:05 home
[dockeradmin@dockerhost ~]$ I

total 4

drwxrwxr-x 3 dockeradmin dockeradmin 25 May 11 12:05 home
-rw-rw-r-- 1 dockeradmin dockeradmin 2912 May 11 12:07 webapp.war
[dockeradmin@dockerhost ~]$ rm -rf /home

rm: cannot remove ‘/home/ec2-user’: Permission denied

rm: cannot remove ‘/home/dockeradmin’: Permission denied
[dockeradmin@dockerhost ~]$ rm -rf home/
[dockeradmin@dockerhost ~]$ Il

total 0

[dockeradmin@dockerhost ~]$ Is

[dockeradmin@dockerhost ~]$ Il

total 0

[dockeradmin@dockerhost ~]$ cd ..

[dockeradmin@dockerhost home]$ Il

total 0

drwx------ 2 dockeradmin dockeradmin 6 May 11 12:08 dockeradmin
drwx------ 4 ec2-user ec2-user 125 May 2 21:42 ec2-user
[dockeradmin@dockerhost home]$ cd dockeradmin

[dockeradmin@dockerhost ~]$ I



total 0
[dockeradmin@dockerhost ~]$ Il
total 4

-rw-r--r-- 1 dockeradmin dockeradmin 2912 May 11 12:09 webapp.war

Update Tomcat Docker File to automate deployment process

[root@dockerhost ~]# cd /opt

[root@dockerhost opt]# I

total 0

drwxr-xr-x 4 root root 33 Apr 19 16:16 aws
drwx--x--x 4 root root 28 May 2 19:54 containerd
drwxr-xr-x 2 root root 6 Aug 16 2018 rh
[root@dockerhost opt]# mkdir docker
[root@dockerhost opt]# I

total 0

drwxr-xr-x 4 root root 33 Apr 19 16:16 aws
drwx--x--x 4 root root 28 May 2 19:54 containerd
drwxr-xr-x 2 root root 6 May 11 14:14 docker

drwxr-xr-x 2 root root 6 Aug 16 2018 rh

Permission Given to docker admin :

[root@dockerhost opt]# chmod -R dockeradmin:dockeradmin docker



chmod: invalid mode: ‘dockeradmin:dockeradmin’

Try 'chmod --help' for more information.

[root@dockerhost opt]# chown -R dockeradmin:dockeradmin docker
[root@dockerhost opt]# I

total 0

drwxr-xr-x 4 root root 33 Apr 19 16:16 aws

drwx--x--x 4 root root 28 May 2 19:54 containerd

drwxr-xr-x 2 dockeradmin dockeradmin 6 May 11 14:14 docker
drwxr-xr-x 2 root root 6 Aug 16 2018 rh

[root@dockerhost opt]# Is -Id //Given Execution Permission

drwxr-xr-x 6 root root 59 May 11 14:14 .

Searching and moving Dockerfile in docker folder

[root@dockerhost opt]# cd root/

-bash: cd: root/: No such file or directory
[root@dockerhost opt]# cd /root
[root@dockerhost ~]# I

total 8

-rw-r--r-- 1 root root 527 May 2 21:59 Dockerfile
-rw-r--r-- 1 root root 86 May 3 07:34 DockerFile
[root@dockerhost ~]# vi DockerFile

[root@dockerhost ~]# mv Dockerfile /opt/docker



[root@dockerhost ~1# cd /opt/docker

[root@dockerhost docker]# Il

total 4

-rw-r--r-- 1 root root 527 May 2 21:59 Dockerfile

[root@dockerhost docker]# chown -R dockeradmin:dockeradmin Dockerfile
[root@dockerhost docker]# Il

total 4

-rw-r--r-- 1 dockeradmin dockeradmin 527 May 2 21:59 Dockerfile

[root@dockerhost docker]#

Configuring path to copy in cd/opt :

Source files ¢

webapp/target/*.war

Remove prefix 7

webapp/target

Remote directory ?

//opt/docker

Fig. Remote Directory Path added

[root@dockerhost docker]# Il

total 8

-rw-r--r-- 1 dockeradmin dockeradmin 527 May 2 21:59 Dockerfile
-rw-r--r-- 1 dockeradmin dockeradmin 2912 May 11 14:31 webapp.war
[root@dockerhost docker]#

[root@dockerhost docker]# date

Wed May 11 14:34:06 UTC 2022



FROM tomcat:latest
RUN cp -R /usr/local/tomcat webpp.dist/* /usr/local/tomcatwebapps

COPY ./*.war /[usr/local/tomcatwebapps

[root@dockerhost docker]# Il

total 12

-rw-r--r-- 1 dockeradmin dockeradmin 527 May 2 21:59 Dockerfile
-rw-r--r-- 1 dockeradmin dockeradmin 86 May 3 07:34 DockerFile
-rw-r--r-- 1 dockeradmin dockeradmin 2912 May 11 14:31 webapp.war
[root@dockerhost docker]# date

Wed May 11 14:38:20 UTC 2022

[root@dockerhost docker]# vi DockerFile

[root@dockerhost docker]# vi DockerFile

[root@dockerhost docker]# docker build -t tomcat:vl .

Cannot connect to the Docker daemon at unix:///var/run/docker.sock. Is the
docker daemon running?

[root@dockerhost docker]# cat DockerFile

FROM tomcat:latest

RUN cp -R /usr/local/tomcat webpp.dist/* /usr/local/tomcatwebapps
COPY ./*.war /usr/local/tomcatwebapps

[root@dockerhost docker]# service docker status

Redirecting to /bin/systemctl status docker.service

e docker.service - Docker Application Container Engine

Loaded: loaded (/usr/lib/systemd/system/docker.service; disabled; vendor
preset: disabled)



Active: inactive (dead)

Docs: https://docs.docker.com
[root@dockerhost docker]# service docker start
Redirecting to /bin/systemctl start docker.service
[root@dockerhost docker]# docker build -t tomcat:vl.
Sending build context to Docker daemon 7.168kB
Step 1/13 : FROM centos
---> 5d0da3dc9764
Step 2/13 : RUN mkdir /opt/tomcat/

---> Using cache
--->29c2831a4695

Step 3/13 : WORKDIR /opt/tomcat
---> Using cache

---> eceaZcd5c77e

Step 4/13 : RUN curl -O https://dlcdn.apache.org/tomcat/tomcat-
9/v9.0.62/bin/apache-tomcat-9.0.62.tar.gz

---> Using cache

--->5123cdc2263f

Step 5/13 : RUN tar -xvzf apache-tomcat-9.0.62.tar.gz

---> Using cache

--->4776da674d01

Step 6/13 : RUN mv apache-tomcat-9.0.62/* /opt/tomcat
---> Using cache

---> fcedb9b7e164

Step 7/13 : RUN cd /etc/yum.repos.d/

---> Using cache

--->£7a2265a5410



Step 8/13 : RUN sed -i 's/mirrorlist/#tmirrorlist/g' /etc/yum.repos.d/CentOS-*
---> Using cache
---> 2e2e2d5d8a29

Step 9/13 : RUN sed -i
's|#baseurl=http://mirror.centos.org|baseurl=http://vault.centos.org|g'
/etc/yum.repos.d/CentOS-*

---> Using cache

---> abdcb8de2b2b

Step 10/13 : RUN yum -y install java
---> Using cache

--->10ce50067582

Step 11/13 : CMD /bin/bash

---> Using cache

--->4561a92d2242

Step 12/13 : EXPOSE 8080

---> Using cache

---> 95f4005d94f7

Step 13/13 : CMD ["/opt/tomcat/bin/catalina.sh", "run"]
---> Using cache

--->9¢295cdb7c8c

Successfully built 9¢295cdb7c8c

Successfully tagged tomcat:vl

Checks Images:

[root@dockerhost docker]# docker images

REPOSITORY TAG IMAGEID CREATED SIZE



demotomcat latest 9¢295cdb7c8c 8 daysago 510MB
mytomcat latest 9c295cdb7c8c 8 daysago 510MB
tomcat vl 9¢295cdb7c8c 8 daysago 510MB
tomcat latest 0183eb12bb0c 2 weeks ago 680MB
centos latest 5d0da3dc9764 7 months ago 231MB

Running Container :

[root@dockerhost docker]# docker run -d --name tomcatv1 -p 8086:8080
tomcat:vl

edef49a560653ec2a7d2c3cb260abdafaacea025654b5bf91e4124a61c18f0e5

[root@dockerhost docker]# docker ps

CONTAINERID IMAGE COMMAND CREATED STATUS
PORTS NAMES

edef49a56065 tomcat:vl "/opt/tomcat/bin/cat..." 7 seconds ago Up6
seconds 0.0.0.0:8086->8080/tcp, :::8086->8080/tcp tomcatvl

[root@dockerhost docker]#
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Automate Build and Deployment on Docker Container :

cd /opt/docker;

docker build -t regapp:v1l .;

docker run -d --name regapp:vl -p 8087:8080 regapp:vl
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Remove prefix ?

webapp/target

Remote directory ?

//opt/docker

Exec command ?

cd /opt/docker;
docker build -t regapp:v1 .;
docker run -d --name reqapp:v1 -p 8087:8080 regapp:v1

All of the transfer fields (except for Exec timeout) support substitution of Jenkins environment variables

Advanced...

Fig. Configuration on Jenkins Server

ed J
root@dockerhost ~J# docker ps

ICONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES
ledef49a56065  tomcat:vi “/opt/tomcat/bin/cat.." 24 minutes ago Up 24 minutes 0.0.0.0:8086->8080/tcp, :::8086->8080/tcp  tomcatvi
I5251e0ac3ad9 demotomcat "/opt/tomcat/bin/ca 8 days ago Exited (143) 8 days ago mydemotomcat-container
183307c95d1b  mytomcat "“/opt/tomcat/bin/ca 8 days ago Exited (143) 8 days ago mytomcat-server
13967cbcB8a35  5d0da3dc9764 “/bin/sh E€ 'sudo ai 8 days ago Exited (127) 8 days ago charming_chatterjee
136d65ech9abe  5d0da3dc9764 “/bin/sh =€ 'amazon 8 days ago Exited (127) 8 days ago nifty bell
c6093995c672  5d0da3dc9764 “/bin/sh =€ 'yum in 8 days ago Exited (1) 8 days ago inspiring_franklin
[74fcd8513fff  5d0da3dc9764 "/bin/sh =€ 'yum in: 8 days ago Exited (1) 8 days ago stoic_rhodes
189d40f0ec25e  5d0da3dc9764 “/bin/sh k€ 'yum in 8 days ago Exited (1) 8 days ago loving_heyrovsky
9ac2c6b28c45  5d@da3dc9764 “/bin/sh E€ 'yum in 8 days ago Exited (1) 8 days ago nifty_thompson
[d4c7db9d910f  tomcat:latest ‘“catalina.sh run" 8 days ago Exited (143) 8 days ago tomca2
[78e9303c67b9  tomcat “catalina.sh run" 8 days ago Exited (143) 8 days ago tomcat-container
[ root@dockerhost ~J# docker stop

"docker stop" requires at least 1 argument.

ISee 'docker stop E=help'.

lUsage: docker stop [OPTIONS] CONTAINER [CONTAINER...]

[Stop one or more running containers

[ root@dockerhost ~J]# docker stop edef49a56065

ledef49a56065

[ root@dockerhost ~]# docker ps =a

ICONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES

ledef49a56065  tomcat:vi “/opt/tomcat/bin/cat.” 25 minutes ago Exited (143) 5 seconds ago tomcatvi

I5251e0ac3ad9  demotomcat “/opt/tomcat/bin/ca 8 days ago Exited (143) 8 days ago mydemotomcat-container

183307c95d1b  mytomcat "/opt/tomcat/bin/ca 8 days ago Exited (143) 8 days ago mytomcat-server

13967cbcB8a35  5d@da3dc9764 "/bin/sh E€ 'sudo al 8 days ago Exited (127) 8 days ago charming_chatterjee

136d65ech9abe  5d0da3dc9764 “/bin/sh =¢ 'amazon 8 days ago Exited (127) 8 days ago nifty_bell

c6093995c672  5d0da3dc9764 “/bin/sh =€ ‘yum in 8 days ago Exited (1) 8 days ago inspiring_franklin

[74fcd8513fff  5d0da3dc9764 "/bin/sh =€ 'yum in 8 days ago Exited (1) 8 days ago stoic_rhodes

189d40f0ec25e  5d0da3dc9764 “/bin/sh =€ 'yum in 8 days ago Exited (1) 8 days ago loving_heyrovsky

9ac2c6b28c45  5d0da3dc9764 "/bin/sh € 'yum in 8 days ago Exited (1) 8 days ago nifty_thompson

ld4c7db9d9106f  tomcat:latest “catalina.sh run" 8 days ago Exited (143) 8 days ago tomca2

178e9303c67b9  tomcat “catalina.sh run" 8 days ago Exited (143) 8 days ago tomcat-container

[ root@dockerhost ~J# docker container prune

WARNING! This will remove all stopped containers.

lAre you sure you want to continue? [y/N] y

Deleted Containers:

ledef49a560653ec2a7d2c3ch260abdafaacead25654b5bf91e4124a61c18f0e5

15251e0ac3ad991f75f289e5971245643e124693162f fa58b542685b4eab4129d

183307¢95d1b6c91603de52e753f9a0d16f8cee32fe7300b129bac5c9e3486a4

13967cbcB8a35d2df2c49041dfad83781246f33973dc1ad7¢9f315f9e00096122

136d65ecb9abeaddcbca2c f7601cf26994fb0484eecSeB8eaf380f4b21397a032a

c6093995¢672959¢270618124a4022c7a395e0927951b695109f916265ada3cl

[74fcd8513fffd43605cc9a945ebc235af74f20ebdd1bbb524 f fO0ad5fe699866

89d40f0ec25eb5ee062f477a7ea33ebafb614d70eafc30def7eaea509498b9adc

9ac2c0b28c452a9b3fas50fd5023f14e7e1c34cea57e0a618d97655617733a250

ld4c7db9d910fdceeef014d3e3fc685e9ef04305627373c5e2df1dba3c75c03fb

7829303c67b9f67ca161776a1321da5ch8bad4b85e64c9753a84bf91359ace21

Sl .- ————.... . . s

Fig. Removing all running container

docker images prune -a // remove images
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Integrate Ansible in CI/CD Pipeline:

push image pull image

2. @ ° X
Pull Code copy artifacts >

Deploy container g

docker

. nkin
GitHub Je =

ANSIBLE
A
0o
Build Code

Maven

Fig. Using Ansible to create containers



Prepare Ansible Server:

e Setup EC2 Instance

e Setup hostname

e (Create ansadmin users

e Add Users to sudoers file

e Generate ssh keys

e Enable Password Based Login

e [nstall Ansible

Setup EC2 Instance

_ -
<« C @ us-east-1.console aws.amazon.com/ec2/v2/home?region=us-east- 1#Instances 2w ® 5 0@

i Apps @ Slider! @B M Gmail B Translste @B VouTube WM (1694) YouTube BF Maps @) Engineering Colleg Page 1| ismtech 150 AutaCAD Com. Free AuteCAD Tute, autecad 2012 autecad 2012 » Other bookmarks

Tl us what you think

aws P . B ~o
© New EC2 Experience o Instances (4) info C | Instance state ¥ acions | [ n
1 @

Q
EC2 Dashboard
€2 Global Vi L ¥ Instance ID Instance state ¥ Instancetype ¥ Status check Alarm status Availability Zone @ Public IPv4 DNS
EC2 Global View
Events Tomeat_Server 1-010d47b3089d7869 © Stopped @@ tZmicro - Noalarms +  us-east-lc -
_— Docker_Server 1-0875a802a59fdd059 © stopped @ tZmicro - Noalarms 4  us-east-lc -
Limits Jenkins_Server1 i-00f1e4cBcb15¢9042 © Stopped @E t2.micro - Noalarms 4 us-gast-1¢ -
Ansible_Server i-0dc753250431f8ac9 @ Running @& t2.micro - No alarms <+ us-east-1¢ ec2-3-90-12-179.comp..
¥ Instances ,
nstances
instance Types
Launch Templates
Spot Requests
Savings Plans =
Select an instance ® X

Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

¥ Images
AMIs

AMI Catalog

Elastic Block Store

]

Volumes
Snapshots

ifecycle Manager

Fig.EC2 Instance Setup For Ansible



Setup hostname

[ ]
H o s ok EEY B8 2 X ©
Sesson Servers  Tools  Games Sessions View  Spit  Mubixec Tumneling Packages Settings  Help Xserver Bt

&

BiTO®R

/homelec2-user/

BB remote monitoring

Fallow terminal folder

UNREGISTERED VERSION - Piascs et Mahaliveem

Fig.EC2 Setup hostname For Ansible

Create ansadmin users

[root@Ansible_Server ~]# useradd ansadmin

[root@Ansible_Server ~]# passwd ansadmin

Changing password for user ansadmin.

New password:

BAD PASSWORD: The password contains the user name in some form
Retype new password:

passwd: all authentication tokens updated st
[root@Ansible Server ~1# |}

Fig. ansadmin users is created



Add Users to sudoers file

The sudoers file is a file Linux and Unix administrators use to allocate system

rights to system users.

Command to enter visudo

Bk %k kA EEY S AL Q X @

Sesson Servers  Tools  Games Sessions 5 Help

a~
)
mitT®
Jhomefec2-user/
* Name
T
ssh
bash logout COLORS DISPLAY
bash_profie "MAIL PS1 PS2
bashre
=

= Remote monitoring

Follow terminal folder INSERT

UNREGISTERED VERSION - Please support MobaXterm by subscribing to the professional edition here: hitps:/mobaxterm. mobatek.ret

Fig. Add Users to sudoers file

e Note: Shift +g to end of line



Configuring SSH

[root@Ansible_Server ~]# vi /etc/ssh/sshd_config

[root@Ansible_Server ~]# service sshd reload

viTO®

ssh/author ized_keys

[PasswordAuthent icat ioni]
PasswordAuthent icatiol

E® Remote monitoring

Follow terminal folder

Fig. Configuring Passwd



Enable Password Based Login

Sesson Servers  Tools  Games Sessions Vi Split  MutiExec Tunneing Packages Settings

LR

o B Y B & L X O

A
&

vEiTO® Al
/home/ansadmin/
- Name
£
bash_logout
bash_profle
bashre

B Remote monitoring

Fig. Login as ansadmin

Generated SSH Keys:

[ansadmin@Ansible_Server ~]$ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/ansadmin/.ssh/id_rsa):
Created directory '/home/ansadmin/.ssh'.

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /fhome/ansadmin/.ssh/id_rsa.
Your public key has been saved in /home/ansadmin/.ssh/id_rsa.pub.
The key fingerprint is:

SHA256:+4bEKmcZCo4uVhQ8BYqwqn/bZwLbV+CI3010dUDJMIE
ansadmin@Ansible_Server



The key's randomart image is:
+---[RSA 2048]----+
|...o. .=Eo|]

|o..+ oo0o0]

.B=.00 |

+----[SHA256]-----+

[ansadmin@Ansible_Server ~1$

Install Ansible

. < x & B v 2 & & @ X ©

Sesson Servers Tools Games Sessions View  Splt  MultiExec Tunneling Packages Setings  Help Xserver  Ext

E¥3.390.12178

t TO% Al
/home/ansadmin/
Name Amazon Linux 2 AMI
.
bash_logout
bash_profile mazon - Linux-2/

urity, out of 4 available
Run “sudo yum update” to apply all updates.
[ansadmin@Ansible_Server ~1$ ssh-keygen
erating public/private rsa key pair.
in which to save th /home/ansadmin/.ssh/id_rsa):

spl
Enter same passphrase again:
Your identification has been saved in /home/ansadmin/.ssh/id_rsa.
Your public key has been saved in /home/ansadmin/.ssh/id_rsa.pub.
The key fingerprint is
SHA256 : +4bEKmCZCo4uVhQ8BYqwan/bZwLbV+C13010dUDIMLE ansadmin@Ansible
key's randomart image is:

%
ansadmin sudo su
t log M 0:07 UTC on pts/0

~1$
$

[root@Ans ible_Server clez
[root@Ansible_ yum install ansible
Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
amzn2-core
No package ansible availab
Nothing

ansible is available in Amazon Linux Extra topic "ansible2

n
amazon-Linux-extras install ansible2

-— Learn more at

https://aws.amazon. com/amazon-11inux-2/fags/#Anazon_Linux_Extras

B3 Remote monitoring P eare s Q.

Follow terminal folder




@t s ADBY S e L0 X o

ansible/plugins/modules

(Red Hat 7.3.1

Fig. Installing Ansible

Note: For Installing Ansible required python which inbuilt comes amazon ec2
service.

Integrate Docker with Ansible:

e On Docker Host

e Create ansadmin
e Add ansadmin to sudoers file
e Enable Password Based Login

e On Ansible Node

e Add to host file
e Copy ssh keys
e Test the Connection



Create ansadmin

$ % A B EYE M Q X ©

Sesson Servers  Tools  Games Sessions View  Spi  MultExec Tunneling Packages Settngs  Help

X server Exit
Quick connect B2 541440877 BN 3 368 17169 (ec2-user
miTO®
/Mome/ec2-user/ dockerhost ~ a ansadmin
§ - Neme [root@dockerhost asswd ansadmin

P
g password for user ansadmin.

The password contains the user name in some form

@

“bash istory Retype new password:

bash_logout sswd: all authentication tokens updated successfully
.bash_profile

bashre

viminfo

Fig. Created ansadmin for docker

Add ansadmin to sudoers file

The sudoers file is a file Linux and Unix administrators use to allocate system
rights to system users.

T RA-NWE X ©

View  Spit  MultiExec Tunneling Packages Settings  Help

X server Exit
EN2 541549877 BN 36817168 (sc2-user

Quick co

®iTOR # %:group are resolved via the group plugin by default.
# We enable always_query_group_plugin to restore old behavior.
/omelec2-user! # Disable this option for new behavior.
 Name Defaults  always_query_group_plugin
7 Viaha Defaults  env_reset
R Defaults  env_keep = “COLORS DISPLAY HOSTNAME HISTSIZE KDEDIR LS_COLORS"

) besh_history D env_keep += "MAIL PS1 P52 QTDIR USERNAME LANG LC_ADDRESS LC_CTYPE"
poghesnl env_keep += "LC_COLLATE LC_IDENTIFICATION LC_MEASUREMENT LC MESSAGES"
preis env_keep += "LC_MONETARY LC_NAME LC_NUMERIC LC_PAPER LC_TELEPHONE"
e env_keep += "LC_TIME LC_ALL LANGUAGE LINGUAS _XKB_CHARSET XAUTHORITY"
viminfo "

# Adding HOME to env_keep may enable a user to run unrestricted
# commands via sudo
# Defaults env_keep += "HOME
Defaults  secure_path = /sbin:/bin:/usr/sbin:/usr/bin
## Next comes the main part: which users can run what software on
## which machines (the sudoers file can be shared between multiple
## systems).
## Syntax:
##
wH user MACHINE=COMMANDS
=
## The COMMANDS section may have other options added to it
## Allow root to run any commands anywhere
root  ALL=(ALL) ALL
## Allows members of the 'sys' group to run networking, software,
## service management apps and more.
# %sys ALL = NETWORKING, SOFTWARE, SERVICES, STORAGE, DELEGATING, PROCESSES, LOCATE, DRIVERS
## Allows people in group wheel to run all commands
swheel ALL=(ALL) ALL
## Same thing without a password
# Swheel ALL=(ALL) NOPASSHD: ALL
ansadmin ALL=(ALL) NOPASSWD: ALL
## Allows members of the users group to mount and unmount the
## cdrom as root
# %wsers ALL=/sbin/mount /mnt/cdrom, /sbin/umount /mnt/cdrom
## Allows members of the users group to shutdown this system

-_— # susers localhost=/sbin/shutdown -h now

&% Remote monitoring ## Read drop-in files from /etc/sudoers.d (the # here does not mean a comment)

#includedir /etc/sudoers.d

_| Follow terminal folder ERT

11,1 Bot

Fig. Created ansadmin added to sudoers file



Enable Password Based Login

[root@dockerhost ~J# vi /etc/ssh/ssh config
[root@dockerhost ~]# grep Password /etc/ssh/sshd config
PasswordAuthentication yes
j#PermitEmptyPasswords no
i#PasswordAuthentication no
j# PasswordAuthentication.

Depending on your PAM configuration,
PAM authentication, then enable this but set PasswordAuthentication
root@dockerhost ~J#

Fig. Enable Password Based Login

On Ansible Node

Add to host file

[root@Ansible_Server ~]# vi /etc/ansible/hosts

& s
- e

h 0O
g Piiages S Heb

witTO®m

/Mome/ansadmin/

server
* Name
.
ssh

B3 38817180 (ec2user)
Ly |

Fig. Added host ipconfig address from docker host



Copy ssh keys

N 3. 3.88.171.89 (ec2-user)

root root May
root root May
root root May
root root 8 May 4 . sh h1st0|y
root root Oct
root root 6 Oct
root root 6 Oct
root root 1 Oct A(shrc
root root 9 May 5
root root 129 Oct .tcshre
root root 6707 May 6 .viminfo
[root@Ansible_Server ~J]# cd .ssh
[root@Ansible_ er .sshl]# ssh-copy-id 172

/usr/bin/ssh-copy-id: F 11 to open ID file '/root/.pub': No such file or directory
(to install the rcntPnts of '/root/.pub' anyway, look at the -f option)
[root@Ansib Server sh]# cd

[root@Ansible Server ssh 172.31.31.176]

/usr/bin/ssh-copy-1id: : f to open ID file '/root/.pub': No such file or directory
(to install the cont /root/.pub' anyway, look at the -f option)

[root@Ansible rver -

su: | option

Try 'su --help' for more information.

€ v sudo su - ansadmin

L @ UTC 2822 from 21 on pts/1

[ansadming 1 _Ser ssh-copy-id 1.1

/usr/bin/ssh-copy- i 0: S c L : “/home/ansadmin/.ssh/id_rsa.pub”

The authenticity of host '172. 3 ( 1 an't be es

ECDSA key fingerprint 1s SHA25 dehkaququz4wJVijIqHX§s

ECDSA key fingerprint is MD5: :e0 ] :47:68:8F:b4,

Are you sure you want to centlnue con g

id: IN attempting to log in w1th “the new key(s), to filter out any that are already installed

: luku' 1 key(s) remain to be installed -- if you are prompted now it is to install the new keys
7 password:

Now try logging into the machine, with: "ssh '1
and check to make sure that only the key(s) you wanted were added

[ansadmin@Ansible_Server ~]% l

4 BN2.54.1449877 (L E 171.89 (e

bled or not supported by server)
> For more info, ctrl+click on help or visit our website
Thu May 12 22:57 rom 152.57.194.21
| )
( /  Amazon Linux 2 AMI
| |
https /s . amazon . com/amazon-1inux-2/
4 package(s) needed for security, out ailabl

0 1. v
Run “sudo yum

Try 'su --I for more

ec2-user@dockerhost 3 su E
ansadmin@dockerhost $
ansadmin@dockerhost ~]$
)
admin@dockerhost ~]$ 11
12
3 n May 1
x5 May
1 ansadmin @ Jul
rW-r--r 1 ansadmin ¢ Jul
rw - admin & 1 Jul
drwx ansadmin 29 May
ansadmin kerhost ssh
min@dockerhost .ssh]$ 11
’ 1 ansadmin ansadmin 4065 May 12 23:21 authorized_keys
an kerhost .ssh]$ date
Tw May 12 23:27:09 UTC 2022
ansadming ri ckerhost .ssh]$

Fig. Copying sshkey to docker host.



[ansadmin@Ansible_Server ~]$ cat .ssh/id_rsa.pub

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCtCHrU93Nngsu3VtGfMvQktllpktg
GWyd9z8iyiakODizs8AilPGEEwoP4ihhsx8I910SU5i1D9/rGG2KtpQh95SXUzgfvu
tnA/UEUEiPV10TYpeteltG868/qsCLUME8hINJU57g782QvnNBS40BmNUHTQ6
egxxpwt0zl/010q8eNe84QODGyYuOk7EJqjLxOh17B/BeRG07sKLvA/n183pep6
dM+50wdTe+clwuo)2VImdD/fbIfKkC789LofxNuZPuvOF5sn9Keul65pOuUn6t
/L6Ev2vUw2YXe8FCQrBgY6Ab02RIc2Vufjfl+nUXwaGoV67p/2VGcyQwXdvdch
ansadmin@Ansible_Server

[ansadmin@Ansible_Server ~]$

[ansadmin@dockerhost .ssh]$ cat authorized_keys

ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCtCHrU93Nngsu3VtGfMvQktilpktg
GWyd9z8iyiakODizs8AilPGEEwoP4ihhsx8I910SU5i1D9/rGG2KtpQh95SXUzgfvu
tnA/UEUEiPV10TYpeteltG868/qsCLUME8b9nJU57g782QvnNBS40BmMNUHTQ6
egxxpwt0zl/010q8eNe84QODGyYuOk7EJqjLxOh17B/BeRG07sKLvA/n183pep6
dM+50wdTe+clwuo)2VImdD/fbIfKkC789LofxNuZPuvOF5sn9Keul65pOuUn6t
/L6Ev2vUw2YXe8FCQrBgY6Ab02RIc2Vufjfl+nUXwaGoV67p/2VGcyQwXdvdch
ansadmin@Ansible_Server

[ansadmin@dockerhost .ssh]$



Test the Connection

[ansadmin@Ansible_Server ~]$ ansible all -m ping

[ansadmin@Ansible_Server ~]$ ansible all -m command -a uptime

% % s ok BB Y & @ X 0O
Seon Servers  Tods  Games Sessors ot ec T choges Settngs el Xsewer B
BiTO®
Jhome/ansadmin/
- Nome
.
=
bash_pistory
bash_logout
bach_grofie
bashre
-_—

[aﬁsaamin@dockerhos% .sshl]$ ~C
ansadmin@dockerhost .ssh]$ uptime
23:36:35 up 39 min, 2 users, load average: 0.00, 0.60, 0.00

ansadmin@dockerhost .

Fig. Connection Success



Integrate Ansible with Jenkins:

Dashboard * configuration

SSH Server

Name 7

ansible-server

Hosthame 7

Username 7

ansadmin

Remote Directory 7

Use password authentication, or use a different key 7
Passphrase / Password 7

Pathto key ?

Key ?

Fig. Configuring Ansible with Jenkins

Dashboard * configuration

300000

Disable exec ?

Proxy type 7

Proxy host 7
Proxy port 7
Proxy user ?
Proxy password

Success Test Configuration

Fig. Testing Success and save it.



Creating Item:

& admin 2] log out

Dashboard~ » All

Enter an item name

4h, Freestyle project

T ject, combining any SCM with any build system, and this can be even

This is the ce will build your p

| feature of Jenkins.

used for something other than software build

v Maven project

8uild a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration

If you want to create a new item from other existing, you can use this option:

REST API Jenkins 2.332.2

Fig. CopyArtifact_onto_Ansible

Dashboard + CopyArtifact onto_Ansible

Build Settings

General Build Triggers Build Environment

S5H Server

Name ?

ansible-server

Advanced...

Transfers

Transfer Set

Source files 7

webapp/target/

Remove prefix 7

3

Exec command ?

pport substitution of Jenkins environment variables

ialdls (axrapt for

Fig. Configuring SSH Server with ansible-server

Advance...



Creating docker directory on Ansible Server:

[root@Ansible_Server ~]# cd /opt

[root@Ansible_Server opt]# Il

total 0

drwxr-xr-x 4 root root 33 Apr 28 19:54 aws

drwxr-xr-x 2 root root 6 Aug 16 2018 rh
[root@Ansible_Server opt]# mkdir docker
[root@Ansible_Server opt]# Il

total 0

drwxr-xr-x 4 root root 33 Apr 28 19:54 aws

drwxr-xr-x 2 root root 6 May 13 09:36 docker
drwxr-xr-x 2 root root 6 Aug 16 2018 rh
[root@Ansible_Server opt]# chown ansadmin:ansadmin docker
[root@Ansible_Server opt]# Il

total 0

drwxr-xr-x 4 root root 33 Apr 28 19:54 aws
drwxr-xr-x 2 ansadmin ansadmin 6 May 13 09:36 docker
drwxr-xr-x 2root root 6 Aug16 2018rh

[root@Ansible_Server opt]#



Console Output:

< C A Notsecure

# Back to Project
Status
= Changes
B console Output
View as plain text
= Edit Build Information
O Delete build ‘#1
[Z] polling Log
@ Git Build Data

Redeploy Artifacts
[C] Test Result
"

See Fingerprints

W Next Build

Apps @ Slider1 @ M Gma

Dashboard * CopyArtifact onto_Ansible

e B Mops @ Engineering Colleg Page 1] ismtec 150 AUtoCAD Corr Free AUOCAD Tute autocsd 2012 stocsd 2012 » Othe

* » 0@~

@ Console Output

jorld.git
nsible # timeout=10

ifPanjesha/hello-world.git

https://github.com/SaifPanjesha/hello-world.git srefs/heads/*:refs/

* # timeout=18
/github.com/SaifPanjesha/hello-world.git # tim 10

igin.fetch +refs/heads/*:refs/remotes/origin/* # time

origin/master)

Fig. Success Build on Jenkins

[root@Ansible_Server opt]# cd docker

[root@Ansible_Server docker]# Il

total 4

-rw-rw-r-- 1 ansadmin ansadmin 2907 May 13 09:41 webapp.war

[root@Ansible_Server docker]# date

Fri May 13 09:42:51 UTC 2022

[root@Ansible_Server docker]#



Build an Image and create Container on Ansible

Step 1: Installing docker
[root@Ansible_Server docker] # yum install docker

[root@Ansible_Server docker]# cat /etc/group

chrony:x:994:
stapusr:x:156:
stapsys:x:157:
stapdev:x:158:
screen:x:84:

tcpdump:x:72:

ec2-user:x:1000:
ansadmin:x:1001:

cgred:x:993:

docker:x:992:

w terminal folder [root@Ansible Server dockerl# |}

lemote monitoring

Fig. Docker Successful Installed on Ansible

[root@Ansible_Server docker]# usermod -aG docker ansadmin
[root@Ansible_Server docker]# id ansadmin

uid=1001(ansadmin) gid=1001(ansadmin)
groups=1001(ansadmin),992(docker)

[root@Ansible_Server docker]# service docker start
Redirecting to /bin/systemctl start docker.service
[root@Ansible_Server docker]# service docker status
Redirecting to /bin/systemctl status docker.service

e docker.service - Docker Application Container Engine

Loaded: loaded (/usr/lib/systemd/system/docker.service; disabled; vendor
preset: disabled)

Active: active (running) since Fri 2022-05-13 11:51:21 UTC; 25s ago



Docs: https://docs.docker.com

Process: 3450 ExecStartPre=/usr/libexec/docker/docker-setup-runtimes.sh
(code=exited, status=0/SUCCESS)

Process: 3440 ExecStartPre=/bin/mkdir -p /run/docker (code=exited,
status=0/SUCCESS)

Main PID: 3458 (dockerd)
Tasks: 7
Memory: 27.4M
CGroup: /system.slice/docker.service

L3458 /usr/bin/dockerd -H fd:// --
containerd=/run/containerd/containerd.sock --default-ulimit
nofile=32768:65536

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T11:51:21.5448597452" level=info msg="scheme \"unix\" not registered,
fallback to default sc...dule=grpc

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T7T11:51:21.545114355Z" level=info msg="ccResolverWrapper: sending
update to cc: {[{unix:///ru...dule=grpc

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T711:51:21.545391892Z" level=info msg="ClientConn switching balancer to
\"pick_first\"" module=grpc

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T11:51:21.5843299722" level=info msg="Loading containers: start."

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T11:51:21.798738326Z" level=info msg="Default bridge (docker0) is
assigned with an IP addres... address"

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T711:51:21.8588030932" level=info msg="Loading containers: done."



May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T11:51:21.872257256Z" level=info msg="Docker daemon" commit=906f57f
graphdriver(s)=overlay2 ...=20.10.13

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T711:51:21.872693304Z" level=info msg="Daemon has completed
initialization"

May 13 11:51:21 Ansible_Server systemd[1]: Started Docker Application
Container Engine.

May 13 11:51:21 Ansible_Server dockerd[3458]: time="2022-05-
13T11:51:21.8985225502" level=info msg="API listen on /run/docker.sock"

Hint: Some lines were ellipsized, use -l to show in full.

[root@Ansible_Server docker]# AC

Creating Docker File:

[ansadmin@Ansible_Server docker]$ vi Dockerfile

FROM tomcat:latest

RUN cp -R /usr/local/tomcat webpp.dist/* /usr/local/tomcatwebapps

COPY ./*.war /usr/local/tomcatwebapps

Build The File:

docker build -t regapp:vl .

Docker Images



[ansadmin@Ansible_Server docker]$ docker images

REPOSITORY TAG IMAGEID CREATED SIZE

vl 15574dfecf93 About a minute ago 510MB

regapp

tomcat latest 6al1271dfce51 36 hours ago 680MB

centos latest 5d0da3dc9764 7 months ago 231MB

Create a Container out of it :

[ansadmin@Ansible_Server docker]$ docker build -t regapp:v1.

Output Console:

€ > C A Notsecure
3 Apps @ Sider! @ M Gmail B Translte @ YouTube @B (1694) Y

54.234.39.27:808

ouTube Y Maps (@ Engineering Colleg Page 1| ismtech 150 AutoCAD Com Free AutoCAD Tuto autocad 2012

Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/9.0.62

™ Recommended Reading

&

Developer Quick Start

Server Status
Security Considerations How-To

Manager App
Manager Application How-To

Clustering/Session How-To Host Manager

Tomeat Setup Realms & AAA Examples Serviet Specifications

First Web Application JDBC DataSources Tomcat Versions
Managing Tomc; Documentation Getting Help

For securit ss to the manager webapp s Tomcat 9.0 Documentation EAQ and Mailing Lists

© ! Tomcat 9.0 Configuration The following mailing lists are available:

Tomcat Wiki

tomeat-announce
im;

app
Read more...
Release Notes
Changelog
Migration Guide
Security Notices

Fig.Tomcat Started

@ % » 0@



Ansible Playbook to create image and container

ko ok EE YR8 X

Session Servers Tools Games Sessons View  Spit  Multibxec Tunneling Packages Settings  Help

X]2.50.19.26.190

®IiTO® [ansadmin@Ansible_Server optl$ cd docker
L, 4 L] mingAnsible Server docker]$ Ll
/home/ansadmin/ 3
- Name 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
. 1 ansadmin ansadmin 2907 May 13 09:41 webapp.wa
ansible nsible Server docker]$ cat /etc/ansible/hosts
ssh e default ansible 'hosts’ file
bash_history . ”
ne gt should Llive in /etc/ansible/hosts
h_peol
s - Comments begin with the '#' character
D Blank lines are ignored

Mevirfo: - Groups of hosts are delimited by [header] elements
You can enter hostnames or ip addresses
- A hostname/ip can be a member of multiple groups

Ex 1: Ungrouped hosts, specify before any group headers.

## green.example.com
## blue.example.com

: A collection of hosts belonging to the ‘webservers' group

## [webservers]
## alpha

.example. com
A collection of database servers in the 'dbservers' group
## [dbservers]

##
## dbo1.intranet.mydomain.net
02. intranet.mydomain. net

xample of host ranges, this ti

=]
_node_example. com
E% Remote monitoring

Fig.Default ansible-playbook hosts

[ansadmin@Ansible_Server docker]$ sudo vi /etc/ansible/hosts

P % ® & E & F 0 X ©
W % % & % B B8 & b
Sedn Sews Tok Gems Sembes Wew S WM Timmaing Pecages Serbue: e Yot B

wiTOR ki
Ihomefansadmin/

Name

snsible

[dockerhost]

B= Remote monitoring

Follow terminal folder

Fig. Adding address for host



[ansadmin@Ansible_Server docker]$ sudo vi /etc/ansible/hosts
[ansadmin@Ansible_Server docker]$ ansible all -a uptime

[WARNING]: Platform linux on host 172.31.31.176 is using the discovered
Python interpreter at /usr/bin/python, but future installation of another
Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpreter_dis
covery.html for more information.

172.31.31.176 | CHANGED | rc=0 >>
16:35:26 up 3 min, 2 users, load average: 0.01, 0.01, 0.00

[WARNING]: Platform linux on host 172.31.26.13 is using the discovered
Python interpreter at /usr/bin/python, but future installation of another
Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpreter_dis
covery.html for more information.

172.31.26.13 | CHANGED | rc=0 >>
16:35:26 up 32 min, 2 users, load average: 0.08, 0.02, 0.01

[ansadmin@Ansible_Server docker]$



Creating playbook:

£ % £ & B Y S 4 £ @ X ®
EN3.54221.143.252
t T O% i
/ome/ansadmin/
e
ssh ore
bash_history 4 docke
:z: :1:‘; /opt/dockerl]
Fig. regapp.yml is created for ansible playbook
L
A B O X 0©

Sesson  Servers  Tools

viTO®
/home/ansadmin/
Neme
T
ansible
soh
bash._history
bash_logout
bash profle
bashre
viminfo

=
View  Spit  MultiExec Tunneling Packages Settings  Help Xserver  Exit

BN 3 54221, 143282

[ansadmingAnsible_Server docker]$ vi regapp.yml
[ansadmin@Ans ible_Server docker]$ ansible-playbook regapp.yml HEgheck

AR AR KA KRR AR AR R AR A KA KRR KR AR A KRR KRR AR A KA AR AR AR A AR AR AR KRR AR AR KRR AR KRR AR KA KKK AR AR A KRR AR KAk A

PLAY [ansible]

TASK [(.a(hsr\n Facts]
WARN. llgﬁm Linux on host 172.31.26.13 is using the discovered Python interpreter at mr/hwmm. lm ﬂman installation of another Python interpreter
this. See https://docs.ansible.con/ansible/2.9/reference am«dim/mrpme

[TASK [create docker \_m?e] B L -

|skipping: [172.31.26.13

RRRARRERRREARREAREEAREEEERE -

unreachable 0 Faies-o skipped=1 rescued=0

PLAY RECAP #####akannsnn
|r72i31.26:13

RS changed=0

[ansadmin@Ans ible_Server docker]$ docker inages
CREATE!

ignored=0

REPOSITORY ~ TAG TMAGE ID SIZE
regapp vi 15574dfecto3 S hours ago  510MB
tomcat latest 6a1271dfce51 41 hours ago 680MB
centos latest 5d0da3dc9764 7 months ago 231M8

[ansadmin@Ans ible_Server docker]$ ansible-playbook regapp.yml

L L L L L Ll L L Lt L LTIl r e rrm——

PLAY [ansible)

TASK [G.:.(ner~ng FACTS ] HARARA kA a A ARk AR A AR AR AR AR KA KA AR AR AR AR KRR A KRR KRR AR KA KA AR AR A KA AR R R AR kKKK AR AR KRR AR A A

: Platform Linux on host 172.31.26.13 the atscovered Pythn interpreter at /usr/bin/python, but future \nstallation of another Python interpreter
SRS A O B R AT O L

[TASK [create docker image]
|changed: [172.31.26.13]

PLAY RECAP %4 ks shksshioks ki d Wk ok kKA A KRR RRES AR RS KRS KA RIS H AR KR AW KRR RRAARR R KR AR IR KRR AR KRR AR AR KRR SR ARSI R AR AR AR AR AR AR bk A AR

172.31.26.13 : GRS changed=1 unreachable=0 faited-o skipped=0 rescued=0 ignored=0
[ansadmin@Ans ible Server docker]$ docker inages

IREPOSITORY  TAG MAGE CREATE! SIZE

regapp latest 15574dfe<f93 5 hours ago  510MB

regapp vi 15574dfecf93 5 hours ago  S10MB

tomcat latest  6a1271dfce51 41 hours ago  680MB

centos latest  5d0da3dc9764 7 months ago  231MB

[ansadmin@Ans ible Server docker]s

Fig. Successful docker Image is Created



Copying Images on dockerhub:

& 5 C & hubdockercom @ % » 0@ :

5 Apps @ Slider1 @B M Gmail By Translate @B YouTube @B (1694)YouTube BR Maps @ Engineering Colleg Page 1| ismtech 150 AutoCAD Com. A Free AutoCAD Tuto. autocad 2012 autocad 2012 » Other bookmarks.

Missed DockerCon 20227 Watch now on-demand.

*dockerhub Q Search for great content (e.g., mysqf) Explore  Repositories  Organizations  Help v fﬁj}\ saifshah ~

Welcome to Docker

Download the desktop application

Download for dows

Also available for Mac and Linux

Language-Specific Guides

- N ,
a Docker v A i applcations

Create a Repository Docker Hub Basics

N
\\ ; ner images ta a repository on o +

Access the world's largest library of container images

Fig .Dockerhub account

B ow o kBB Y B S
Sesson Severs Tools  Games Sessions View  Spit  MultiExec Tunneling Packages Settings  Help

Quick connect

miTON i ) Amazon L
/home/ansadmin/ ‘
~ Name
M.
ansible
N g [ansadmin@Ansible_Server ~]
3 v [ansadmin@Ansible_Server docker]$ 11
il total 12
bash_logout -rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
‘m"'wﬁk -rw-rw-r-- 1 ansadmin ansadmin 151 May 13 16:47 regapp.yml
P h -rw-rw-r-- 1 ansadmin ansadmin 2907 May 13 09:41 m
i [ansadmin@Ansible_Server docker]$ docker images
Sninka Cannot connect to the Docker daemon at unix:///var/run/docker.sock. Is the docker daemon running?

[ansadmin@Ansible_Server docker]$ sudo service docker start
Redirecting to /bin/systemctl start docker.service
[ansadmin@Ansible_Server docker]$ docker images

REPOSITORY  TAG IMAGE ID CREATED SIZE

regapp latest 15574dfecf93 6 hours ago 510MB

regapp vl 15574dfecf93 6 hours ago 510MB

tomcat latest 6a1271dfce51 42 hours ago  680MB

centos latest 5d0da3dc9764 8 months ago  231MB

[ansadmin@Ansible_Server docker]$ docker login

lLogin with your Docker ID to push and pull images from Docker Hub. If you don't have a Docker ID, head over to https://hub.docker.com to create one.
Username: saifshah

[Password:

IWARNING! Your password will be stored unencrypted in /home/ansadmin/.docker/config.json.
Configure a credential helper to remove this warning. See
Ihttps://docs.docker.com/engine/reference/commandline/login/#credentials-store

lLogin Succeeded

[ansadmin@Ansible_Server docker]$ docker tag 15574dfecf93 saifshah/regapp:latest
[ansadmin@Ansible_Server docker]$ docker images

REPOSITORY AG IMAGE ID CREATED SIZE
regapp latest 15574dfecf93 6 hours ago 510MB
regapp vi 15574dfecf93 6 hours ago 516MB
Isaifshah/regapp latest 15574dfecf93 6 hours ago 510MB
tomcat latest 6a1271dfce51 42 hours ago  680MB
lcentos latest 5d0da3dc9764 8 months ago  231MB
[ansadmin@Ansible_Server docker]$ docker push saifshah/regapp
Using default tag: latest

[The push refers to repository [docker.1o/saifshah/regapp]
ce5cfdB0a722: Pushed

ledb4f71f2d30: Pushed

f33aada86a83: Pushed

lee37335edb77: Pushed

[31966224cdd0: Pushed

L] 211a94560885: Pushed

= R [ab2876b2f091: Pushed .

MM Remote monitoring 74ddd@ec08fa: Mounted from library/centos

llatest: digest: sha256:4c9bf05e487fee2c74107743cb2466945c278bf5f4b2d7cead246518cd19881 size: 2000

() Follow terminal folder [lansadmin@Ansible Server docker]$

Fig. Added Images to Docker Hub



C @ hub docker.com

> % » = 0
i Apps @ Slider1 @B M Gmail B Translate @ YouTube (OB (1694) YouTube BF Maps € Engineering Colleg. C

Page 1 | ismtech 150 &

Free AutoCAD Tuto. Other bookmarks
Missed DockerCon 20227 Watch now on-demand.

B R ———

saifshah

1
saifshah / regapp

o %0 ® Public

dockercon
2022

(May 9-10

DockerCon 2022
Registration is now open for
DockerCon 2022! Join us for this
free, immers|

online experience
complete with p

hraakat laarning frarke nanal

Fig. Successful Copying Images on Docker Hub

Jenkins Job to build an image on ansible:

[ansadmin@Ansible_Server docker]$ vi regapp.yml

] % - &
& e ﬁ. oy y & B3 s & 0 @
Session Severs  Tools  Games Sessons  View  Spit N ) Packages Settings  Help X d
wiTO ki
/home/ansadmin/
.
ansible r image
sh build -t regapp:latest .
vim )
bash_history chdir /opt/docker
Jbash_logout
Jbash_profile
sashrc

er_hub
hah/regapp:latest
viminfo - name : push docker on d
command : docker push saifshah pp: latest

Fig. Created Ansible playbook



[ansadmin@Ansible_Server docker]$ vi regapp.yml
[ansadmin@Ansible_Server docker]$ AC

[ansadmin@Ansible_Server docker]$ ansible-playbook regapp.yml --check

PLAY [ansible]

3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok 3k 3k 3k sk ok ok ok 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k 3k ok ok 3k 3k 3k 3k 3k ok 3k ok 3k 3k ok ok 3k 3k 3k ok ok ok ok %k %k %k ok ok kK k
3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok 3k 3k 3k 3k ok ok ok 3k 3k 3k ok ok ok 3k 3k 3k 3k ok 3k 3k 3k 3k sk 3k 3k 3k 3k 3k 3k ok 5k 3k 3k 3k ok ok 5k %k 3k 3k ok ok ok %k %k %k %k %k kK

3k 3k 3k 3k 3k 3k ok ok ok ok ok ok sk sk sk sk sk sk sk sk kkok

TASK [Gathering Facts]

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok ok 3k ok 3k %k %k sk %k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k %k 3k >k 3k 3k 3k 3k %k %k %k %k %k
3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok ok 3k 3k 3k 3k %k 3k %k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 2k 3k 3k 3k 3k 3k ok 3k 3k 3k 3k %k %k %k %k %k >k >k 3k 3k 3k 3k %k %k %k %k k

3k 3k 3k 3k 3k 3k 3k 3k ok %k %k %k %k %k k

[WARNING]: Platform linux on host 172.31.26.13 is using the discovered
Python interpreter at /usr/bin/python, but future installation of another
Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpreter_dis
covery.html for more information.

ok: [172.31.26.13]

TASK [create docker image]
kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok 3k 3k 3k 3k ok ok ok 3k 3k 3k ok ok sk 3k 3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k %k 3k ok ok 3k 3k 3k ok ok ok ok %k %k ok ok ok kK k

%k 3k 3k 3k 3k 3k 3k %k %k %k %k

skipping: [172.31.26.13]

TASK [create tag to push image on docker hub]
kRkkEKkRkREKkKkRkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

kkkkkokokokokokokskkkkkkkkkkokokokokokokskskkkkkskkkkkkkokokskskkkkkkkkkkkkk

skipping: [172.31.26.13]



TASK [push docker image on docker hub]

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok sk sk sk 3k sk sk sk sk 3k 3k 3k 3k 3k 3k 5k 5k ok 3k 3k sk sk sk ok sk 3k 3k 3k 3k 3k 3k 5k ok ok ok ok sk ok ok sk ok sk ok ok ok ok ok ok sk sk sk sk sk %k

3k 3k ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k 3k ok 3k 3k 3k 3k 3k ok ok ok 3k 3k 3k ok ok 3k 3k 3k ok 3k ok 3k 3k 3k ok 3k 3k 3k %k 3k ok ok 3k 3k ok ok ok ok %k %k sk kkkkk

skipping: [172.31.26.13]

PLAY RECAP
skskk kR ok kokokookkskkskkkkkkkkkkkokokokokskkkkkkkkkkkkkokokokskkkkkkkkkkkkkkkkkkkk
3k 3k 3k 3k 3k 3k 3k 3k 3k 5k ok ok sk sk sk 3k sk sk 3k 3k 3k 3k 3k 3k 3k sk ok ok ok 3k sk sk sk sk sk sk 3k 3k 3k 3k 5k sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk sk sk sk sk sk k

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok ok ok ok ok %k %k %k %k %k k k kkkkok

172.31.26.13 :0k=1 changed=0 unreachable=0 failed=0
skipped=3 rescued=0 ignored=0

[ansadmin@Ansible_Server docker]$

<« C A Notsecure | 3.89.122.78:8080/job/CopyArtifact onto_Ansible/configure < & ® =5 0O
£ Apps @ Slider1 EB M Gmall By Tansiste @B YouTube OB (1684)YouTube BF Maps @) Engineering Colleg.. Page 1| ismtech 150 AutaCAD Com.. Free AutoCAD Tuta. autocad 2012
Dashboard + CopyArtifact onto Ansible *

oment  PreSteps  Bulld  PostSteps  Build Settings | Post-build Actions

Transfer Set
Source files 7

webapp/target/* war

Remove prefix 7

Remote directory 7

Hoptidocker

Exec command 7

ook /opt/docker/ regapp.yml|

All of the transfer fields (except for Exec timeout) support substitution of Jenkins environment variables

Advanced.

Add Transfer Sat

Fig. Configuring Artifact onto Ansible

ansible-playbook /opt/docker/regapp.yml



gister for Devops Learning</hl>
in this form to create an account.</p>

Enter Full Name< /1abel>
aceholder="Enter Full Name" name="Name" 1id="Name" required>

<label for=' nter mobile</
<input type holder="Enter ble number” name="mobile" id="mobile" required>
<br>

<label for=’ <b>Enter Email Addre
i placeholder="Enter " name="email" id="emai required>

name="psw" id="psw" required>

eat” required>

>Terms and Privacy</
tton>

7 <a href="#">Sign in</a>.</p>

Learning </hl>
er with pevops <hl>

Fig. Editing index.jsp file

[ansadmin@Ansible_Server docker]$ Il

total 12

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21 regapp.yml|
-rw-rw-r-- 1 ansadmin ansadmin 2913 May 13 18:59 webapp.war
[ansadmin@Ansible_Server docker]$ date

Fri May 13 19:00:02 UTC 2022

[ansadmin@Ansible_Server docker]$ docker images
REPOSITORY TAG IMAGEID CREATED SIZE

regapp latest 15574dfecf93 7 hoursago 510MB



regapp vl 15574dfecf93 7 hours ago 510MB
saifshah/regapp latest 15574dfecf93 7 hoursago 510MB
tomcat latest 6al1271dfce51 43 hours ago 680MB
centos latest 5d0da3dc9764 8 months ago 231MB

[ansadmin@Ansible_Server docker]$

I oApPS €D SIOET T W T Sman gy iranse

ow oUIUDE By MOps &g Engineenng Loueg rage 1 | smeen 19y AU

e suwesa i w winer

Dashboard » CopyAr

act_onto_Ansible » #9

[INFO] Assembling webapp [webapp] in [/var/lib/jenkins/workspace/CopyArtifact_onto_Ansible/webapp/target/webapp]
[INFO) Processing war project
[INFO) Copying webapp resources

var/1ib/jenkins/workspace/CopyArtifact_onto_Ansible/webapp/src/main/webapp)
[INFO) Webapp assesbled in [10@ msecs)

[INFO] Building war: /var/lib/jenkins/workspace/CopyArtifact_onto_Ansible/wobap
[INFO] WEB-INF/web.xnl already added, skip
[10F0]
[1nF0]

arget /webapp . war

maven-install-plugin:2.4:install (default-install) @ webapp -
[INFO] Installing /var/lib/jenkins/workspace/CopyArtifact_onto_Ansible/webapp/target/webapp.war to /va
SNAPSHOT /wobapp-1.8-SNAPSHOT . war
[INFO] Installing /var/1ib/jenkins/wo
SNAPSHOT /webapp-1.8-SNAPSHOT . pom
[1nF0) - -

/1ib/jenkins/.m2/repository/con/exanple/maven-project /webapp/1.8

pace/CopyArtifact_onto_Ans

ml to /var/1ib/jenkin:

w2/repository/con/example/maven-project /webapp/1.8-

[INFO] Reactor Summary for Maven Project 1.8-SNAPSHOT:
[1nFo]

[INFO) Maven Project

[INFO] Server ..
[INFO] Webapp ...
(1nF0)

[INFO] BUILD SUCCESS
[1Fo]
[INFO] Total time

. SUCCESS [ 1.702 5]
SUCCESS [ 9.680 5]
. SUCCESS [ 2.588 5]

16.557 s
[INFO] Finished at: 2022-85-13T18:59:342
[INFO] =-=====n- -

[JENKINS] Archiving /var/1ib/jenkins/workspace/CopyArtifact_onto_Ansible/webapp/pom.xml to com.example.maven-project/webapp/1.0-SNAPSHOT/webapp-1.8-SNAPSHOT . pom
[JENKINS] Archiving /var/1ib/jenkins/workspace/CopyArtifact_onto_Ansible/webapp/target/webapp.war to com.example.maven-project/webapp/1.8-SNAPSHOT /webapp-1.0
SNAPSHOT .war

[JENKINS] Archiving /var/

1b/jenkins/workspace/CopyArtifact_onto_Ansible/server/pom.xm

to com.example.maven-project/server/1.0-SNAPSHOT/server-1.0-SNAPSHOT . pos
[JENKINS] Archiving /var/1ib/jenkins/workspace/CopyArtifact_onto_Ansible/server/target/server.jar to com.example.maven-project/server/1.0-SKAPSHOT/server-1.0
SNAPSHOT . jar

[JENKINS) Archiving /var/1ib/jenkins/workspace/CopyArtifact_onto_Ansi
channel stopped

/pom.xml to com.example.maven-project/maven-project/1.8-SNAPSHOT/maven-project-1.0-SHAPSHOT . pom

Connecting from

onkins_Sorver]

SH: Connecting with configuration [ansible-server] ...

EXEC: completed after 4,822 ms
SSH: Disconnecting configuration [ansible-se

ver] ...
SSH: Transforred 1 file(s)
Finished: SUCCESS
& 5 C @ hubdocker.com e x* » 0@
Apps @ Slider1 @B ™ Gmail By Translaste @B YouTube @B (1694)YouTube BR Maps @ Engineering Colleg. Page 1| ismtech 150 AutoCAD Com. A Free AutoCAD Tuto. autocad 2012 autocad 2012 »

Other bookmarl

Missed DockerCon 2022? Watch now on-demand.

@ dockernub Q. Search for graat content (e, mysal) Explore Repositories  Organizations  Help ¥ (ﬁ]\ saifshah +

saifshah Create Repository
saifshah / regapp
hed: a fe

s y wo 2o ® Public

&
@
A Tip: Not finding your repositary? Try switching namespace via the top left dropdown. -

Create an Organization
Manage Docker Hub repositories
with your team

dockercon
2022

May 9 - 10

DockerCon 2022

Daaicteatinn ic naw anan far

Fig. Success Build an image on ansible



How to create container on dockerhost using ansible playbook -Devops

Project:

uiTOR Ly |
/home/ansadmin/
.

\
£
¥

-
&% Remote monitoring

] Follow terminal folder

LINREGISTERED VERSION - Plaacs aimnnrt MohaXtorm hy wibserihing to the nrfscsianal aditan haca:  hitne/[mohastarm mahatok net

B S

W By =& 2 Q X ©

Tools  Games Sﬁy;\s View Spiit  MultiExec Tunneling Packages Settings  Help. X server Exit
® : o
hosts : dockerhost
tasks

name : create docker container
omnand : docker run -d --name regapp-server -p 8082:8080 saifshah/regapp:latest

INSERT 6,5 ALl

Fig. Create new dockerhosts playbook for ansible
. 2 Y 28 20 X ©

Session Servers Tools  Games Sessions View  Spit  MubiExec Tuneling Packages Settings  Help Xserver  Exit

Quick connect
uiTO™ &
Jhome/ansadmin/

- Name
.
7 ansible
-docker

viminfo

L}
&% Remote menitoring

[ Follow terminal folder

5147 &

nsible Server dackerl$ L1

- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile

n ansadmin 357 May 13 18:21 regapp.yml

- 1 ansadmin ansadmin 2913 May 13 18:53 webapp.war
[ansmlmmamwb'ts Server docker]$ vi deploy_regapp.yml

[ansadmingéns ible_Server docker]$ ansible-playbook deploy_regapp.yml --check

PLAY [A0CKEIROST] H A%k ki sohd ok kb ok kbt kb KRR AR KRR KA KRR AR
TASK [GAtREring Facts] s#hksshsstsskassksssssbss kst hbshtdhhsmkadhhssashhsshssssahhsshsshhehatdhhshkahhenhadhhs sk thhekad bhsshdthhskhadhhs sk ahhhhknd bhnbhthbhnhisshbsn
WARNING]: Platform linux on host 172.31.31.176 is using the discovered Python interpreter at /usr/bin/python, but future installation of another P

could change this. See https://dacs.ansible.com/ansihle/2.9/reference appendices/interpreter_discovery.htnl for more information
172.31.31

CONTATNET] *HAk kA EdAdAh kAR EA R KRR R EA AR SRR AR A AR AR AR R A AR AR AR kKRR AR AR AR AR AR AR kAR R AR AR R AR AR AR R AR

TASK [create docke
skipping: [172.31

.176]

T S A L
17 176 e e e e e SN o e, I et R e £ B e

[ansadmingAnsible_Server docker]$

Fig. Successful Check




- V=W~ 1 in ansadmin 2913 May 59 webapp. war
[ansadm ) _Server docker]$ ansible-playbook deploy_regapp.yml --check

PLAY [dockerhost] *#xxxkkxxxkxxxxkkxx% ok ko ko ok ok ok ko kR Rk kR KRR R Ak KAk R Ak Ak ok A ok kA ko Rk R K KAk KRR A A A R A Ak

[Gathering Facts] #***
1 m linux

TASK
k

create docker container

CAP ks ks hkkdkhkh k%A AR KAKKRANA KKK KhRAA kAR A KK

PLAY R
72.31 changed=0  unreachabl

[ansadmin@Ansible_Server docker]$ ansible-playbook deploy_regapp.yml

PLAY [dockerhost] **xxxxkskskksk Kdk Rk KAk kkkk kA kK Kk kR A AR A Jek ok Rk kK kA PR Kk kkkk Ak *

TASK [Gathering Facts] A*ksaskkashkkshkhshkkshhkahhkkAAkKARRKARRKAARKKARKKARRAKAAR KA KKK ERRKRARREARREAARKAAR KRR KA R A
A G]: Platform 1 n, but future
ange this. < or mor nformation

scker container] *xxkxxxxkxx Kk
31.176]: FAILED! => {"cha ‘emd": ["d app: latest"]
‘end '2022-05-13 20 , 'msg 65" *dock
trying to connect to th r daemon socket at unix:// Post .24/contat

dial unix /var/run/docker.soc connect: permission denie -help
Docker daemon socket at unix:///var/run/docker : Post 2Frun%2Fdocke
.sock: connect: pe ssion denied.", "See 'docke stdout_lines":

PLAY - - ok ko - P— x -

172. 1 changed=0 unreacha

[ansadmin@Ansible_Server docker]$ ansible-playbook deploy_regapp.yml check

PLAY [doCkerhost] #kihok ks kkrss Kok Ak Kk kKA Ak ek ek ke ok kK kAR Ak Kk -

TASK [Gathering Facts] *kxkkskiikik *ox

ARNING]: Platform Llir n h 17 f

i change this /

TASK [create docker containe Kk kAR KAFRRAAARRRRARARR AR A AR KRR AR KhhA Ak x -

PLAY RECAP *#kxskkwx ok Ak Ak . Kkkkk -
1.31.17¢€ : ok failed=0

[ansadmin@Ansible_Server docker]$

chmod: cannot access ‘/var/run/docker.sock:’: such file or direct
[root@dockerhost ~]# chmod 777 /var/run/docker.sock
[root@dockerhost ~]# [}

Fig. Fixed Permission Error

Bk % % ok N EY B8 Q X0
Session Severs  Tools  Games Sessons View  SpR  Multibxec Tunneling Packages Settngs  Help Xsever  Bxt
A EN4.34.235.139.77 (ac2
. TO® A ans ble_Server docker]$ ansible-playbook deploy_regapp.yml
/nome/ansadmin/
* Name
T
ansitle
docker
ssh
vim
bash_history
bash_logout
bash_profile
bashrc
viminfo

Fig. ansible-playbook deploy-regapp.yml success



B3 ow kBB Y B8

Session Servers Tools Games Sessions View  Spit

|
MURiExec Tumelng Pockages Settings  Help Xserver
Ta (:
= O i es r .5 ch file or directory
/home/ec2-user/ % .
* Name
= ATED SIZE
cache saifshah/regapp atest 15574dfecf93 ours ago  510MB
o root@dockerhost ~]# docker ps
bash_history IMAGE COMMAND CREATED STATUS PORTS NAMES
P gy 3 09 a regapp:latest  “/opt/tomcat/bin/cat.” 49 seconds ago Up 48 seconds 0.0.0.0:8082 ->8080/tcp  regapp-
bash_profile
bashrc
viminfo
< c A Notsecure | 34.235.139.77.8082 = o » =0 o
3 Apps @ Shider1 @@ M Gmal By Transhte @ YouTube @B (1694)VouTube BY Maps ) Engineering Colleg Page 1 | ismtech 150 AutoCAD Com. Free AutoCAD Tuto autocad 2012 autocad 2012 ® Other bookr
Home Documentation Configuration Examples Wiki Mailing Lists Find Help
Apache Tomcat/9.0.62 # APacHE

Recommended Reading: Server Status
Security Considerations How-To

Manager App
Manager Application How-To

Clu ing/Session Replication How-To

Host Manager

Developer Quick Start

Tomcat Setup Realms & AAA Examples Servlet Specifications
First Web Application JDBC DataSources Tomeat Versions
Managing Tomcat Documentation

Getting Help
@ manager webapp Is Tomcat 9.0 Documentation FAQ and Mailing Lists
ned in
Tomcat 8.0 Configuration

Trameat Wiki

For security, acces:
restricted. User

The following mailing lists are available:
SCATALTHA_MOME /conf /toncat -users., xml

tomeat.announes

Fig. Access to the port 8082 on server

Continous deployment of docker container using ansible playbook

Deploy ansible playbook

e Remove existing container
e Remove existing image
e Create new container



B fow ok EEYE 8 SO X ©

Sesson  Servers  Tools  Gemes Sessions  View it MuliExec Tunneling Packages Settings  Help Xserver  Exit

wiTOMR B

Ihome/ansadmin/

* Name

-L

ansible
docker
ssh
m
saah_hetory
ash g
bash_profe
asbre
swinto

Fig. Creating ansible playbook

Note : ignore_errors : yes // ignoring the tasks

[create  docker CONTAiner] *ikikkiiskik ik ik ikhinkikihikhhkinhhin ki ahikhhk ik ko ka kot knkiokkk ik ko on kA dh kdok ki k ko A ko ko bk ok kA Ak ko bk ok kb k ok

PLAY RECAP *

[ansadm1s

ttps://aws.amazon.com/amazon-Linux-2/

package(s) needed for security, out of 4 available

un "sudo yum update" to apply all updates

dockerhost ~]$ sudo su -

ast 1 n: Fri May 13 20: 21 UTC 2022 on pts/0
[ root@dockerhost ~1# cd /opt/docker
[root@dockerhost dockerl]# service docker start
edirecting to /bin/systemctl start docker.service
[root@dockerhost docker]# d " ps
CONTAINER ID  IMAGE COMMAND CREATED STATUS PORTS NAMES
ae5d8dfe509 saifshah/regapp:latest "/opt/tomcat/bin/cat.." 12 hours ago Exited (143) 11 hours ago regapp-server
[ root@dockerhost docker]# docker images
REPOSITORY TAG IMAGE ID CREATED SIZE
saifshah/regapp latest 15574dfecf93 20 hours ago 516MB
[root@dockerhost docker]#

Fig . Docker Images and Container



[ansadmin@Ansible_Server docker]$ ansible-playbook deploy_regapp.yml
PLAY [AOCKErROST] A% ksks okt d bkt kkkokdh kAR AR AR AAKFAAE IR I A A KA AR AE IR K EAEE IR EFIE AR IIIERERAI A FEAF A E AT EHAE IR AFAA I EAAEFE AR AAFRE AR KA EA IR AR AR AKRA AR A AR

TASK [Gathering Facts] maskskaahsdordhshk ks hhsdh A Ak kA RKAKHRRARAKEARAAFHRRAK AR ARRAAHRAIHRRA RIS AREA IR AR R ARAR IR RA AR ARRI KRR AR IR AR R AR IR AR R KRR AR KRR AR R AR
WARNING]: 1 using the dis future installation of another Pythor
ould [ 9/refe

information

TASK [remove iMage] *kaksskahahhshsshkkkik ik kkhhhhhRARERRARAA KA KKK KKK F KRR RRRRRRHRRREKHAF AR REARRRRARIARAAEAI I I AR IR RRRRRARIARA RIS I KA F R AR IR AR R AHAR

KRR A F KR HAFA KRR KA F KRR E AR KA

unreachable=0 skipped=d  rescued=0  ignored=0

FREH R IR KR I KA KR HE AR AR R AR F AR KA KA AR K

LAY RECAP ok k ok ok ke ko kok ok &k Rk ok kb Rk ok ok K ok o Rk &k ok & &k

) SIZE
hours ago 510MB

CREATED STATL PORTS NAMES
at/bin/cat. About a minute ago Up About a minu regapp-

Fig . Docker images and container output after ansible playbook

Hint: https://docs.ansible.com/ansible/2.4/docker image module.html

Jenkins CI/CD to deploy on container using Ansible

Dashboard *» CopyArtifact onto Ansible ~ *

General  Source Code Management  Build Triggers  Build Environment ~ PreSteps  Build  PostSteps | Build Settings |  Post-build Actions
Source tiles ¢

webapp/target/* war

Remove prefix 7

webapp/target

Remote directory 7

/lopt/docker

Exec command ?

ansible-playbook /opt/docker/reqapp.yml
sleep 10;

All of the transfer fields (except for Exec timeout) support substitution of Jenkins environment variables

Advanced...

Add Transfer Set

Fig. Configuring deploy_regapp.yml



Q Search 6 AW 9@ =2admin  Sllogout

Dashboard * CopyArtifact onto Ansible * #10

# Back to Project

O status @ Console Output

Started by an SCM change

= Changes Running as SYSTEM

Building in warkspace /var/lib/jenkins/workspace/CapyArtifact_onto_nsible
B Console Output The recosmended git tool is: NONE
Wo credentials specified
> git rev-parse --resolve-git-dir fvar/lib/jenkins/workspace/CopyArtifact_onto_Ansible/.git ¥ timeout=1a
View as plain text Fetching changes from the remote Git repository
» git config remote.origin.

1 https://github.com/SaifPanjesha/hella-world.git # timeout=18
Fetching upstream changes from https://github.com/SaifPanjesha/hello-world.git
» git --version # timeouts1@

= Edit Build Information

S Delete buid #10 > git --version ¥ 'glt version 2.32.8'

> git fetch --tags --force --progress -- https://github.com/SaifPanjesha/hello-world.git +refs/heads/*:refs/remotes/origin/* # tineout=19
= > git rev-parse refs/remotes/origin/master*{commit} # timecut=1@
[Z] Polling Log N # & !

Checking eut Revislon 9415bc7b35ecddsB2cedbcsBOled3dcoB26395ea (refs /remotes/origin/master)
> git config core.sparsecheckout # timeout=10
‘} Git Build Data > git checkout -f 9415bc7b3Secdd582cedbesaoledidcoB26395ea # timeout=10
Commit message: “Update registery in index.jsp"
> git rev-list
Parsing POMs
D Test Result Established TCP socket on 35713

¥ Redeploy Artifacts no-walk 990ael174811d78a550c0221eaet4238F162a6F14 # timeout=10

&

[CopyArtifact_onto_nsible] § fusr/lib/jvm/java-11-openjdk-11.8.13.08.8-1.amzn2.0.3.x86_64/bin/java -cp /var/1ib/jenkins/plugins/maven-plugin/WEB-INF/Lib/naven3s-
. See Fingerprints

agent-1.13.jar: fopt {maven,/boot /plexus-classworlds-2.6.8. jar: /opt /maven/conf/logging jenkins.maven3.agent.Maven3sHain fopt/maven
Juar/lib/jenkins/%C/ jenkins /war/WEB-INF/lib/remoting-4.13.jar /var/lib/jenkins/plugins/maven-plugin/WEB-INF/1ib/maven3s-interceptor-1.13.jar
Lib/jenkins /plugins/naven-plugin/WEB-INF/ 1ib/maven3-interceptor-conmans-1.13. jar 35713

NKINS REMOTING CAPACITY]===>channel started

Executing Maven:

4 Previous Build

N -B -f /var/1lib/jenkins/workspace/CopyArtifact_onto_Ansible/pom.xml clean install
B Next Build

[INFO] Scanning for projects...

ation> as reportPlugins pa

plugin <con

Fig. Build Success

- C @ hub.docker.com

2 %

D Apps @ Slider1 @ M Gmail By Transiaste @B YouTube @B (1694) YouTube BX Mops @ Engineering Colleg. Page 1| ismtech 150 AutoCAD Com. A Free AutoCAD Tuto. autocad 2012 autocsd 2012 »

Missed DockerCon 2022? Watch now on-demand.

Repositories  Organizations Help v (Iﬁ)]\ saifshah ~

saifshah Create Repository

saifshah / regapp
Last push

fe d o %o ® Public

*’docker hub | & Search for great content (e.g., mysql) Explore

s  Tip:Not finding your repositary? Try s

G
ching namespace via the top left dropdown =
Create an Organization

Manage Docker Hub repositories
with your team

dockercon
2022

May 9 - 10

DockerCon 2022

Daaictearinn ic nau anan far

Fig. Success Build an image on ansible



Kubernetes:

GitHub

<P

Commit Code

=
C) it @ Jen 0 ¥
Pull Cod . Copy Artifacts Depl ontainer
e g Jenkins @ kubernetes
&

ANSIBLE
0
(/Jé !
A /
ao 2,
),

K3
>
o 3
Build Code Se Q

Maven

Fig. Kubernetes

Kubernetes installation methods:

Installing Kubernetes with deployment tools

Bootstrapping clusters with kubeadm
Installing Kubernetes with kops
Installing Kubernetes with Kubespray

Turnkey Cloud Solutions

Windows in Kubernetes

Windows containers in Kubernetes



EKS installation procedure

Kubernetes Setup using eksctl

Pre-requisites:

« an EC2 Instance

2w » %00 :

}YouTube B¥ Maps @) Engineering Calleg, Page 1| ismtech 150 AutoCAD Com f Free AutaCAD Tuto. autocad 2012 autocad 2012 » Other baokmarks

(¢} @ us-east-1.console.aws.amazon.com/ec2/v2/homeregion=us-east-1#Ins

B Apps @ Slider1 W3 M Gmail By Translate B YouTube

: i = B 4 @ nugnar s srah
© New EC2 Experience 3 Instances (5) info c Instance state ¥ [Tl lounchinstances | v |
Tell s what you think
Q 1 ®
EC2 Dashboard
EC2 Global View Name v Instance ID Instancestate ¥ Instancetype ¥  Statuscheck Alarm status Availability Zone ¥ Public IPvd DNS
Events Tomeat_Server i-010d47b3089d7869 © stopped @@ t2micro - Moalarms 4 us-east-lc -
Tags Docker_Server i-0875a802a59fdd059 © stopped @EQ t2.micro - Noalarms 4 us-east-1c -
Limits Jenkins_Server1 i-00f1edcBeb15c9042 © Stopped @RQ t2.micro - Noalarms 4 us-east-1c -
Ansible_Server i-0dc753250431f8acs © Stopped @Q t2.micro - Mo alarms <+ us-gast-1¢ —
¥ Instances
, EKS_Bootstrap... i-041ecac16552d6dbE Running @& t2.micro @ Initializing Mo alarms < us-east-1c ec2-54-87-119-198.co...
nstances
»
Instance Types
Launch Templates
Spot Requests
Savings Plans =
Select an instance ® X

Reserved Instances
Dedicated Hasts
Scheduled Instances

Capacity Reservations

¥ Images
AMIs

AMI Catalog

w Elastic Block Store

Fig. EKS Bootstrap Server
o Install AWSCLI latest version

curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o
"awscliv2.zip"

unzip awscliv2.zip

sudo ./aws/install



2 B & R 2 @
B % & = & @© L o
Session Servers Tools Games Sessions  View Split  MultiExec Tunneling Packages Settings  Help

%,/3.3.83.88.183 (ec2-user)

T TO® i 2 er@ip-172-31-85-40 ~]$ sudo su -
s La 'm: Sun May 15 11:51:19 UTC 2022 on pts/0
/home/ec2-user/ \
* Name aws-cli/2. 7 0 Python/3.9.11 Lmux/4 14 275-207.503.amzn2.x86_64 exe/x86_64.amzn.2 prompt/off
B [root@ip-172-31-85-40 ~J# |}
.ssh
.bash_logout
.bash_profile
.bashrc

Fig. Successful AWS cli updated

1. Setup kubectl

a. Download kubectl version 1.22

curl -o kubectl https://s3.us-west-2.amazonaws.com/amazon-
eks/1.22.6/2022-03-09/bin/linux/amd64/kubectl

B o 8 o8 ok B E Y B MA@

Session Servers  Tools Games Sessions View  Spit  MultiExec Tunneling Packages Settings  Help

t TO® k curl kubectl https://s3.us-west-2,amazonaws,com/amazon-eks/1.22.6/2022-03-09/bin/1inux/amd64/kubectl

el s Xferd Average Speed Time Time Time Current
/home/ec2-user/ Dload Upload Total Spent Left Speed
~ Name 0 14.5M 0 0:00:03 0:00:03 --:--:-- 14.5M
.. root@i p

.ssh

bash_logout root root 78 May 13 16:19

_bash_profile - 1 root root 46995027 May 15 11:51 awscl zip

root root 46919680 May 15 11:55 kube(tl

.bashrc

[rnon\p 172-31-85-40 ~J# i

Fig. Kubectl version 1.22

b. Grant execution permissions to kubectl executable

[root@ip-172-31-85-40 ~|# chmod +x kubectl

c. Move kubectl onto /usr/local/bin

[root@ip-172-31-85-40 ~]# mv kubectl /usr/local/bin




d. Test that your kubectl installation was successful

[root@ip-172-31-85-40 ~]# kubectl| version

Client Version: version.Info{Major:"1", Minor:"22+", GitVersion:"v1.22.6-
eks-7d68063",
GitCommit:"f24e667e49fb137336f7b064dba897beed639bad",
GitTreeState:"clean", BuildDate:"2022-02-23719:32:147",
GoVersion:"g01.16.12", Compiler:"gc", Platform:"linux/amd64"}

The connection to the server localhost:8080 was refused - did you specify
the right host or port?

2. Setup eksctl

a. Download and extract the latest release

curl --silent --location
"https://github.com/weaveworks/eksctl/releases/latest/download/ek
sctl_$(uname -s)_amdé64.tar.gz" | tar xz -C /tmp

ocation “https://github,com/weaveworks/eksctl/releases/latest/download/eksct]l_$(uname -s)_amdb4.tar.gz" | tar xz

121 116445184 May 13 11:51
root 17 May 15 11:50

Fig. eksctl download and release

b. Move the extracted binary to /usr/local/bin

[root@ip-172-31-85-40 tmp]# mv eksctl /usr/local/bin

c. Test that your eksctl installation was successful
[root@ip-172-31-85-40 tmp]# eksctl version

0.97.0



3. Create an IAM Role and attache it to EC2 instance
Note: create IAM user with programmatic access if your bootstrap
system is outside of AWS
IAM user should have access to
IAM
EC2
CloudFormation
Note: Check eksctl documentaiton for Minimum IAM policies

Identity and Access ® May 15, 2022, 17:50 (UTC+ €3] arn:aws:lam:: 365055183576 role/eksatl_role £ am:aws:lam::365055183576Instanc
Management (IAM)
Last activity Maximum session duration
None 1 hour
Q
Dashboard
Permissions Trust relationships Tags Access Advisor Revoke sessions
w Access management
User groups
Hsers Permissions policies o .
P o Simulate Remove Add permissions W
Roles
Policies Q <1 > @
Identit e
Ace Policy name [ - Type < Description
¥ Access reports @ ¥ AmazonEC2FullAccess AWS managed Provides full access to Amazon EC2 vi...
Access analyzer
@ T IAMFullAccess AWS managed Provides full access to 1AM via the AW..
E] AdministratorAccess. AWS managed - job function Provides full access to AW! vices a
etting!
ial report @ W AWSCloudFormationFullAccess AWS managed Provides full access to AWS CloudFor

on activity
Service control policies (SCPs)

Permissions boundary - (not set)

Fig. Created IAM role

Services | Q

EC2 Instances i-0a1972f80a26866df Modify 1AM role

Modify IAM role info

Attach an IAM role to your instance.
Instance ID
i-0a1972f80a26866df (EKS_Bootstrap_Server)

IAM role
Select an 1AM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are
currently attached to your instance.

eksctl_role v C | Create new 1AM role [

Concel m

Fig. Role Save to EC2 Instance



4. Create your cluster and nodes

eksctl create cluster --name cluster-name \
--region region-name \

--node-type instance-type \

--nodes-min 2 \

--nodes-max 2 \

--zones <AZ-1>,<AZ-2>

Example :
eksctl create cluster --name saifshah-cluster \

--region us-east-1\

--node-type t2.small \
Output:

-

Bk % s kW EYE AL Q

Jhomelec2-user/ e reate cluster ! saifshah-c

&% Remote monitoring

Follow terminal folder



5 & @ X ©
- . = >
Tools Games Sessions View Spiit  MultExec Tunneling Packages Settings Help X server Exit

wiTO™
/home/ec2-user/
* Name

[~

ssh
bash_history

Remote monitoring

Follow terminal folder

east-1#/stacks?filtering

C @ us-east-1.console.aws.amazon.com/clc

autacar

eg Page 1 ismtech

By Transiste @ (1694) YouTube @ YouTube BY Maps €@ Engineer

:Apps @ Sider] @3 M

4 @ Nvigne

CloudFormation X CloudFormation Stack
Stacks (}] ‘ C Create stack v ‘
StackSe
Export Q @ view nested Active v 1 ®
Stack name Status Created time Description
Designe
aifshah-cluster-nodegroup-
e rodegron © CREATE_COMPLETE 2022-05-16 18:12:36 UTC+0530 EKS Managed Nodes (SSH access: false) [created by eksctl]

EKS cluster (dedicated VPC: true, dedicated IAM: true)

¥ Registry eksc: CREATE_COMPLETE -05-16 17:57:34 UT(
cti-s © CREATE_COMPLETE 2022:05:16,17:52:34 UTER0530 [created and managed by eksct(]

hah-clu

Public extensions

Feedback

Fig. Stacks in CloudFormation

5. To delete the EKS clsuter

eksctl delete cluster saifshah --region us-east-1



6. Validate your cluster using by creating by checking nodes and by
creating a pod

[ ]
R R % E & & 0 X ©
Session Servers Tools Games Sessions View  Spit  Multibxec Tunneling Packages Settings  Help Xsever  Ext
@
v [ ap_: J# find . / -1 saifshah
- TO% I d saifshah-cluster
/homelec2-user/
* Name
kS 78
ik v o 95027 May 15 11:
bash,_ history < “J# find . / L hah-cluster-cluster
i Kok such file or
frmgoey such file or di
pira ¢ ap Server ~1# cd /tm
[ront@EKS Bomstrap Server tmpl# (at /roat/ kube/config
lapiversion: vi
lclusters:
- cluster:
certificate-authority-data: LS8tLS1CRUAITiBORVIUSUZIQOFURSOLLSOtCk1ISUMVakNDOWVHhZOF35UIBZO1CQURBTkINa3Foa2 IHOXcwQkFRCOZBREFWTVINAOVRWURWUVFERXdwCcmRXSmwKY20 1bGRHVY
IpNQjRYRFRJeU1EVXh0akV5TXpReU9Gb1hEVE15TURVEE 16RX LNe LF5TOZvdOZURVRNQkVHQTFVRQpBeE 1LY TNWaVpYSnVaWF J5Y3pDQOF TSXdEUVLKS29aSWh2Y@SBUUVCQ LFBRGANRVBBRENDQVFvQ2dnRUIBTGhxCmR)
[TOMy cDAwCTYOMLdWcUIsT29YMSBxe ) hzSmhFaUlJaHIxallrc@4veFBUcngwaOdRSWRHY29BTThEVVNPTVUKUNINekVUDXFOEZQdGtHZkwSZnRmUmLuVCt jMU1vYk94ZKNXY214bGowVEcrcCENNEJROGMzOHNFa21yRz)
IhQMApkdDRoMmORWLh3dFRj 25 1RmZPMVZ1dDd2T 1JFQ1EveDFWODdrQzILUmIWR30ovSmIhSOdvVDc2SXZyS1BUDXZQC ) ZCRmlacXRI ¢ 2F tNmpRTORUVNVQUzBaNXQzdysweTZTTjRYeml3R21BdXVXZ3dHQUIETWKSR 1t 1]
RUR3RHCXTESKc jV1bGtkTnZIMURBCWZYZOSRYUMwe TNnYStoQlIwZ2dzSWtYZ192YXkveUlj bDUvZFgxS043bHVNa2Z1YTdUWgo3QONKOU1rNzgr TXMAZXVOS3c4QOF 3RUFBYUSaTUZ j dORNWURWU j BQQVF ILOJBUURBZO)
tFTUE4RGEXWRFd6VC(l93UUZNUUI(QWYddOhRHUR"IUJBPOkJZRUZLbXNlRUsOTEhSVFF]DyS15\kwﬂGlNWHk?dkINUIVHDTFVZEVRUUEKTUFSOU"thFZbVZSleVMFpVTXdEUVIKSZ‘JBSWhZVGSBUUVMolFBRGdHRUJB
ISEwvVHPURLcOU2c2aBpxaGZ4agp LMStxd2FgK3F tQXg3TjRTAWFWSkL IMWLNQ2NZY 1pYekvZFVUVGtIS1Zkd2hTVz. SOpLCj dDNmkyaTNKOENZY29RSk U TO5pbDIONjMObVZ LbDFPVY
pycjMxRIMyNX10cy t6RF1YWm1PTEV4SXUKb11FbGpqc3RIAFRRNESESXg2S3dUY2Z. 1BubWFOSDI2cGImeGZ6Skh! JDaWILWXCWNFhxdTI1ZFhMYkJ tMkL
Yk7xTVRXTUJHO]JxV[k3eHFO[)‘rM1MUtrM7FZDUSZCMIkONAy()'waWquUXprER47Stv()WthANmpvb]lxa\tIMIJVTcU957?x[SXI!VWRFMDlI|UFBuNNRanﬂFSDMKdmNSPOOtLSOKLUVOR(BDRVJUSUZJUOFURSD(LS
lotCo:
server: https://0ABB7242F38AAB6BF82ECOF7DAIBBESC, gr7. us-east-1.eks.amazonaws.com
name: saifshah-cluster.us-east-1.eksctl.io
lcontexts:
- context:
cluster: saifshah-cluster.us-east-1.eksctl.io
user: 1-0a1972f80a26866df@saifshah-cluster.us-east-1.eksctl.io
name: 1-0a1972f80a26866df@saifshah-cluster.us-east-1.eksctl. o0
jcurrent-context: 1-0a1972f80a26866df@saifshah-cluster.us-east-1.eksctl.io
lkind: Config
preferences: {}
lusers:
- name: 1-0a1972f80a26866df@saifshah-cluster.us-east-1.eksctl. o
user:
exec:
apiVersion: client.authentication.k8s.io/vialphal
args:
- eks
- get-token
- =-cluster-name
- saifshah-cluster
- Eeregion
- us-east-1
command: aws
- env:
B Remote monitorin: - name: AWS_STS_REGIONAL_ENDPOINTS
- 9 value: regional
provideClusterInfo

Follow terminal folder

Fig. cat /root/. kube/config

W 8 ok @ Y B & & @

Session Servers  Tools  Games Sessions  View Spiit  MultiExec Tunneling Packages Settings  Help

t TO® \ KS_| _Server ] ctl get nodes
: Kubeconfig user entry 1s using deprecated API version client.authentication.k8s.1o/vialphal. Run 'aws eks update-kubeconfig' to update.
/home/ec2-user/ NAME STATUS  ROLES AGE VERSION
v Name 1p-192-168-60-68.ec2. internal > v1.22.6-eks-7d68063
. 2-168-7-5.ec2. internal 6 v1.22.6-eks-7d68063
ssh r @EKS_Bootstrap_Server tmp]# kul:n:c(l get all
bash_history Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vialphal. Run 'aws eks update-kubeconfig' to update.
bashogout NAME TYPE CLUSTER-IP  EXTERNAL-IP  PORT(S)  AGE
Jbash_profile service/kubernetes LluslerIP‘ < > 443/TCP  26m
beshec [root@EKS_Bootstrap_Server tmpJ# [l

Fig. Created nodes and check all service/Kubernetes

Creating a pod:

[ root@EKS_Bootstrap Server tmpl# kubectl run webapp ESimagé=htpod;

Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to update.
pod/webapp created

[root@EKS_Bootstrap_Server tmpl# kubectl get all

Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to update.
AME READY  STATUS RESTARTS  AGE

pod/webapp  0/1 ImagePullBackoff @ 51s
NAME TYPE CLUSTER-IP  EXTERNAL-IP  PORT(S) AGE
service/kubernetes ClusterIP JONIOBNENT  <fGhE- 443/TCP __ 36m

Fig . Pod Successful created



Command for only showing pod:
[root@EKS_Bootstrap_Server tmpl# kubectl get po

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE
webapp 0/1 ImagePullBackOff 0 2m44s

[root@EKS_Bootstrap_Server tmp]#

Run Kubernetes Basic Commands:

7. Deploying Nginx Container

kubectl create deployment demo-nginx --image=nginx --replicas=2 --port=80

# kubectl deployment regapp --image=saifshah/regapp --replicas=2 --
port=8080

kubectl get all

kubectl get pod



why
Sesson Servers Tools  Games

wiTO®

D
/home/ec2-user/
* Name
|
ssh
bash_history
bash_logout
sh_profie

bashve

o =Y = &

Sessions  View

J¢ kubectl create deployment demo-ngnix

e uired,
kubectl create deployment -h' fc
EKS_Bootstrap_Server tmpl# kube

ubeconfig user entry is using dey

Kubeconfig u
INAME

pod/de
pod/de

TYPE
Cluster:

NAME

READY
2/2

r tmp]# kub
is using depre
READY
8d469579-pc7me  1/1
9-wllj 1/1
_Server tmp)# kub
r entry is using dep
READY
469579 -pc7me
469579-wlljj
Bootstrap_Server tmpl# Kub
user entry is using depr
READY ~UP-TO-DATE AV
2/2 2
strap_Server
entry is using dep
DESIRE
demo-nginx-848d469579 2
[root@EKS_Bootstrap_Server tmpl# il

MultiExec Tunneling Packages Settings

CLUSTER-IP

tmpl# kub

CURRENT
>

* @

Help

got 2

help and examples
ectl create deployment
ated API version cl

n client.authentication.
RESTARTS G
0

)

EXTERNAL-IP

UP-ToO-

DESIRED  CURRENT

2

1 P
sted API
STATUS
Running
Running
v

deme

ient.auth

je= ngnix

nginx age=nginx --rep
ntication.k8s.10/vialpha

.io/v1alph

AGE

40

PORT(

443/TCP

s
S)  AGE
2m

AVAILABLE  AGE
2 40

READY

.1o/vialpha

[
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STATU
Running
Running @

ectl get deploy

RESTARTS
0

AILABLE  AGE
tl get
ted API versi
READY AGE

2 2m53s

AGE
70s

70s

ecated API version client.authentication.

client.authentication.

.io/v1alpha
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F 1=80
Run ‘aws eks update-kubeconfig

Run ‘aws eks updat

aws eks update-kubeconfig

eks update-kub

eks update-kubeconfig

s eks update-kub

Fig. Deploying Ngnix Container

to update.

to upda

to update

to update

to update

to update.

X o

Xserver  Exit

8. Expose the deployment as service. This will create an ELB in front of
those 2 containers and allow us to publicly access them.

kubectl expose deployment demo-nginx --port=80 --type=LoadBalancer

# kubectl expose deployment regapp --port=8080

kubectl get services -o wide

=2

Spit

1.

Teals

. =

Sessions Wiew

sesson Sarvers Gamas
wlitT@R

Jhomelec2-user!

o

Help

Y B .

Muhixec Tunneling Packages Setings

deployment

-type=LoadBalancer

= Name

;%

ssh
bash_histary
bash_logout
bash_profile
bashrc

erver tmp)
1s using

579 pe e

ClusterIP

READY
2

EXTERNAL -1

p
a5elc80d74c5746029¢7850de 1eadB1d-921720739 . us-east - 1. elb. amazonaws. com

Lphat.

Deployment as a service

update-ku

update-ku

to upda

to update.

PORT(S)




<« C @ us-east-1consoleaws.amazon com/ec2/v2/home?region=us-east-1#1 oadBalancers sart=loadBalancerNamme @ w #* T O0O :

Apps @ Slider1 @ M Gmal Bp Tnsate @ (1634) VouTube YouTubn BF Mops ) Engineering Collag Page 1| ismtech 150 AutoCAD Com.. | Free AutoCAD Tuto, autorad 2012 autocad 2012 » Other bookmarks

N EC2E
© o ECZ Pxpenience X Create Load Balancer [ CRG oRe

EC2 Dashboard

QQ Filter by tags and attributes or ch by ki 1to1of1
EC2 Global View
@  Hame = DNS name - State - VPCID - Availability Zones - Type - Created At
Events
Tags B a5e7c80074c5460297050...  a5e7cB0d74c514602927050. . vpe-09¢35ba219ddc7 52 us-east-1c, us-east-1a classic May 16, 2022 at 7
Limits
¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances
Capacity Reservations
¥ Images Load balancer: | aSe7c80d74c5/46029e7050de1ead81d _N-N=]
AMIs -
Description ~ Instances  Healthcheck  Listeners = Monitoring = Tags  Migration
AMI Catalog
The following listeners are currently configured for this load balancer.
¥ Elastic Block Store
ol Load Balancer Protocol  Load Balancer Port  Instance Protocol  Instance Port  Cipher  SSL Certificate
olumes
Snapshots TCP 80 TCP 32674 NiA A
Lifacucle Manaaer -
Fig. Created load balancer after deployment.
kubectl get services -o wide
root@EKS_Bootstrap_Server tmp]# kubectl get services F@ wide
lubeconfig user entry is using deprecated API version client.authentication.kBs.io/vialphal. Run 'aws eks update-kubeconfig' to update.
|AME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE SELECTOR
lemo-nginx  LoadBalancer a5e7¢80d74¢c5f46029e7050delead81d-921720739. us-east-1. elb. amazonaws.com  80:32674/TCP  Tmbs  a| emo-nginx
wwbernetes  ClusterIP <none- 443/TCP 90m >

root@EKS_Bootstrap Server tmpl#

Fig. Kubectl services.




Create a Manifest File:

[ root@ _Bootstrap

(ubeconfig user entry 1is using depr
1/1
171

USTER-IP

READY

eployment.apps/demo-nginx  2/2

set.apps/demo-nginx
p_Server tmp
found
er tmpl#
is using d

.apps
_Bootstrap_!
econfig user entry is using d
TYPE
LoadBalancer
ClusterIP
S_Bootstrap
ubeconfig user entry is using depr
v d

C
@ side

@ us-east-1.console.aws.amazon.com/ec2

Apps © M Gmal By Transate

UP-TO-DATE  AVAILABLE
2 2

rver tmpl# kubectl delete ser:

1694

npl# kubectl get all
ted API version

ient.authenti
STATUS RESTARTS

Running 0@

Running 0@

EXTERNAL-IP
5 d74c5f4602 Gdel

151

1d81d-921720739.us

AGE
32m
DESIRED

CURRENT AGE

REAI
2 32m
eployment demo-nginx

del. deployment demo-nginx
API version client.authentication.k8s.1io/vialphal. Run

L get all
ed API version client.authentication.k8s.1io
ER-IP EXTERNAL-IP

1 a5e7cB80d74c5f4

lalphal. Run

9e7050delead81d-921720739.us-
ce/demo-nginx

APTI version client.authentication.k8s. i alphal. Run

ers:sort=loadBalar

© Engineering Colle

cerName

Page 1 | ismtech

tion.k8s.10/vlalphal. Run 'aws eks update-kubeconfig

st-1.elb.amazonaws.com

‘aws eks update-kubeconf

‘aws eks update-kubeconfig

east-1.elb.amazonaws.com

‘aws eks update-kubeconfig'

to update.

PORT(S)
674/TCP

AGE
21m
104m

to update.

to up
PORT(S)
80:32674/TCP
443/TCP

to update.

N. Virginia v

shah-aws @ saifshah-aws v

@ New EC2 Experience %
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gs Plans

Reserv

i Instances

Dedicated Host
Scheduled Instances
Capacity Reservations
v Images Select a load balancer

Create Load Balancer

Actions ¥

+ DNS name State VPCID

You do not have as

Availability Zones

Fig. Deleted earlier configuration

Type

None found

Created At

_N_N=]



Creating a manifest file:

[root@EKS_Bootstrap_Server tmp]# vi pod.yml

apiVersion vl

kind: pod

metadata:
name: data-pod
labels:

users: my-user

spec:
containers:

- name: demo-nginx
image: ngnix
ports:

- name: demo-nginx

containerPort: 80

Creating a service manifest file:

[root@EKS_Bootstrap_Server tmp]# vi service.yml
[root@EKS_Bootstrap_Server tmp]# cat service.yml
apiVersion: vl

kind: Service

metadata:

name: demo-Service



spec:
ports:
- name: ngnix-port
port: 80

targetPort: 80

type: LoadBalancer

Output: pod.yml

[root@EKS Bootstrap Server tmpl# cat pod.yml

apiVersion: vl

kind: Pod
metadata:

name: nginx-pod

labels:

app: demo-app

spec:

containers:

- name: nginx-container

image: nginx

ports:

- name: nginx




containerPort: 80

[root@EKS Bootstrap Server tmpl# kubectl apply -f pod.yml //applying

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to

update.

pod/nginx-pod created

[root@EKS Bootstrap Server tmpl# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to

update.
NAME READY STATUS RESTARTS AGE

pod/nginx-pod 1/1 Running 0 25s

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE

service/kubernetes ClusterlP 10.100.0.1 <none> 443/TCP 7h37m

[root@EKS Bootstrap Server tmpl#

Output : service.yml|

[root@EKS Bootstrap Server tmpl# clear

[root@EKS Bootstrap Server tmpl# |l

total 8

-rw-r--r-- 1 root root 199 May 16 20:11 pod.yml

-rw-r--r-- 1 root root 160 May 16 20:16 service.yml|

drwx------ 3 root root 17 May 16 19:39 systemd-private-
2a2e6e9dlac347feaab952b1c678ed15-chronyd.service-2einFz

[root@EKS Bootstrap Server tmpl# cat service.yml




apiVersion: vl

kind: Service

metadata:

name: demo-service

spec:
ports:

- name: ngnix-port

port: 80
targetPort: 80

type: LoadBalancer

[root@EKS Bootstrap Server tmpl# kubect| apply -f service.yml

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to

update.

service/demo-service created

[root@EKS Bootstrap Server tmpl# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to

update.
NAME READY STATUS RESTARTS AGE

pod/nginx-pod 1/1 Running 0 5m32s

NAME TYPE CLUSTER-IP __ EXTERNAL-IP
PORT(S) AGE




service/demo-service LoadBalancer 10.100.56.237
afadel324bbc8455fa7b71537a4bcf6e-1513829373.us-east-
1.elb.amazonaws.com 80:31295/TCP 22s

service/kubernetes ClusterlP 10.100.0.1 <none>
443/TCP 7h42m

[root@EKS Bootstrap Server tmpl#

« c @ us-east-1.console.aws.amazon.com/ec?,

Translste WD (1694)

@D New EC2 Experience
Tty k% Create Load Balancer XTI fet 1]
shboard

Filter s and attributes or search by keywor 1to1of1

B Name = DNS name State VPC ID Availability Zones Type Created At
Tags 8  ciadel 153..  afadel 153... vpe-09c35ba219dde7 502 us-east-1c, us-east-1a classic May 17,2022 8t 1
Limit:
Capacity Reservations
¥ Images .
AMIs Edit Instances
AMI Catalog Instance ID Name Availability Zone Status Actions
0c2bc38348bd 16394 saifshah-cluster-ng-584bdec?-Node t1a OutGfSenvice (i Remave from Load Balancer
w Elastic Block Store
0507656a085a955aa salfshah-cluster-ng-584bdecT-Node us-east-1c OutfSeriice (i Remove from Load Balancer

Volumes

Fig. LoadBalancer is created.



Setup Pod and Service:

%

Games

viTO% X
Jnomefec2-user/
| * Name
7 ssh
bash history
@ bash_logout
Jbash_profie
bestc

xiTO® Q
/home/ec2-user/
- Name

/ ssh
bash_history

9] besh_logout

¢ X

4 bash_profile
bastee

L}
% Remote monitoring

) Follow terminal folder

Sessions  View  Spit  MubiExec Tumeling Packages Settings  Help  Find X server

i

Sessi

I

W EYVYES QO Q X e

eat

[root@EKS_Bootstrap_Server tmpJ# LL
total 8
-- 1 root root 199 May 16 20:11 pod.yml
1 root root 193 May 16 20:32 sei
jdrwx- 3 root root 17 May 16 19:39 —
[ root@EKS_Bootstrap_Server tmp]# cat pod.yml
apiversion: vi
kind: Pod
netadata:
name: nginx-pod
labels:

app: demo-app

spec:
containers:
- name: nginx-container
image: nginx
ports:
- name: nginx
containerPort: 80
[root@EKS_Bootstrap_Server tmpl# cat service.yml
apiversion: vi
kind: Service
Inetadata:
name: demo-service

Wrts.
- name: ngnix-port
port:
targetPort: 80

selector :
app: demo-app

type: LoadBalancer

[ root@EKS_Bootstrap_Server tmpl#

Fig. Adding Label as a selector app

. BV E S &£ Q@ X

ons  View  Spit  MultiExec Tunneiing Packages Setings Help  Find X server

r@

[root@EKS Bootstrap_Server tmpl# kubectl apply B pod.yml

[Kubeconfig user entry is using deprecated API version client.authentication.k8s.1io/vlalphal. Run 'aws eks update-kubeconfig' to update.

lpod/nginx-pod unchanged

[ root@EKS_Bootstrap_Server tmpl# kubectl apply Bf service.yml

Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vialphai. Run 'aws eks update-kubeconfig' to update.

lservice/demo-service configured

[ root@EKS_Bootstrap_Server tmpl# vi pod.yml

[ root@EKS_Bootstrap_Server tmpl# kubectl get all

[Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vialphal. Run 'aws eks update-kubeconfig' to update.
READY  STATUS RESTARTS  AGE

pod/nginx-pod  1/1 Running © 24m

INAME TYPE CLUSTER-IP EXTERNAL-T PORT(S) AGE
[service/demo-service LoadBalancer afadeﬁzdbb:3455fa7b71537adbcf6e 1513829373.us-east-1.elb.amazonaws.com  80:31295/TCP  19m
service/kubernetes ClusterIP 443/TCP 8h

[root@EKS_Bootstrap_Server tmpl# kubectl describe service/demo-service
Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to update.
lame : demo-service

INamespace : default
Labels: >
[Annotat ions:
Iselector: app=demo-app
[Type: LoadBalancer
1P Family Policy: singleStack
IP Families: IPva
jre:
IPs:
lLoadBalancer Ingress: afade1324bbc8455fa7b71537a4bc fée- 1513829373, us-east - 1. elb. amazonaws . com
Port: ngnix-port 80/TCP
[rargetPort: 86/TCP
NodePort: ngnix-port 31295/TCP
Endpoints: :80
[Session Affinity:
External Traffic Policy: Cluster
[Events:
Type  Reason Age From Message

= T B
al EnsuringloadBalancer 2mi3s (x2 over 26m) service-controller load balancer
Normal EnsuredLoadBalancer 2mi2s (x2 over 191’!) service-controller Ensured load balancer
[ root@EKS _Bootstrap_Server tmpl# kubectl pod 58 wid
: unknown command “pod" for “kubectl™

Did you mean this?
top

Run 'kubectl ESh@lp' for usage.

[root@EKS_Bootstrap_Server tmp]# kubectl get pod 58 wi

[Kubeconfig user entry is using deprecated API version cl\ent.autnent\canomkas.\o/vlalphal. Run 'aws eks update-kubeconfig' to update.
READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE  READINESS GATES

Inginx-pod  1/1 Running © 26m IO2NAGEN2OMIS  ip-192-168-2-165.ec2.internal  <fihe> <ine-

[root@EKS_Bootstrap_Server tmpl# ~C

root@EKS Bootstrap Server tmpl#

Fig. Using Labels & Selector



Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org
Commercial support is available at pgjnx.com.

Thank you for using nginx.

Fig. Output Successful out of Service Load Balancer Working.

Integrating Kubernetes in CI/CD pipeline:

Deleting previous configuration:
[root@EKS_Bootstrap_Server tmp]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE

pod/nginx-pod 1/1 Running 0 35m

NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

service/demo-service LoadBalancer 10.100.56.237
afadel1324bbc8455fa7b71537a4bcf6e-1513829373.us-east-
1.elb.amazonaws.com 80:31295/TCP 30m

service/kubernetes ClusterlP 10.100.0.1 <none>
443/TCP 8h

[root@EKS_Bootstrap_Server tmp]# kubectl delete pod/nginx-pod



Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

pod "nginx-pod" deleted
[root@EKS_Bootstrap_Server tmp]# kubectl get po

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

No resources found in default namespace.
[root@EKS_Bootstrap_Server tmp]# kubectl delete service/demo-service

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

service "demo-service" deleted

[root@EKS_Bootstrap_Server tmp]#

Write a deployment file:

[root@EKS_Bootstrap_Server ~]# cat regapp-deploy.yml
apiVersion: apps/vl
kind: Deployment
metadata:
name: saifshah-regapp

labels:

app: regapp



spec:
replicas: 3
selector:

matchlLabels:

app: regapp

template:
metadata:
labels:
app: regapp
spec:
containers:
- name: regapp
image: saifshah/regapp
imagePullPolicy: Always
ports:
- containerPort: 8080
strategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 1

maxUnavailable: 1

[root@EKS_Bootstrap_Server ~]# cat regapp-service.yml
apiVersion: vl

kind: Service



metadata:
name: saifshah-service
labels:
app: regapp
spec:
selector:

app: regapp

ports:
- port: 8080
targetPort: 8080

type: LoadBalancer

[root@EKS_Bootstrap_Server ~]#

[root@EKS_Bootstrap_Server ~]# s
aws awscliv2.zip regapp-deploy.yml regapp-service.yml
[root@EKS_Bootstrap_Server ~]# kubectl apply -f regapp-deploy.yml

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

error: error when retrieving current configuration of:

Resource: "apps/v1, Resource=deployments", GroupVersionKind: "apps/v1,
Kind=Deployment"

Name: "saifshah/regapp", Namespace: "default"



from server for: "regapp-deploy.yml": invalid resource name
"saifshah/regapp": [may not contain '/']

[root@EKS_Bootstrap_Server ~]# vi regapp-deploy.yml
[root@EKS_Bootstrap_Server ~]# clear
[root@EKS_Bootstrap_Server ~]# Is

aws awscliv2.zip regapp-deploy.yml regapp-service.yml
[root@EKS_Bootstrap_Server ~]# kubectl apply -f regapp-deploy.yml

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

deployment.apps/saifshah-regapp created
[root@EKS_Bootstrap_Server ~]# vi regapp-service.yml
[root@EKS_Bootstrap_Server ~]# kubectl apply -f regapp-service.yml

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

service/saifshah-service created
[root@EKS_Bootstrap_Server ~]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/v1alphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE

pod/saifshah-regapp-67dc7d6554-5gdbh 1/1 Running 0 3m53s
pod/saifshah-regapp-67dc7d6554-n8vfm 1/1 Running 0 3mb53s
pod/saifshah-regapp-67dc7d6554-g4bnf 1/1 Running 0 3m53s

NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE



service/kubernetes ClusterlP  10.100.0.1 <none>
443/TCP 24h

service/saifshah-service LoadBalancer 10.100.223.173
a1968e704ce994e9e8a9832790201698-1437160444.us-east-
1.elb.amazonaws.com 8080:32727/TCP 3m4s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/saifshah-regapp 3/3 3 3 3m53s
NAME DESIRED CURRENT READY AGE

replicaset.apps/saifshah-regapp-67dc7d6554 3 3 3 3mb3s
[root@EKS_Bootstrap_Server ~]# kubectl describe

error: You must specify the type of resource to describe. Use "kubectl api-
resources" for a complete list of supported resources.

[root@EKS_Bootstrap_Server ~]# kubectl describe service/saifshah-service

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

Name: saifshah-service
Namespace: default
Labels: app=regapp
Annotations: <none>
Selector: app=regapp
Type: LoadBalancer

IP Family Policy: SingleStack
IP Families: IPv4

IP: 10.100.223.173
IPs: 10.100.223.173



LoadBalancer Ingress: a1968e704ce994e9e8a9832790201698-
1437160444.us-east-1.elb.amazonaws.com

Port: <unset> 8080/TCP
TargetPort: 8080/TCP
NodePort: <unset> 32727/TCP
Endpoints:

192.168.0.41:8080,192.168.27.33:8080,192.168.33.84:8080
Session Affinity: None

External Traffic Policy: Cluster

Events:

Type Reason Age From Message

Normal EnsuringLoadBalancer 3m42s service-controller Ensuring load
balancer

Normal EnsuredLoadBalancer 3m37s service-controller Ensured load
balancer

[root@EKS_Bootstrap_Server ~]# kubectl get pod -0 wide

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/v1alphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE |IP NODE
NOMINATED NODE READINESS GATES

saifshah-regapp-67dc7d6554-5gdbh 1/1 Running 0 5m38s
192.168.0.41 ip-192-168-0-77.ec2.internal <none> <none>

saifshah-regapp-67dc7d6554-n8vfm 1/1 Running 0 5m38s
192.168.33.84 ip-192-168-48-13.ec2.internal <none> <none>

saifshah-regapp-67dc7d6554-q4bnf 1/1 Running 0 5m38s
192.168.27.33 ip-192-168-0-77.ec2.internal <none> <none>

[root@EKS_Bootstrap_Server ~]#



After deletion 3 pods in replica set :

[root@EKS_Bootstrap_Server ~]# kubectl delete pod saifshah-regapp-
67dc7d6554-5gdbh

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

pod "saifshah-regapp-67dc7d6554-5gdbh" deleted
[root@EKS_Bootstrap_Server ~]# kubectl get pod -0 wide

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

saifshah-regapp-67dc7d6554-n8vfm 1/1 Running 0 12m
192.168.33.84 ip-192-168-48-13.ec2.internal <none> <none>

saifshah-regapp-67dc7d6554-q4bnf 1/1 Running 0 12m
192.168.27.33 ip-192-168-0-77.ec2.internal <none> <none>

saifshah-regapp-67dc7d6554-rémkj 1/1 Running 0 6s
192.168.18.246 ip-192-168-0-77.ec2.internal <none> <none> //new
pod created

[root@EKS_Bootstrap_Server ~]#



Integrate Kubernetes Bootstrap Server with Ansible:

On Bootstrap Server:

e Create ansadmin
[root@EKS_Bootstrap_Server ~]# useradd ansadmin
[root@EKS_Bootstrap_Server ~]# visudo

e Add ansadmin to sudoers file

-
B oE o< kBB Y B & Q Q
Session  Servers Tools Games Sessions View  Spit  MultiExec Tunneiing Packages Settings  Help  Find
4 EN2 5482123137 (ec2-user) 4
t TO%

/home/ec2-user/
* Name
=

ssh
bash_history
bash_logout
bash_profile
bashrc

E= Remote monitoring

Fig. Add ansadmin to sudoers file

X ©

Xserver  Exit




e Enable Password based login

[root@EKS_Bootstrap_Server ~]# service sshd reload
Redirecting to /bin/systemctl reload sshd.service

al foldes

Fig. [root@EKS_Bootstrap_Server ~]# vi /etc/ssh/sshd_config

On Ansible Node:

[root@Ansible Server ~]# sudo su - ansadmin

Last login: Sat May 14 08:19:14 UTC 2022 from 152.57.213.2 on pts/1

[ansadmin@Ansible Server ~]S cd /opt/docker

[ansadmin@Ansible Server docker]$ Il

total 16

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49 deploy regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile

-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21 regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 2913 May 14 08:28 webapp.war




[ansadmin@Ansible Server docker]$S mv regapp.yml
create image regapp.yml

[ansadmin@Ansible Server docker]S Il

total 16

-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21
create image regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49 deploy regapp.yml|

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile

-rw-rw-r-- 1 ansadmin ansadmin 2913 May 14 08:28 webapp.war

[ansadmin@Ansible Server docker]$ cat deploy regapp.yml

- hosts : dockerhost

tasks:

- name : stop existing container

command : docker stop regapp-server

- name : remove the container

command : docker rm regapp-server

- name : remove image

command : docker rmi saifshah/regapp:latest

- name : create docker container

command : docker run -d --name regapp-server -p 8082:3080
saifshah/regapp:latest




[ansadmin@Ansible Server docker]S mv deploy regapp.yml
docker deployment regapp.yml

[ansadmin@Ansible Server docker]S Il

total 16

-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21
create image regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49
docker deployment regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile

-rw-rw-r-- 1 ansadmin ansadmin 2913 May 14 08:28 webapp.war

[ansadmin@Ansible Server docker]S

[root@EKS Bootstrap Server ~]# passwd ansadmin

Changing password for user ansadmin.

New password:

BAD PASSWORD: The password contains the user name in some form

Retype new password:

passwd: all authentication tokens updated successfully.

[root@EKS Bootstrap Server ~]#

e Add to hosts file
[ansadmin@Ansible_Server docker]$ vi hosts
[ansadmin@Ansible_Server docker]$ cat hosts

localhost

[kubernetes]



172.31.85.40

[ansible]

172.31.26.13

[ansadmin@Ansible_Server docker]$

Copy ssh keys

[ansadmin@Ansible_Server docker]$ ssh-copy-id 172.31.85.40
[usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansadmin/.ssh/id_rsa.pub"

The authenticity of host '172.31.85.40 (172.31.85.40)' can't be
established.

ECDSA key fingerprint is
SHA256:eBN1hflascvuNM/WaTVamjZqlOqCVahsgPQKIjMW+0E.
ECDSA key fingerprint is
MD5:5f:dd:07:95:8a:01:be:8a:85:a8:52:7e:4e:e7:46:a2.

Are you sure you want to continue connecting (yes/no)? yes
[usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s),
to filter out any that are already installed

[usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys
ansadmin@172.31.85.40's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh '172.31.85.40""
and check to make sure that only the key(s) you wanted were added.



e Test the Connection

[ansadmin@Ansible_Server docker]$ ansible -i hosts all -a uptime
[WARNING]: Platform linux on host 172.31.85.40 is using the
discovered Python interpreter at /usr/bin/python, but future
installation of another Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpret
er_discovery.html for more information.

172.31.85.40 | CHANGED | rc=0 >>

18:47:04 up 25 min, 3 users, load average: 0.00, 0.00, 0.00
[WARNING]: Platform linux on host localhost is using the discovered
Python interpreter at /usr/bin/python, but future installation of
another Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpret
er_discovery.html for more information.

localhost | CHANGED | rc=0 >>

18:47:04 up 26 min, 4 users, load average: 0.00, 0.00, 0.00
[WARNING]: Platform linux on host 172.31.26.13 is using the
discovered Python interpreter at /usr/bin/python, but future
installation of another Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference_appendices/interpret
er_discovery.html for more information.

172.31.26.13 | CHANGED | rc=0 >>

18:47:04 up 26 min, 4 users, load average: 0.00, 0.00, 0.00

Create Ansible Playbooks for deployment and Service File:

[ansadmin@Ansible Server docker]S vi kube deploy.yml




B oE o< ok B EY B & Q@ Q
Setings  Help  Find
BN 3. 54.173.190.20 (ec2-vsor)

Sesson  Servers Tools Games Sessions  View

viTO®

/homelec2-user/

~ Name

&z
ssh nar
bash history f /root/regapp-deploy.yml
bash_logout
bash_profile
bashre
viminfo

=
&% Remote monitoring

Follow terminal folder

X ©

Xserver  Ext

Fig. Kubernetes deploy file created

[ansadmin@Ansible Server docker]S vi kube service.yml

£ < & B B Y B & » @ @

MultiExe Tumeling Packages Setings  Help  Find
BN 3. 54.173.160.20 (ec-user)

=

Session Servers  Tools  Games Sessions  View  Spiit

Siins 1D B8 10sts: kubernetes
/homelec2-user/
* Neme
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ssh deploy regapp on kubernetes
bash_history mand: kubectl apply -f /root/ regapp-service.yml
bash_logout
bash_profile
bashrc
viminfo

=
&% Remote monitoring

Fig. Kubernetes service file created



[ansadmin@Ansible Server docker]S Is

create image regapp.yml docker deployment regapp.yml Dockerfile hosts
webapp.war

[ansadmin@Ansible Server docker]S vi kube deploy.yml

[ansadmin@Ansible Server docker]S vi kube deploy.yml

[ansadmin@Ansible Server docker]$ AC

[ansadmin@Ansible Server docker]$ vi kube service.yml

[ansadmin@Ansible Server docker]S AC

[ansadmin@Ansible Server docker]S ansible-playbook -i /root/docker/hosts
kube deploy.yml

[WARNING]: Unable to parse /root/docker/hosts as an inventory source

[WARNING]: No inventory was parsed, only implicit localhost is available

[WARNING]: provided hosts list is empty, only localhost is available. Note
that the implicit localhost does not match 'all'

[WARNING]: Could not match supplied host pattern, ignoring: kubernetes

PLAY [kubernetes]

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k 5k ok 3k 3k 3k %k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k ok 3k 3k %k 3k %k %k %k %k %k 3k >k 5k 3k 3k 3k 3k %k %k %k %k

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k %k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k %k %k %k %k %k %k 3k 3k 5k 3k 3k 3k 3k %k %k %k %k

3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k %k %k ok %k %k ok %k %k ok

skipping: no hosts matched

PLAY RECAP

3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok ok 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k 3k 3k ok ok 3k 3k 3k ok ok 3k 3k %k 3k ok ok 3k 3k %k %k ok ok 3k %k %k 3k ok 5k ok %k %k %k %k ok ok Kk k
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[ansadmin@Ansible Server docker]$ ansible-playbook -i /opt/docker/hosts
kube deploy.yml




PLAY [kubernetes]
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TASK [Gathering Facts]
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[WARNING]: Platform linux on host 172.31.85.40 is using the discovered
Python interpreter at /usr/bin/python, but future installation of another
Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference appendices/interpreter dis
covery.html for more information.

ok: [172.31.85.40]

TASK [deploy regapp on kubernetes]
3K 3K 3k 3k ok ok sk sk sk 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3K 3K 3K 5K 5K ok ok ok ok sk ok ok sk sk sk sk sk sk 3k 3k 3k 3k 5k 5k 3k 5k 5Kk 5K 5k ok ok 5k %k ok ok ok ok ok %k %k %k %k %k k
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% ok ok

fatal: [172.31.85.40]: FAILED! => {"changed": false, "cmd": "kubectl apply -f

/root/regapp-deploy.yml", "msg": "[Errno 2] No such file or directory", "rc":

2}

PLAY RECAP
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172.31.85.40 :0k=1 changed=0 unreachable=0 failed=1
skipped=0 rescued=0 ignored=0




[ansadmin@Ansible Server docker]S vi kube deploy.yml

[ansadmin@Ansible Server docker]$ ansible-playbook -i /opt/docker/hosts
kube deploy.yml|

PLAY [kubernetes]
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TASK [Gathering Facts]
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fatal: [172.31.85.40]: UNREACHABLE! => {"changed": false, "msg": "Failed to
connect to the host via ssh: Permission denied (publickey,gssapi-

keyex,gssapi-with-mic,password).", "unreachable": true}

PLAY RECAP
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172.31.85.40 :0k=0 changed=0 unreachable=1 failed=0
skipped=0 rescued=0 ignored=0

[ansadmin@Ansible Server docker]S vi kube deploy.yml

[ansadmin@Ansible Server docker]$ Is

create image regapp.yml docker deployment regapp.yml Dockerfile hosts
kube deploy.yml kube service.yml webapp.war

[ansadmin@Ansible Server docker]$ vi kube service.yml




[ansadmin@Ansible Server docker]S

[ansadmin@Ansible Server docker]$ ansible-playbook -i /opt/docker/hosts
kube deploy.yml|

PLAY [kubernetes]
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TASK [Gathering Facts]
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fatal: [172.31.85.40]: UNREACHABLE! => {"changed": false, "msg": "Failed to
connect to the host via ssh: Permission denied (publickey,gssapi-

keyex,gssapi-with-mic,password).", "unreachable": true}

PLAY RECAP
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172.31.85.40 :0k=0 changed=0 unreachable=1 failed=0
skipped=0 rescued=0 ignored=0

[ansadmin@Ansible Server docker]$ vi kube deploy.yml

[ansadmin@Ansible Server docker]$ Is

create image regapp.yml docker deployment regapp.yml Dockerfile hosts
kube deploy.yml kube service.yml webapp.war

[ansadmin@Ansible Server docker]$ vi kube service.yml




[ansadmin@Ansible Server docker]$ AC

[ansadmin@Ansible Server docker]$ ansible-playbook -i /opt/docker/hosts
kube deploy.yml

PLAY [kubernetes]
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TASK [Gathering Facts]
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fatal: [172.31.85.40]: UNREACHABLE! => {"changed": false, "msg": "Failed to
connect to the host via ssh: Permission denied (publickey,gssapi-

keyex,gssapi-with-mic,password).", "unreachable": true}

PLAY RECAP
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172.31.85.40 :0k=0 changed=0 unreachable=1 failed=0
skipped=0 rescued=0 ignored=0

[ansadmin@Ansible Server docker]S

[ansadmin@Ansible Server docker]S ssh copy-id 172.31.85.40

-bash: ssh copy-id: command not found

[ansadmin@Ansible Server docker]S ssh-copy-id 172.31.85.40




Jusr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansadmin/.ssh/id rsa.pub"

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: WARNING: All keys were skipped because they already
exist on the remote system.

(if you think this is a mistake, you may want to use -f option)

[ansadmin@Ansible Server docker]$S ansible-playbook -i /opt/docker/hosts
kube deploy.yml

PLAY [kubernetes]
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TASK [Gathering Facts]

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k %k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k 3k 3k 3k %k 3k %k %k %k %k %k >k >k 5k 3k 3k 3k %k %k %k %k %k

3k 3k 3k 3k 3k 3k 3k 3k 3k ok ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k 5k ok 3k 3k 3k 3k %k %k %k %k 3k 3k 3k 3k 3k 3k 3k 5k 3k %k %k 3k %k %k %k %k %k >k 3k 5k 3k 3k 3k 3k %k %k %k %k

%k 3k 3k 3k 3k 3k 3k 3k 3k %k %k %k %k

fatal: [172.31.85.40]: UNREACHABLE! => {"changed": false, "msg": "Failed to
connect to the host via ssh: Permission denied (publickey,gssapi-
keyex,gssapi-with-mic,psword).", "unreachable": true}

PLAY RECAP
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172.31.85.40 :0k=0 changed=0 unreachable=1 failed=0
skipped=0 rescued=0 ignored=0




[ansadmin@Ansible Server docker]S ssh-copy-id 172.31.85.40

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansadmin/.ssh/id rsa.pub"

J/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

Jusr/bin/ssh-copy-id: WARNING: All keys were skipped because they already
exist on the remote system.

(if you think this is a mistake, you may want to use -f option)

[ansadmin@Ansible Server docker]S ssh-copy-id root@172.31.85.40

/usr/bin/ssh-copy-id: INFO: Source of key(s) to be installed:
"/home/ansadmin/.ssh/id rsa.pub"

/usr/bin/ssh-copy-id: INFO: attempting to log in with the new key(s), to filter
out any that are already installed

/usr/bin/ssh-copy-id: INFO: 1 key(s) remain to be installed -- if you are
prompted now it is to install the new keys

root@172.31.85.40's password:

Number of key(s) added: 1

Now try logging into the machine, with: "ssh 'root@172.31.85.40""

and check to make sure that only the key(s) you wanted were added.

[ansadmin@Ansible Server docker]$ vi kube service.yml




[ansadmin@Ansible Server docker]$ cat kube deploy.yml

- hosts: kubernetes

#tbecome: true

user: root

tasks:

- name: deploy regapp on kubernetes

command: kubect! apply -f regapp-deploy.yml

[ansadmin@Ansible Server docker]S cat kube service.yml

- hosts: kubernetes

# become: true

user : root

tasks:

- name: deploy regapp on kubernetes

command: kubect| apply -f regapp-service.yml

[ansadmin@Ansible Server docker]$ ansible-playbook -i /opt/docker/hosts
kube service.yml|

PLAY [kubernetes]
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TASK [Gathering Facts]
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[WARNING]: Platform linux on host 172.31.85.40 is using the discovered
Python interpreter at /usr/bin/python, but future installation of another
Python interpreter

could change this. See
https://docs.ansible.com/ansible/2.9/reference appendices/interpreter dis
covery.html for more information.

ok: [172.31.85.40]

TASK [deploy regapp on kubernetes]
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changed: [172.31.85.40]

PLAY RECAP
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172.31.85.40 :0k=2 changed=1 unreachable=0 failed=0
skipped=0 rescued=0 ignored=0

[ansadmin@Ansible Server docker]S
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[ansadmin@Ansible_Server docker]$ Il

Cl AW 02 2 admin Sllogout



total 28

-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21
create_image_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49
docker_deployment_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
-rw-rw-r-- 1 ansadmin ansadmin 62 May 17 18:42 hosts

-rw-rw-r-- 1 ansadmin ansadmin 154 May 17 19:13 kube_deploy.yml
-rw-rw-r-- 1 ansadmin ansadmin 154 May 17 19:31 kube_service.yml|
-rw-rw-r-- 1 ansadmin ansadmin 2913 May 14 08:28 webapp.war

[ansadmin@Ansible_Server docker]$ ansible-playbook -i /opt/docker/hosts
kube_service.ymI*C

[ansadmin@Ansible_Server docker]$

[root@EKS_Bootstrap_Server ~]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vl1alphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE

pod/saifshah-regapp-67dc7d6554-9pt6r 1/1 Running 0 13h
pod/saifshah-regapp-67dc7d6554-dhngk 1/1 Running O 13h
pod/saifshah-regapp-67dc7d6554-nb9rw 1/1 Running 0 13h

NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S)  AGE

service/kubernetes ClusterlP  10.100.0.1 <none>
443/TCP 45h



service/saifshah-service LoadBalancer 10.100.36.222
a349ca007bb744309aaffed48b239862-152577359.us-east-
1.elb.amazonaws.com 8080:31709/TCP 14h

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/saifshah-regapp 3/3 3 3 14h
NAME DESIRED CURRENT READY AGE

replicaset.apps/saifshah-regapp-67dc7d6554 3 3 3 14h

[root@EKS_Bootstrap_Server ~]# kubectl delete deployment.apps/saifshah-
regapp

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

deployment.apps "saifshah-regapp" deleted
[root@EKS_Bootstrap_Server ~]# kubectl delete service/saifshah-service

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

service "saifshah-service" deleted

[root@EKS_Bootstrap_Server ~]#
[root@EKS_Bootstrap_Server ~]# clear
[root@EKS_Bootstrap_Server ~]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
service/kubernetes ClusterlP 10.100.0.1 <none> 443/TCP 45h



[root@EKS_Bootstrap_Server ~]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE

pod/saifshah-regapp-67dc7d6554-m4ck9 1/1 Running 0 27s
pod/saifshah-regapp-67dc7d6554-rr58w 1/1 Running 0 27s
pod/saifshah-regapp-67dc7d6554-x24cx 1/1 Running 0 27s

NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

service/kubernetes ClusterlP  10.100.0.1 <none>
443/TCP  45h

service/saifshah-service LoadBalancer 10.100.156.66
a5cc75730006140938846b05fc830300-559804141.us-east-
1.elb.amazonaws.com 8080:30620/TCP 23s

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/saifshah-regapp 3/3 3 3 27s
NAME DESIRED CURRENT READY AGE

replicaset.apps/saifshah-regapp-67dc7d6554 3 3 3 27s

[root@EKS_Bootstrap_Server ~]#



[ansadmin@Ansible_Server docker]$ vi kube_deploy.yml
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Fig. Merging Service File & Deployment File
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This is the central feature of Jenkins. Jenkins will build your project, combining any SCM with any build system, and this can be even
used for something other than software build

Maven project

Build a maven project. Jenkins takes advantage of your POM files and drastically reduces the configuration

If you want to create a new item from other existing, you can use this option:

y) Copyfrom
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[ansadmin@Ansible_Server docker]S Il

total 28



-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21 create_image_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49
docker_deployment_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
-rw-rw-r-- 1 ansadmin ansadmin 62 May 17 18:42 hosts

-rw-rw-r-- 1 ansadmin ansadmin 245 May 18 09:48 kube_deploy.yml|
-rw-rw-r-- 1 ansadmin ansadmin 154 May 17 19:31 kube_service.yml|
-rw-rw-r-- 1 ansadmin ansadmin 2913 May 14 08:28 webapp.war
[ansadmin@Ansible_Server docker]$ cat create_image_regapp.yml

- hosts: ansible

tasks:

- name : create docker image
command : docker build -t regapp:latest .
args :

chdir : /opt/docker

- name : create tag to push image on docker hub

command : docker tag regapp:latest saifshah/regapp:latest

- name : push docker image on docker hub

command : docker push saifshah/regapp:latest

[ansadmin@Ansible_Server docker]$ AC

[ansadmin@Ansible_Server docker]$ docker login



Authenticating with existing credentials...

Login did not succeed, error: Cannot connect to the Docker daemon at
unix:///var/run/docker.sock. Is the docker daemon running?

Login with your Docker ID to push and pull images from Docker Hub. If you
don't have a Docker ID, head over to https://hub.docker.com to create one.

Username (saifshah): saifshah
Password:

WARNING! Your password will be stored unencrypted in
/home/ansadmin/.docker/config.json.

Configure a credential helper to remove this warning. See

https://docs.docker.com/engine/reference/commandline/login/#credentials-
store

Login Succeeded
[ansadmin@Ansible_Server docker]$ docker images

Cannot connect to the Docker daemon at unix:///var/run/docker.sock. Is the
docker daemon running?

[ansadmin@Ansible_Server docker]$ service docker start
Redirecting to /bin/systemctl start docker.service

Failed to start docker.service: The name org.freedesktop.PolicyKitl was not
provided by any .service files

See system logs and 'systemctl status docker.service' for details.
[ansadmin@Ansible_Server docker]$ docker images

Cannot connect to the Docker daemon at unix:///var/run/docker.sock. Is the
docker daemon running?

[ansadmin@Ansible_Server docker]$ sudo service docker start
Redirecting to /bin/systemctl start docker.service

[ansadmin@Ansible_Server docker]$ docker images



REPOSITORY TAG IMAGEID CREATED SIZE
saifshah/regapp latest 15574dfecf93 4 daysago 510MB

regapp latest 15574dfecf93 4 daysago 510MB
regapp vl 15574dfecf93 4 daysago 510MB
tomcat latest 6a1271dfce51 6 daysago 680MB
centos latest 5d0da3dc9764 8 monthsago 231MB

[ansadmin@Ansible_Server docker]$
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# Back to Project

states @ Console Output

Started by user admin

"~ Changes Running as SYSTEM
Building in workspace /var/1ib/jenkins/workspace/RegApp_CI_Job
The recommended git tool is: NOMI

B console Output oned git ool s NN
No credentials specified
> git rev-parse --resolve-git-dir

View as plain text

/var/11b/Jenkins/workspace/RegApp_CI_Jot

git # timeout=1e
Fetching changes from the remote Git rej

ository

> git config remote.origin.url https://github.com/SaifPanjesha/hello-world.git # timeout=10
= Edit Build Information

Fetching upstream changes from https://github.com/SaifPanjesha/hello-world.git
> git --version # timeout=10

@® Delete build ‘#4' > -version # 'git version 2.32.8"
> fetch --tags --force --progress -- https://github.com/SaifPanjesha/hello-world.git +refs/heads/*:refs/remotes/origin/* # timeout=10
@ Gitsuid Data Bit rev-parse refs/remotes/origin/master*{comit) # tineoute10
Checking out Revision 9415bc7b3Secdd582cesbc68@1ed3dc! 395ea (refs/re: s/origin/master)
> git config core.sparsecheckaut # timeout=10
Redeploy Artifacts kout -f 9415bc7b35ecdd4582cedbc6801ed3dc9826395¢ea # timeout=18
. Commit message: "Update registery in index.jsp
[T] TestResult > git rev-list --no-walk 9415bc7b3Secd4s82cesbcs8oled3dcoB26395¢a # timeout=10
Parsing POMs
s

See Fingerprints Established TCP socket on 4

[RegApp_CI_Job] $
@ Previous Build 1.13.far

java-11-openjdk-11.9.13.0.8-1.amzn2.0.3.x86_64/bin/ja
worlds-2.6.0.3

2 ~cp /var/1il

:/opt/maver

lugin/WEB-INF/1ib/maven3s-agent

/conf/logging 3 opt/maven /var

enkins
en-plugin/WeB-INF/1ib/maven

.agent. 11b/jenkins/%C
/ienkins/plugins/n

jenkins/war/WeB

tercepto

3-interceptor-commons-1.13.jar 45117
[IENKINS REMOTING CAPACITY
Executing Ma

jenkins/plugins

aven-plu

started

ib/jenkins/workspace/Reghpp_CI

Job/pom.xml clean inst
[INFO] Scanning for projects...




Dashboard * Regapp CD Job *» #4

¥ Back to Project

@ Console Output

Started by upstream project "RegApp_CI_Job” build number 4
# Changes originally caused by:
Started by user admin

Status

Console Output
View as plain text

= Edit Build Information

err
() Delete build '#4' Finished: SUCCESS

@ Previous Build

Fig. Build Success

Error : Unable to upload Latest Image

[root@EKS_Bootstrap_Server ~]# cd /opt/docker
-bash: cd: /opt/docker: No such file or directory
[root@EKS_Bootstrap Server ~]# kubectl get all

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

NAME READY STATUS RESTARTS AGE

pod/saifshah-regapp-67dc7d6554-m4ck9 1/1 Running O 93m
pod/saifshah-regapp-67dc7d6554-rr58w 1/1 Running 0 93m
pod/saifshah-regapp-67dc7d6554-x24cx 1/1 Running 0 93m

NAME TYPE CLUSTER-IP  EXTERNAL-IP
PORT(S) AGE

service/kubernetes ClusterlP  10.100.0.1 <none>
443/TCP 46h



service/saifshah-service LoadBalancer 10.100.156.66
a5cc75730006140938846b05fc830300-559804141.us-east-
1.elb.amazonaws.com 8080:30620/TCP 93m

NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/saifshah-regapp 3/3 3 3 93m
NAME DESIRED CURRENT READY AGE

replicaset.apps/saifshah-regapp-67dc7d6554 3 3 3 93m
[root@EKS_Bootstrap Server ~]# ~C

[root@EKS_Bootstrap Server ~]#

Complete Cl and CD job to build and deploy code on Kubernetes:

[ansadmin@Ansible_Server docker]$ Il
total 28

-rw-rw-r-- 1 ansadmin ansadmin 357 May 13 18:21
create_image_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 381 May 14 07:49
docker_deployment_regapp.yml

-rw-rw-r-- 1 ansadmin ansadmin 528 May 13 12:12 Dockerfile
-rw-rw-r-- 1 ansadmin ansadmin 62 May 17 18:42 hosts

-rw-rw-r-- 1 ansadmin ansadmin 245 May 18 09:48 kube_deploy.yml
-rw-rw-r-- 1 ansadmin ansadmin 154 May 17 19:31 kube_service.yml
-rw-rw-r-- 1 ansadmin ansadmin 2913 May 18 11:17 webapp.war

[ansadmin@Ansible_Server docker]$ vi kube_deploy.yml



[ansadmin@Ansible_Server docker]$ cat kube_deploy.yml
- hosts: kubernetes
#become: true

user: root

tasks:
- name: deploy regapp on kubernetes

command: kubectl apply -f regapp-deploy.yml

- name : create service for regapp

command: kubectl apply -f regapp-service.yml

- name: update deployment with new pods if image updated in docker hub
command: kubectl rollout restart deployment.apps/saifshah-regapp

[ansadmin@Ansible_Server docker]$

Output :



8. . = Y E & & 0 @ X ©

Session  Servers. Tools Games Sessions  View MuktiExec Tunneling Packages Settings Help Find X server Ext
BN 5. 18.234.109.15 (ec2-user) BN 6. 5482117100 (ec2-user) BN 5 39518228 (1) @
viT @ i
/home/ec2-user/
* Name g Wed May 18 11:12:52 2022 from
L %
ssh )
bash.history Amazon Linux 2 AMI
bash_Jogout
h_profie
baatic ‘aws . amazon...con/amazon-1inux-
" ed for security, out of 4 available
to apply all updates.
r~1$ s
S_Bootstrap_Server ~]$ sudo su
Wed May 18 11:17:57 UTC 2022 from ip -26-13.ec2. internal on pts/4
t f ! Wed May 18 11:40:43 UTC 2022 fr on ssh:notty
There were 50 login attempts since the last succ login.
[root@EKS_Bootstrap_Server ~1# kubectl get all
Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vialphal. Run ‘aws eks update-kubeconfig' to update
NAME STAT RESTAR GE
pod/saifshah-regapp-67dc7d m Running ©
egapp-67dc7d6554 - Running @
pod/saifshah-regapp-67dc7d6554 / Running @ 119m
CLUSTER-IP EXTERNAL -IP PORT(S)
443/TCP
a5cc7573000614 1 st-1.elb.amazonaws.com 80 20/TCP
READY UP-TO-DATE AVAILABLE AGE
deployment .apps/saifshah-regapp  3/3 3 3 om
NAME DESIRED  CURRENT ~ READY  AGE
replicaset.apps/saifshah-regapp-67dc7d6554 3 3 3 119m
[root@EKS_Bootstrap_Se # kubectl get all
Kubeconfig user entry is using deprecated API version client.authentication.k8s.io/vialphal. Run 'aws eks update-kubeconfig' to update
NAME READY  STATUS RESTARTS  AGE
pod/saifshah-regapp 95fc496-254ft Running 3s
4s
rCreating 0
TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
/kubernetes ClusterIpP <none> 443/TCP
saifshah-service LoadBalancer [a5¢c75730006140938846b05fc830300-559804141. us-east-1.elb. amazonaws . com
READY UP-TO-DATE  AVAILABLE  AGE
nt.apps/saifshah-regapp 2/3 3 2 126m
-— DESIRED  CURRENT  READY
replicaset.apps/saifshah-regapp-67dc7d6554 0 (]
&% Remote monitoring icaset.apps/saifshah-regapp-85c95fc49%6 3 3 2
[root@EKS_Bootstrap_Server ~]# ~C
Follow terminal folder [root@EKS_Bootstrap_Server ~1# |

Fig. Bootstrap Server Running

8. B & L 0 Q X e

Session Servers Tools Games Sessions View  Spit  MubiExec Tunneling Packages Settings  Help  Find Xserver  Ext
A N2 54211921 (ec2-user BN 5. 18.234.109.15 (ec2-user) BN 6 54.82.117.100 (e
wiTOm A
/home/ansadmin/
* Name
® SH sessi
ansible . t SSH
dickiné + SSH compression
%% + SSH-browse v
s « X11-forwarding : x (disab
bash_history
For more info, ctrisclick on help or visit our
beash Jogout 0 e ct L of sit of
bash_profile
bashre ;
viminfo

kage(s) needed for security, out of 4 available
Run “sudo yum update” to apply all updates.
ansadmin@Ansible_Server ~]$ cd /opt/docker
@Ansible_Server docker]$ sudo service docker start
bin/systemctl start docker.service
ver docker]$ ls

_image_regapp.yml docker_deployment_regapp.yml Dockerfile hosts kube_deploy.yml kube_service.yml
[ansadmin@Ans ible_Server dockerl$ L1

dmin ansadmin 357 May 13 18:2 age_regapp. yml
ansadmin ansadmin 38 5 docker_deployment_regapp. yml
ansadmin ansadmin lay 13 12:12 Dockerfile
ansadmin ansadmin 62 8:42 host
ansadmin ansadm 92 May 4 kube_deploy.yml
ansadmin ans :31 kube_service.ym
1 ansadmin )
nsible_Ser
1 ansadmin ans 3 18:21 create_image_rega
ansadmin ansadmi May 14 67:49 docker_deployment_regapp.ynl
ansadmin ansa SEE Dockerfile
ansadmin
ansadmin ansadmin 392 May
ansadmin 154 May
2913 May

Fig. Ansible Server Webapp.war time change after success



€« 5 c

Apps @ Slider1

& hub.docker.com/repositories 2 T »

oo :

Other bookmarks

B M Gmal By Translete @B (1684 YouTube

O vouTube BF Maps @) Engineering Colleg... Page1|ismtech 3 150 AutoCAD Com.. | Free AuloCAD Tuto., sutoead 2012 sutocad 2012 »

d DockerCon 2022 atch

@ dockerhub Q. Search for great content (e.g., mysa) Explore  Repositories  Organizations  Help ~

saifshah Q

saifshah / regapp

Other Downloads

Tom i

5}

Fig. Access to load balancer on

Other Documentation

SCATALINA_HOME /RUNNING. txt
Developers may be interested in:
Tomeat 9.0 Bug Database
Tomeal 9.0 JavaDocs
Tomeat 9.0 Git Repository at GitHub

Get Involved

Overview

Miscellaneous

tomeat-users
User support and discussion

1aglibs-user

User support and discussion for Apache Taglibs
tomeat.dev

Development maiing list, including commit
messages

Apache Software
Foundation

Whe Wa Ars

port 8080

® Not Scanned :
Last pushed: a ey - o =15 ® public
Tip: Not finding your repository? Try switching namespace via the top left dropdown.
Fig. Docker latest Image
& > C A Notsecure | aScc?! 559804141 us-east-1.elb. 8080 2 % » 0@ :
% Apps @ Sider! @ M Gmail B Transiste @ (1694)YouTube @ YouTube B¥ Maps @ Engineering Colleg... Page 1| ismtech 150 AutoCAD Com.. A Free AutoCAD Tuto... autocad 2012 autocad 2012 » Other bookmarks
Home Dy i Confi i Wiki Mailing Lists Find Help
Apache Tomcat/9.0.62 / ApacHE: :
™ Recommended Reading: Server Status
Security Considerations How-To
S Manager App
Manager Application How-To
Cluster i How-To Host Manager
Developer Quick Start
Tomcat Setup Realms & AAA Examples Serviet Specifications
First Web Application JDBC DataSources Tomcat Versions
Managing Tomcat Documentation Getting Help
For seourity, access to the manager webapp is Tomcat 9.0 Documentation FAQ and Mailing Lists
restricted. Users are defined in 3
Tomcat 9.0 Configuration The following mailing li re available:
SCATALINA_HOME/conf/toncat -users. xml N
Tomcat Wiki lomeat-announce
In Tomcat 9.0 access to the manager Important announcements, releases, security
application is split between different users. Find additional important (5
information in



Cleaning Setup:

[root@EKS_Bootstrap_Server ~]# kubectl delete deployment.apps/saifshah-
regapp

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

deployment.apps "saifshah-regapp" deleted
[root@EKS_Bootstrap_Server ~]# kubectl delete service/saifshah-service

Kubeconfig user entry is using deprecated API version
client.authentication.k8s.io/vlalphal. Run 'aws eks update-kubeconfig' to
update.

service "saifshah-service" deleted

[root@EKS_Bootstrap_Server ~]#

Deleting Cluster:

eksctl delete cluster saifshah --region us-east-1



T Apps

@ siider 1

@ M oml

By Tronshate

© (1694) YouTube

© Youtibe BF Mops

© Enginearing Colleg Poge 1 |ismiech 2 150 AutoCAD Com

Free AutoCAD Tuto,

» Other bookmarks

CloudFormation CloudFormation > Stacks > eksctl-saifshah-cluster-cluster
R 1
——  eksctl-saifshah-cluster-cluster stack actions v || create stack v
Stacks [ Stacks (2) C |
Senck futaie Q Stack info Events Resources Outputs Parameters Template Change sets
Drifts
. @ View nested
StackSets Active ¥
1
Exports Overview ‘ c ‘
eksctl-saifshah-cluster-nodegroup-ng-
) 584bdec7 Stack ID Description
e 2022-05-16 18:12:36 UTC+0530 arn:aws:cloudformation:us-east-1:365055183576:stack/eksctl- EKS cluster (dedicated VPC: true, dedicated IAM: true) [created and
@ DELETE_IN_PROGRESS saifshah-cluster-cluster/9093e830-d513-11ec-bedf-Oead2c327235 [ managed by eksctl]
V. agiatry eksctl-saifshah-cluster-cluster o Status Status reason
Public extensions 2022-05-16 34 UTC+0530 ® DELETE_IN_PROGRESS =

Activated extensions

@ DELETE_IN_PROGRESS

Root stack Parent stack

Publisher
Created time Deleted time
2022-05-16 17:57:34 UTC+0530 2022-05-18 17:36:40 UTC+0530

Feedback Updated time
Drift status Last drift check time
© NOT_CHECK| -
Termination protection 1AM role
Disabled
Fig . Cluster Deleted
€ > € @& us-east-1console.awsamazon.com/ec?/v2/home7region=us-east-1#Instances: 2t oo :
Apps @ Slider1 @B M Gmail By Translate @ (1694) ouTube B YouTube EF Maps ) Engineering Colleg Page 1] ismtech 150 AutoCAD Com. Free AutaCAD Tuto. autocad 2012 autocad 2012 » Other bookmarks

@D New EC2 Experience e

Tell s what you think

EC2 Dashbaard
EC2 Global View
Events

Tags

Limits

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Scheduled Instances

Capacity Reservations

* Images
AMIs

AMI Catalog

w Elastic Block Store
Volumes
Snapshots

Lifecycle Manager

Instances (7/7) info

Le]

Instance state ¥

reions + | T

Q 1 (o]
Name v Instance ID Instancestate v Instancetype ¥  Status check Alarm status Availability Zone ¥ Public IPvd DNS
saifshah-clust... i-087bfSb6791d22452 © Terminated@@  t2.small @ 2/2 checks passed  Noalarms 4 us-east-1a -
Tomeat_Server i-010d47b3e089d7869 © Terminated@Q 12.micro - Mo alarms < us-east-1¢ -
Docker_Server i-08752B02a59fdd059 @ Shutting-dow@®@  t2.micro @ 2/2 checks passed  Noalarms +  us-east-1c -
Jenkins_Serverl -00f1edcBeb15¢8042 @ shutting-dow@E  t2.micro @ 2/2 checks passed Mo alarms 4 us-ast-1e =
Ansible_Server i-0dc753250431f8acs @ Shutting-dow@ & t2.micro @ 2/2 checks passed Mo alarms 4 us-east-1c -
saifshah-clust.. i-067a3ffa0a85d55. © Terminated@E, t2.small @) 2/2 checks passed  No alarms us-east-1¢ -
EKS_Bootstrap... i-0a1972f80a26866df @ shutting-dow@ & t2.micro @ 2/2 checks passed Mo alarms 4 us-east-1b ec2-54-211-9-21.comp..
v
Instances: i-087bf5b6791d22452 (saifshah-cluster-ng-584bdec7-Node), i—U‘l_Dd-‘l?b}eOBBd?ssB (Tomcat_Server), i-0875a802a59fdd059 & X
(Docker_Server), i-00f1e4¢8cb15¢9042 (Jenkins_Server1), i-0dc753250431f8ac9 (Ansible_Server), i-067a3ff40a85d554f (saifshah-cluster-ng-

584bdec7-Node), i-0a1972f80a26866df

Monitoring

CPU utilization (%)

Percent

(EKS_Bootstrap_Server)

th 3h 12h d 3d

Status check failed (any) (cou... ¥

Count Count

Status check failed (instance)... i

w  Custom @ G| v H Add to dashboard

Status check failed (system) (... §

Count

@ -067a3ff40ag5d554f
® -021972180a 26866

@ i-06723ff40a85d554F (saifshah-cluste L ]
[ ]

1972804268664 (EXS_Bootstrap

Fig. Terminates all Instances
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